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Relating to the use and possession of re-encoders and scanning devices; to the unauthorized 
use of personal identifying information; and to the unlawful skimming of credit, debit, or other 
electronic payment cards; and to provide a penalty. 
 

Minutes:                                                 Att. #1-3 

 
Rick Clayburgh, President/CEO, North Dakota Bankers Association: Testified in support 
of the bill. We’re here in support of the bill. The idea for the legislation came up at national 
meetings trying to address credit card fraud that occurs when skimming activity happens. If 
you’re not familiar, it can be a situation at a gas pump or an ATM machine, criminals will put 
a device over the area where you put your card in. The skimming device will take the 
information off of the magnetic strip, and transmit it to somebody close by, if they do it at an 
instant cash machine, it will pick up the codes or pins that you put in. The crooks will put a 
blank card in an ATM and program your info onto the blank card. They now have all of your 
information. It’s a crime to do that in North Dakota but it’s not a crime to own a skimmer 
device. We’re trying to address the issue of exploitation by giving another tool to the 
prosecutor’s office. This bill will make it a class A misdemeanor, first time in possession, if 
you’re caught with this in your possession and a felony for a second offence. We do this 
because someone may not be caught in the act but may have the equipment and the 
intentions to do so.   
 
(3:44)Senator Piepkorn: Do you have an example of what the device is? What it actually 
looks like.   
 
Rick: I just slip my card in and they have a little reader that can pick that up.   
 
(5:04)Parrell Grossman, Director, Consumer Protection and Antitrust Division, Office 
of the Attorney General: see attachment #1 for testimony in support of the bill.  
 
(13:08)Senator Burckhard: Let’s say a server at a restaurant does this, is the business 
liable? 
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Parrell: I’m going to decline to say anything that my extent beyond my abilities as an assistant 
attorney general to do so. I would hate to commit liability to a restaurant or a business, that 
would be a decision for the impacted victim but I don’t think it would automatically pose some 
kind of liability but I suppose there is always a possibility if they were aware of the conduct 
or reckless or some other thing that it could create some other concern but I will leave that 
for the private litigants.   
 
Vice Chairman Vedaa: Why is it only a misdemeanor to possess? 
 
Parrell: We weighed the egregiousness of possession compared to actually using it. At least 
we could envision someone in a relationship who gets the significant other to carry this unit, 
keep it in their apartment, have it in their vehicle. They don’t necessarily use it but they do in 
fact possess it. In our minds, we thought that conduct was probably less harmful than just 
making something like that a felony. We just simply didn’t want any unintended 
consequences we hope the legislature would send a strong message that these are not 
legitimate devices and there’s no reason to possess them and maybe sanction them 
appropriately and we felt a class A misdemeanor was the right level.  
 
Senator Piepkorn: Are there no legal uses or application for these devices? 
 
Paraell: Nothing occurs to me but the whole idea is that it would be used to commit a crime. 
I can’t think of an immediate use for this beyond to steal information. If there are any 
unintended consequences, we can address those in the future.  
 
Chairman Klein: So you’re saying that it would be unlikely that we would carry this in the 
backseat of our car for doing some kind of good? 
 
Parrell: Well said.   
 
Senator Piepkorn: Is there any responsibility for a gas station or some other retailer that 
possesses a machine that has a skimming device? 
 
Parrell: I can’t say about liability for businesses.  
 
Chairman Klein: And that falls outside most of what we are discussing because most of that 
is kind of an internal waiter/waitress snitching of your personal information. How the merchant 
would be held responsible I think would be difficult to prove, but would you be able to tell if a 
restaurant would have that info? 
 
Parrell: I think that is fairly prevalent for that kind of conduct to occur. Our financial institutions 
are very aggressive. And this is not limited to ATMs and gas station pumps 
 
Chairman Klein: Do those issues come to you? When there is a skimming issue? So we 
can record that data? Do you know a number? 
 
Parrell: I don’t have a great answer; I am aware it happens on a regular basis but maybe 
less so than other states.  
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Vice Chairman Vedaa: Everybody should’ve gotten a video emailed to them, they drop that 
on there and they leave it on there for an extended period of time and then take it home and 
get all of the information and then go on to another place.   
 
Parrell: Excellent point.  
 
Senator Roers: Why aren’t you attacking the manufacturers? 
 
Parrell: That might be a little like the going after the people that create the devices that go 
after radar detectors. I wouldn’t think that these types of devices aren’t made here in the US 
so I would say these types of items are often confiscated by customs.  
 
Chairman Klein: I was at a conference for alcohol policy when these vendors were talking 
about how easy it is to get fake ids made in China that now are so legitimate that they are 
impossible to tell if they are false. It’s gotten to be business and it doesn’t take much money.  
 
(22:41)Barry Haugen, Independent Community Banks of North Dakota, (ICBND): See 
attachment #2 for testimony in support.   

 
Senator Piepkorn: You said most of your members make good on the fraud, is it a 
requirement, to make good, is there a different between the institutions? 
 
Barry: Yes, there is a difference. With our program, the credit card is provisional credit. There 
are insurance components to that, they still have to be reported in a timely fashion but that’s 
generally not the problem. Debit cards get more difficult because that is an account with 
funds in it and there are some reporting requirements of the consumer. So there is some 
potential loss but in most cases our financial institutions make it right with them and the 
retailers probably do to.  
 
(28:49)Mike Rud, NDPMA/NDRA: testified in support of the bill. As Parrell had mentioned, 
we’d been talking about this for 6 months just to strengthen the law. Last session in Iowa 
they passed some really strong skimming language. So we said what can we do to make this 
a better law for North Dakota and protect both the retailers and the consumers. And we think 
we’ve done that with this. I passed out some pictures for examples of what we’re dealing with 
here (See attachment #3). We’ve had to put security seals on these pumps to try to offer our 
retailers some protection. We can buy these on the internet. The credit card scanners on the 
pump, this is becoming a huge concern, something needs to be done and we need to keep 
strengthening these laws. We’re very excited that you’re taking this to heart.  
 
Chairman Klein: Gas pumps are probably the first of their kind like this, give us any inkling 
about how this has come to North Dakota? 
 
Mike: I’ve heard of a dozen instances in which this has happened. These guys are working 
night and day to try to steal your money. Parrell and I’ve had enough discussion about this.  
This language will help us get out ahead of it.  
 
Senator Burckhard: When I’m out pumping gas in my care and the wind is blowing and its 
2 degrees, am I supposed to look for this stuff? 
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Mike: We’ve basically left it to our members to look for this stuff, to put the seals on their 
pumps. Unfortunately, not everybody is doing that, though.  
 
Senator Burckhard: When you’re at an ATM does anybody actually cover the pad? 
 
Mike: I don’t do it but you can see this device that’s used on our ATMs, can read all those 
numbers. One of the things that we’ve run into in our industry is those locks on those pumps 
all had a universal key. And you can buy that key on the internet. So we’ve had to go back 
and all of our guys have changed their locks.  
 
Chairman Klein: Similar to those pop machines out front of grocery stores.  
 
Chairman Klein: Closed the hearing on SB 2262.  
 
Senator Kreun: Move a Do Pass.  
 
Vice Chairman Vedaa: Seconded.  
 
A Roll Call Vote Was Taken: 6 yeas, 0 nays, 0 absent.  
 
Motion carried.  
 
Vice Chairman Vedaa will carry the bill.  
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Explanation or reason for introduction of bill/resolution: 

 
Use & possession of re-encoders & scanning devices, unauthorized use of personal 

identifying information & unlawful skimming of credit, debit or other electronic payment cards. 

 

Minutes:                                                 Attachments 1, 2, 3 

 
Chairman Keiser:  Opens the hearing on SB 2262. 
 
Rick Clayburgh~ND Bankers Association:  This bill deals with two aspects.  It deals with 
skimmers at gas stations or ATM’s which takes your information & puts it on a new card.  
They are looking at making it a crime to own a skimmer or have it in possession & is a felony.   
This gives the law enforcement another tool.   
 
Rep C Johnson:  How do you get a hold of a skimmer? 
 
Rick Clayburgh:  You can buy them on line. 
 
Rep D Ruby:  The penalties are the use of it a Class B then the subsequent is Class A felony.  
Should it be more in proportion of what they have stolen? 
 
Rick Clayburgh:  There is someone here who can go into detail about that. 
 
Parrell Grossman~Directyor-Consumer Protection & Antitrust Division-Officer of 
Attorney General:  Attachment 1. 
 
11:35 
 
Chairman Keiser:  What is the repeal in section 4? 
 
Parrell Grossman:  It had a different variation in recoding.  It’s a lesser version than what 
we are offering. 
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Vice Chairman Lefor:  Section 3, page 4, lines 6-8, that part makes no sense to me.  Why 
wouldn’t we strike that language? 
 
Parrell Grossman:  It was intended for a business that legitimately uses a skimmer and is 
not charge with the crime or possession. 
 
Vice Chairman Lefor:  In what circumstances would it be legal? 
 
Parrell Grossman:  I would have to look at that further. 
 
Vice Chairman Lefor:  I would like more information on that. 
 
Parrell Grossman:  We are not opposed to removing that effect. 
 
Vice Chairman Lefor:  If there is some legitimate reason, I have no problem with that. 
 
Parrell Grossman:  I think that may have come from existing law. 
 
Rep Kasper:  This appears to me that it conflicts with line 6 on page 4.  It implies that a 
skimmer can be used but now without the permission of the person.  Then on line 11, if you 
own a skimmer, it’s a class A misdemeanor.  How would those two work?  Page 2, starting 
on lines 8, does this part of our code state or any other place in code, state & imply that this 
personal identifying information is the property right & owned by the person?   
 
Parrell Grossman:  The first question, is only illegal for that purpose.  Second question, that 
things that are used in a harmful way.  I don’t know if it’s property rights or not. 
 
Rep Kasper:  Isn’t that something that’s important.  There is a crime being committed but 
the property is owned.   
 
Parrell Grossman:  That a policy decision. 
 
Rep Kasper:  These are unique identifiers to that individual. 
 
Parrell Grossman:  I would agree with that about unique identifiers. 
 
Rep D Ruby:  What about repealing that & putting in new language rather than making some 
changes & improvements.   What is this doing that slight besides slight definitions changes.   
Why don’t we update the language? 
 
Parrell Grossman:  I talked with legislative management & it would be easier  
 
Rep D Ruby:  My clarification, it’s already illegal, we just need to update the skimming? 
 
Parrell Grossman:  I would agree with that. 
 
Rep Richter:  Can you explain the drive by? 
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Parrell Grossman:  Someone can access your information with the correct equipment, 
capture information that is being transmitted & they can scan that information. 
 
Chairman Keiser:  There is technology by just standing by the person. 
 
Rep Louser:  The square readers, they are misdemeanors, I have one in possession & I’m 
worried about that.  Is it considered a skimming devise? 
 
Parrell Grossman:  I would have to look at that but I don’t think it would fall under that.  It’s 
not used for unauthorized transactions & it’s a legitimate devise. 
 
Rep Louser:  We referenced of the standing devise, the magnetic strip on a state driver’s 
license or state issued identification card?   
 
Parrell Grossman:  I don’t have the answer to that question. 
 
Rep Laning:  The small square on credit card, are they effective from scanning? 
 
Parrell Grossman:  I heard that they can somewhat be effective. 

 
Chairman Keiser:  Seems that gas stations have skimming devices that are legal because 
I’m giving them authority to do it.  The issue here isn’t whether it’s a skimming device that in 
there but whether it’s the use of the information by a skimming device.  Isn’t that the issue? 
 
Parrell Grossman:  That’s correct.  The definitions are quite broad, on purpose. 
 
Chairman Keiser:  It’s the illegal use of the information. 
 
Parrell Grossman:  That’s right.  If there is permission. 
 
Mike Rud ~ President-ND Retail & Petroleum Marketer  Association:   Attachment 2. 
 
31:50 
 
Rep Adams:  How do they get into the gas pump? 
 
Mike Rud:  Back in the early days, there was only one key to open  the pumps, now they 
have different sets of keys. 
 
Rep D Ruby:  Does the money go to the individual & the merchant or do they just get the 
number & run it up? 
 
Mike Rep D Ruby:  In most of the cases, they just use the information by creating a new 
card? 
 
Rep D Ruby:  Does the merchant get their payments so they don’t know anything? 
 
Mike Rud:  Yes. 
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Barry Haugen~President of the Independent Community Banks of ND (ICBND’s):  
Attachment 3. 
 
37:45 
 
Rep D Ruby:  We already have the law in place, technically already.  You don’t expect 
anything substantial or profound if this is passed. 
 
Barry Haugen:  You’re right but there is more teeth in the possession of these. 
 
Chairman Keiser: This bill could help but we would like to find another solution & achieve 
something. 
 
Barry Haugen:  The is not at the state level but US is behind compared to Europe in 
protection. 
 
Jeff Olson~Credit Union Association of the Dakotas:  We too are in support of this.  The 
reading of chips, the tap & go, we are seeing more of this.  We are constantly trying to keep 
up but the small mom & pop can’t keep up.  With this bill it’s a start & there is more teeth in 
it. 
 
Rep C Johnson:  The credit cards with the chips, are they more secure? 
 
Jeff Olson:  Yes, they are supposed to be more secure. 
 
Chairman Keiser:  In Taiwan & China, 80% of all transaction are non-cash, non-credit card, 
it’s through their phones.  I don’t know why phone technology is working but maybe we need 
to imporve. 
 
Chairman Keiser:  Anyone else here to testify on SB 2262, support, opposition, neutral? 
 
Rep Louser:  Do you think it be beneficial if we do the skimming for lawful or illegal purposes? 
 
Parrell Grossman:  Again, they have to use that device without the authorization of using 
the information. 
 
Rep Louser:  We are primarily focusing the skimming device which is used for theft.   If we 
defined a scanning device that is used business transaction & used without the authorization, 
then fraud or theft applies anyway.  My concern we are focusing on the device.  The 
difference between scanner & skimmer.  The skimming is illegal.  Can we focus on defining 
the skimmer as the problem & have the possession of the skimmer a misdemeanor?  
 
Parrell Grossman:  The crime still needs to use that device to skim.  If that’s the concern of 
the committee, we can change it. 
 
Rep D Ruby:  We take a lot of credit card payments over the phone & still do.  We were told 
by a company because we don’t have a signature, if they would challenge it, you would have 
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to return it.  There is no way to sign on a bill.  If we did the transaction, they came back & 
said that we used the card, are we illegal in that situation?  Would we be subjected to any of 
these penalties because we ran a card without any signing? 
 
Parrell Grossman:  No, I can’t see that it’s an unauthorized use.   
 
Rep D Ruby:  We don’t have proof to run the card. 
 
Parrell Grossman:  No, I don’t see any circumstances that you can be charged.  
 
Chairman Keiser:  Anyone else here to testify on SB 2262?  Closes the hearing.  What are 
the wishes of the committee? 
 
Rep Adams:  Moves for a Do Pass. 
 
Rep Laning:  Second. 
 
Chairman Keiser:  Further discussion? 
 
Chairman Keiser:  I understand the concern raised by Rep Louser, but I think the bill 
addresses it.   
 
Rick Clayburgh:  A skimmer is a specific device that goes over the top of a scanning device.   
 
Chairman Keiser:  It doesn’t say that but if you read the definition. 
 
Rick Clayburgh:  The industry norm, that is how it’s interpreted & defined. 
 
Chairman Keiser:  The key is the illegal access of information. 
 
Rick Clayburgh:  We need the scanning in there as well. 
 
Roll call was taken on SB 2262 for a Do Pass with 9 yes, 2 no, 3 absent & Rep Richter 
is the carrier. 
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