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Chairman Burckhard opened the hearing on SB2110. All senators are present. 
 
Mr. Dan Sipes, Chief Operating Officer ITD department. He spoke in favor of the bill. Written 
testimony #1. (1:26-6:15) 
 
Chairman Burckhard: So up to now, has it been like 400 different strategies for 
cybersecurity or hasn’t it been calculated? 
 
Mr. Dan Sipes: I think there has been a state strategy and then I think each person that 
connects with the state network whether that be a school district, fire station, whether it be a 
county sheriff, they are each right now individually responsible to set their strategy on how 
they want to do it. I think the hope of this bill, is that we take the collaborative work we’ve 
been doing and extend that to a broader set of people and try and create common standards, 
guidelines, tool sets, practices. We kind of want to have a singular strategy where everybody 
can grab onto and then figure out how they get to meeting that standard and that strategy.  
 
Chairman Burckhard: So just for a little editorial purposes we have two thousand one 
hundred political subdivisions in our state, so that is a lot of strategy you’ve got to figure out. 
Thirteen hundred townships, 357 cities, of which 74% have only 500 populations and we 
have 53 counties, 180 school districts and we have a plethora of park districts.  
 
Mr. Dan Sipes: I think that is a good counting so we could see there could be a variety there. 
I think the approach is to sell the security though universal as we get people kind of marching 
to a shared vision. I think it allows us to leverage shared knowledge’s and practices so that 
we have more people reinventing the wheel. That synergy of here trying to solve our problem 
where we witnessed this as we partnered with K-12, how well we’ve witnessed it for years as 
we had state agencies in your architecture and you think you’ve solved the problem and then 
somebody comes and raises an issue and says hey that is not going to work exactly like that 
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so how do we morphed this picture of the future to allow us to get there with you. So a lot of 
different attitudes but I think I mentioned towards we want to be secure and would be better 
together than pursuing singular strategies. 
 
Sen. Larson: Do you consult at all with the federal government cybersecurity? 
 
Mr. Dan Sipes: We have existing relationships with the Multi-States Information Sharing and 
Analysis Center. We also have relationships with the Department of Homeland Security. 
Shawn’s team, he is our chief information security officer has a representative that sits out at 
the State Law Enforcement Intelligence Center and so we collaborate with both the federal 
government, we collaborate with other states. It is a multitude of jurisdictions that we 
collaborate with.  
 
Sen. Larson: What I was thinking of is you don’t have to invent everything if the federal 
government is already knowing how to provide cybersecurity in certain ways if you’re working 
collaboratively with them like you would at this level with like the townships, for example. 
 
Mr. Dan Sipes: Yes, that is correct. Collaborating with the federal government allows us to 
leverage the same; as a matter of fact we have some tools that they allow us to use to help 
provide the network threatened intelligence.  
 
Sen. J. Lee: What has been the resistance if any from any of the political subdivisions with 
whom you worked? Have you been able to resolve the questions in your opinion? 
 
Mr. Dan Sipes: I believe in the conversations that we’ve had and most of these conversations 
to date have been with the Association of Counties and the League of Cities. I believe that 
for the most part they are on board as far as I know, but there could be somebody that we 
haven’t talked too yet that may be here today and express whatever concerns they have. So 
far, for the most part everybody says yes we have the issue and we would like to ride on this 
shared wagon and raise all boats if you will. So I believe we have support I could be wrong. 
 
Sen. J. Lee: I am not opposed to having good cybersecurity, but we also have to respond to 
others, so do you have implied you have good communication with K-12 and the Department 
of Public Instruction, with park districts, with those other entities you didn’t mention those so 
you said you have been collaborating with counties.  
 
Mr. Dan Sipes: Let me divide your comment into two parts. So from a K-12 perspective I 
believe we have good support for that. We’ve been heavily coordinating with the Department 
of Public Instruction and Ms. Baesler on both this strategy in a larger education strategy if 
you remember my testimony we talked about prepare tomorrow workforce, well this is a very 
complimentary thing. We have parts of our ed-u-tech shop is closely tied to K-12, and we’ve 
been talking about this for the last 2 years really, about where we’re going here, so we believe 
that they are on board, and we understand the nuances there. The Park districts being 
specific were not on our specific radar until I received a phone call from one of the park district 
here in the state yesterday, and we were talking about when we include them. I feel like we 
haven’t talked to the body. I spoke to Mr. Hegland who I believe represents park districts, 
who was on a board of some sort and was expressing the need for them to be a part of this. 
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I believe we would have our support even though it’s been a short phone conversation and 
3 emails. 
 
Sen. J. Lee: I just sent emails to our county auditor and our business manager and 
superintendent of schools and our park district director to ask that question because I want 
them to be aware of what’s going on because there is no way that 2100 has been informed 
about what’s going on and I want them to be informed. We might be interested in hearing 
what they have to say about this. Everybody is gung-ho about transparency, and this is going 
to be one. 
 
Sen. Dotzenrod: The bill really has just two sections, and in the first section you’re just 
adding one definition for the word cybersecurity. Everything else is existing law. Then in 
Section two, you’ve taken existing law and you just divided it into two parts. The first part that 
is effective through July 31, 2023 and then the second part on page 4, line 20, that’s effective 
after that date. I am trying to look through this and see what is the difference between what 
the law would read before that date, compared to what the law would read after that date. I 
am having some trouble figuring out what is different. Could you explain that? 
 
Mr. Dan Sipes: We expected this question because our existing Century Code is kind of 
confusing. So, look at the section on page 2, of the bill, its number 4, and it talks about our 
ability as a department to fund this. In the last legislative session there was a project, the 
state wide interoperable radio network, and in this specific language about how we could 
finance for that project which was inserted into number 4 on page 2. So you will see that 
towards the very end that says” with the exception of financing for the state wide 
interoperable radio network the department may finance”. So that exception was in, that was 
a temporary exception to our financing bill. If we look at the rest of the bill, that part of number 
4 is removed so that the citing exception for financing is removed after that date because 
that project at that time wasn’t intended to have any additional financing. So, there is two 
portions in our bill today and that is the only difference in Section 4, was specifically to the 
financing of the cellular network.  
 
Sen. Dotzenrod: What you’re telling me that there are some difference in the words, but I 
am looking for the specific overstrike or underlining that would show me what words are 
different. I don’t see that in here.  
 
Mr. Dan Sipes: That’s because this bill is reflecting the Century Code as it exists in our 
Century Code today. So when you look at that has both sections where it reads “all these 15 
duties” in number 4 reads like this, and in our Century Code so there is no strike out. The 
Legislative Council wrote that this is the changes before this date, and the changes after this 
date. It’s not related to cybersecurity but I believe these are good questions because if I were 
you it’s like “ What are we changing, what’s going to slip through the cracks” when we have 
these two different pieces of what looks like new code, but is existing code.  
 

Chair Burckhard: So we have an analog Century Code and a digital world.  
 
Sen. J. Lee: I think what Sen. Dotzenrod that the phrase which is left out of his section 4 is 
just the phrase with just the exception on page 2, line 16 and 17. We all understand that 
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something that isn’t underlined is existing code. We get that. But that phrase I see that makes 
it different. Am I correct?  
 
Mr. Dan Sipes: Just that phrase with the exception of financing for the statewide interoperable 
radio network.  
 
Sen. J. Lee: It would be page 2 line 16 and 17 that is the only thing that I see that is any 
different.  
 
Mr. Dan Sipes: Replied yes that is the difference. 
 
Sen. Anderson: Is it true that ITD charges everybody for what they do, and they don’t really 
finance it with their own money? When you say finance, it gives the impression that you’re 
going to pay for it with your budget but that isn’t what happens in the practical sense is it?   
 
Mr. Dan Sipes: You are correct. So, I believe your question is how do we operate as a state 
agency and how are we funded? We have a combination of charge back mechanisms. This 
particular language that we’ve been talking about with the signing is only related to financing 
for signing on other projects. When we talk about the larger cybersecurity ask, there are 
actually, ask emergency budgets on cybersecurity, and so there is a complimentary budget 
ask in our budget to staff up additional staffing, but it’s not related to this particular law change 
in bill but there is that and so those funds are on cybersecurity this session, general funds 
and some SIFF funding and that’s in our budget bill and not related to this.  
 
Sen. D. Larson: So if for example you are mentioning park districts, does each park district 
get to opt in to those services to have to pay for them or is everybody then going to be billed 
that the information is available? 
 
Mr. Dan Sipes: So this particular bill would be about setting a vision and a strategy. It’s a 
shared vision of where are we all going too. I think you’ve asked what I called a hundred 
thousand question. You can set a strategy which I believe the state of North Dakota needs 
where we are all headed, we all want to head the same place. We still have when you look at 
the breath of this bill, a lot of different entities right. We have a multitude of entities and we’re 
going to have to figure out as we set the picture of the future what are the individual entities 
funding challenges to reach that future state. Now, there could be some things to join state 
services where Senator Anderson talked about which typically are funded via a chargeback 
mechanism, or the legislature could choose at a future date to say hey there is a certain 
baseline of security for people who ride the network and I would like to run general funds but 
that would be a legislative distinction. We would march to a level of what the legislature wants 
us to do when people choose to participate in state services. So there could be other services 
where we say, hey this is the type of practice you need to have in place and you would say 
we are perfectly capable of adopting that practice and were glad we don’t have to reinvent 
the wheel so we’ll just start marching to this standard.  
 
Sen. Anderson: Its seems to me that terminology that we use in here and advise, oversee 
and regulate, isn’t that a little bit contradictory terms. You’re going to advise that’s one thing, 
oversee is another thing, but regulate means that once that you’ve decide what I have to do 
with it, have to do it, and I have to pay for it. Is that my interpretation correct?  
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Mr. Dan Sipes: I think we chose those words because they were similar to some existing part 
of our bill in 54:59:05.1, both where it talks about, provides and regulate information 
technology. When we think about regulate I think we think about it as where there could be 
services that we provide that people choose to join that they might be central services and so 
we would be the administrative shared of those central services. I think a good example of 
that could be, so today we have some advanced trunk protection that we run inside of state 
government, that we’ve allowed school district and the agencies to participate in at their 
choice and then we would then kind of administer those shared solutions where agents of 
political subdivisions would choose to join and they wouldn’t have to use that service but for 
those things that would be, you’re going to make a single state of ND kind of purchase we 
would envision that the information technology department would act as the administrator for 
those shared services. You would choose options to whether to use them or not, but that’s 
where the word “regulate” because I think we believe everybody seemed voluntary 
participation. There would be tools that set the state invests in, but other people would say 
we want to participate in that even if we have to pay for that because we cannot achieve it by 
ourselves or it raises our poster or releases our FTE commitment to reach that standard 
whereas. That was our vision of regulate. But I believe we’ve had some questions from some 
of our partners about some in trepidation about that exact word.  What does regulate mean, 
are we going to be commune in the approach to that which I think is a fair conversation that 
wouldn’t be all intent. That was our vision behind regulate.  
 
Sen. J. Lee: I have a similar question to what Sen. Anderson was raising because the word 
shall is what caught my attention. So it said “shall” I am getting that I am not saying it ought 
to be specific around here. But would that mean that the odds of finding one single individual 
system or that you will I get the advise; I get the oversee; the regulate is where it doesn’t meet 
the road for me on that one too.  So if I were a different system in my park district for example 
if I am in the community of 500 people, compared to the system in the park district like Fargo 
or West Fargo, or Bismarck that has much bigger operations than twice becoming a 
community size, will that small park district if he opts in, will they be required to opt into a 
system that maybe overkill for what their situation is and then maybe it’s not overkill? But tell 
me what latitude there is going to be for based on size and functions of these various political 
subdivisions, whether or not they are going to have to step in. I realize we are all marching in 
the same direction, but some people have longer legs than others. So, can you tell me I can 
do versus what I have to do that is really the question? 
 
Mr. Dan Sipes: That is a good question and I think that is the in trepidation that some people 
will have about it. I believe that our picture of this is that when we see the word “shall” it’s 
speaking right to what ITD shall do right and so we are going advise, oversee and regulate 
shared services. When I think about if I am on the recipient end of this, if I am a political 
subdivision or some other agency or if its Higher Education or whatever that is, what is the 
expectation for those people? I believe it would be to participatory in setting helping us guide 
the vision set to vision, we would expect them to try to march toward that singular vision of 
what the future is and here’s how we’re going to approach cybersecurity and here’s the big 
things we all have to agree on doing from a vision perspective. How you get there I believe is 
going to be up to each agency. So at the state we’re using this system, it’s here for your use 
but if you can get to that kind of picture of the future in a different way you have the choice to 
do that because we’re just trying to make sure everybody adheres to a strategy, how they get 
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there may be a little different. Mr. Sipes consulted with Shawn who was in the gallery to confer 
if his comments reflected his thoughts. 
 
Mr. Blake Crosby, Executive Director, North Dakota League of Cities spoke in favor of SB 
2110. Written testimony #2. (27:00-32:08) 
 
Sen. Anderson: If the cities want to participate in this can’t they voluntarily do that without 
saying that we have to have somebody regulate us to do that? It seems like advising, set up 
a standard would be good enough for you. 
 
Mr. Blake Crosby: The entity that Dan talked about that brought up some concerns about 
the word regulate that was the League of Cities. We’ve had a number of discussions with ITD 
and we have a couple of options as I see it. We can take the word regulate out, we can have 
legislative testimony that provides intent as Mr. Sipes just did and what their intention is for 
the word “regulate” or we can add a separate sentence in there that specifies that removes 
cities, counties, etc, from the regulate sentence and puts them into another sentence that 
says, “ advise and assist” so we have some options there. I am going to trust ITD and they 
have no reason to come in and beat us with a stick because the risk is not just us, the risk is 
them and the risk is the state. We all are going to play nice in this as we have no choice.  
 
Mr. Larry Zubke, Director of Technology for the Judicial Branch, who spoke in opposition of 
SB2110.  Written testimony #3 (34:10-36:20) 
 
Chair Burckhard: Would you repeat those words? 
Mr. Larry Zubke: If the wording is left as it is, I would like to follow it up with saying,” with 
consultation and approval from the agency who owns the systems and information”.  
 
Sen. J. Lee: Especially, we don’t want the Executive Branch managing the Legislative Branch 
information, but anyway I was wondering and I understand the need for coordination and we 
can’t have one bad, or somebody left out because it screws up everybody else’s technical 
terms, but anyway if we use a word different from regulate, coordinate, find a word that is 
satisfactory to Mr. Sipes, and to Mr. Zubke, because I think we are all kind understanding that 
one size doesn’t always fit all and I think there is more than one person who might share in 
your thought there. Since you have what you have and it is, and Mr. Sipes is assuring us that 
he tells us all we all have to be in the same system as long as we are trying to accomplish the 
same thing and we aren’t violating something that moves that direction forward. If we are 
looking at a word that would be better and maybe coordinate is but if any of you have a 
suggestion for something else in addition to the language that is offered. We might think about 
it and move this forward. We all want the same thing is my impression.  
 
Mr. Larry Zubke: I would agree. It was the word regulate that really caught me off guard. It 
seemed to be to controlling.  
 
Mr. Terry Traynor, Association of Counties (39:22-) As Mr. Sipes mentioned we have a 
technology team in our office that is really the point of contact from most of the counties and 
in some cases all of the counties between ITD and the local county IT systems and they meet 
weekly with ITD and talk about that kind of activity issues, password issues, security issues, 
so we work with them very closely. We as the legislature is aware, we are required by statute 
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to ride the network. That’s part of all working together thing. As was pointed out, the weakest 
link is what we’re all dealing with and we’ve had situations where we’ve had counties that 
have infected themselves and others because of being a weak link and we work with  
ITD to try and strengthen that. Yes, the word regulate does cause some concern among 
some of our members and our history with ITD however has been of cooperation and 
coordination and they historically have recognized the funding challenges that local 
government has so when they want to upgrade something that is going to increase local 
costs we have discussions about how we can phase that in, how we can work with those 
costs so I am comfortable with our relationship. I am comfortable with the management of 
ITD and how we’ve operated in the past. I am pleased that they are willing to take the 
mantle of cybersecurity on, because it’s an overwhelming thing and I think that the counties 
in generally felt that ITD has been their role. It is just making it clear in statute. If regulating 
becomes something onerous I would suspect we would be back here in front of Political 
Subs again and say way a minute they are coming too far, but history wouldn’t suggest that 
they will. They operate in a cooperative manner. I recognize the Judiciary is a separate 
branch of government and that is a little bit different animal. Political subdivisions are a 
creature of the state. You created us, we operate as you see fit and if word is a problem 
we’ll come back and talk to you. Our relationship with ITD has been solid and in this area we 
have a lot of confidence in them. They have the resources that counties generally do not.  
 
Chairman Burckhard closed the hearing on SB2110.   
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Chairman Burckhard opened the committee up for discussion on SB2110. 
All senators are present. 
 
Senator Diane Larson: The funding for that program will be done if the language that would 
move to be followed that date. Because currently they are spending the money for the siren 
project which is State Interoperable Network. That’s the reason for the difference in the dates 
is the way I interpreted the answer the way it was asked.  
 
 
Senator Judy Lee: It was on page 2 lines 16, 17, that tell the differences between them. 
 
Senator Anderson: I heard that ITD probably can come up with a better word than regulate. 
Maybe we should let them do that and bring that to us something which we talk about and I 
think it’s the regulate thing. His speech to some of us last night when we listened to him 
sounded like it wasn’t really going to get a better word. He could get by much better and lets 
put it that way. 
 
Chairman Burckhard: I agree I think we should wait. The committee would like to wait for 
more information from the ITD people.  
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Chairman Burckhard gathered the committee for discussion on SB2110. We heard this bill 
quite a while ago, but we were needing some amendments.  All senators are present.  
 
Mr. Dan Sipes, (1:40-4:24) Chief Operating Officer of ITD. I’ve given you 3 handouts 
(written attachments #1, 2, 3). The top handout, the 2nd one is the amendment and then 
the staple page is something you should already have is the full bill. The last time we got 
together we were talking about 2110, and we had the original language and since then we’ve 
have various stakeholders who have expressed some concerns. What we’ve done in the 
amendment and you see on that first page, is the original definition of cybersecurity. Now the 
stakeholders had an issue with the definition of cybersecurity. But in the original bill language 
we had some concerns. What we’ve done from the original bill language is that we removed 
the word “regulates” as most every party may have some concerns about that. I think Senator 
Lee when we were talking, you talked about that as well. It might be a word of concern. So 
we removed that. There were a couple of political subdivisions that were in the original 
language and the way it was written felt that they actually might inadvertently be excluded, 
and so we added some language at the end that said “Or other political subdivisions”. We 
could have other people like this particular political subdivision was in ND Parks and Rec 
Association. Due to some CJIS data concerns the EOC where it talks with respect to the 
Attorney General, the department shall advise on cybersecurity strategy, that’s because they 
have special language around their role for administering CJIS data. We work with them and 
so we just changed that to advise and they are comfortable with that. We do have a 
representative here that can speak to that if you would like to hear from them. There was 
some concern about the separation of powers. They say that the way we had it written 
working with the judicial branch and with the legislative branch, you can see we’ve now pulled 
them out of Section 16 and added a separate duty Section 17, which just says “shall advise 
and consult with the Legislative and Judicial Branches regarding cybersecurity strategy for 
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the Judicial and Legislative branches”. I think we have a good amendment. Just to clarify, 
everybody that we’ve talked to is all on board with cybersecurity being an important thing. No 
one was ever not on board with the vision. It was just as were putting things in code let’s 
make sure that we don’t inadvertently put in something that doesn’t work and creates the 
wrong, wrong thing. 
 
Senator Judy Lee: I may have misunderstood the testimony at the time and thank you for 
including the park districts, potential for park districts. I have two questions, first they are not 
required to participate but they may participate, and secondly is just the state office of Parks 
and Rec or may local park districts be involved in this or do they have to make their own 
arrangements? 
 
Mr. Dan Sipes: I think the intent of the language would be that our development of the 
strategy would cover all political subdivisions. They can then elect as we come up with 
enterprise solutions. There are certain parts of those things where they can elect to 
participate on those. But the strategy we would develop for schools, political subdivisions, 
state agencies, in consultation with the right people. 
 
Senator Judy Lee: Because I know at home there are a lot of support for that because it is 
such a huge thing for everybody to be able to manage and we know that.  I am glad to hear 
that it isn’t just a state office. But if Cass County wanted to be a part of it, they could also. 
The recreational areas could be a part to if they wanted it. Yesterday, I presented a bill to the 
GVA committee about license law which doesn’t sound like it necessarily applies to you 
except somebody who is a lay member of a board brought this to my attention at the end of 
the day after the hearings were over. She is concerned because she understands what we 
do here. She thinks there is an issue that we need to be talking about which hasn’t occurred 
to any of us I don’t think. She has a g-mail personal account, she gets background reports 
on the candidates for various things in this Licensure Board and she is just almost scared to 
have them and deletes them as soon as she reads them. But I don’t know if you all thought 
about that, and if you did I would like to know if we are safe the way we are? But she is just 
wondering if they could be part of the ND government system or if they could be? Some little 
side bar that they could be a part of while their board members and then that whole thing 
goes away when they are no longer on the board or some such thing. So I am just wondering 
if you had considered these licensing and occupational boards, in the fact that they are 
getting personal background information which is different of course from the idea that they 
are going to threaten our water systems and all that? 
 
Mr. Dan Sipes: When we talk about boards and commissions our department is able to serve 
boards and commissions but they would have to pay. She would be correct if she was 
concerned about transferring background information over email as a channel. That would 
be a security cyber risk that we would advise any department not to use that as the medium. 
There are other ways you can collaborate that are more secure that are encrypted and we 
could work with those boards and commissions. Often times not everybody has the same 
legs to run at the same pace. Often times cost becomes one of the impediments to try and 
make it to the right security model. But, we’d be happy to visit with those boards about better 
ways to collaborate on information that might be confidential. 
 



Senate Political Subdivisions Committee  
SB2110 
February 1, 2019 
Page 3  
   

Chairman Burckhard: The proposed amendment that you have here, this is not been done 
by Legislative Council, this has been done by whom? 
 
Mr. Dan Sipes: We’ve consulted with Legislative Council but I made the amendments myself 
and so when they go to the staff that might tweak it up a bit. But I tried to work with them to 
get it this close to the way it should be. 
 
Mr. John Bjornson: (8:24-10:52) Director of Legislative Council. I am going to visit with you 
regarding the amendments. We have no dog in the fight here. We are neither for nor against 
the bill. But with respect to the amendments Mr. Sipes was kind enough to include us in the 
discussions and gave us the opportunity to weigh in which we did. We asked that it be drafted 
in a manner that they be available to us to consult with and to work with on cybersecurity. 
We always want to work with the Executive Branch and we use our services and we 
understand the need for us to be a part of that team. We ask that the language be clearer 
that we wouldn’t be subject to their regulations or their oversight due to separation of powers 
but that we’d be a part of the process. They were agreeable to that and all we asked was the 
amendment exclude the Legislative Branch from that initial language in Subsection 16 and 
then recreate a new Subsection 17 that states that the Legislative Branch would consult and 
advise with us in the Judicial Branch in developing that cybersecurity strategy. Just so you 
know when you get several e-mails from Kyle Forester saying take this cybersecurity course. 
It’s because he was trying to push everybody to be aware of the problems that you can 
encounter and we participate in that with ITD, will continue to do that but we also would 
reserve the right if we find something that we believe is better for you, more easily done for 
you and accessible for you that we would use that option and so we are open to whatever 
works best. It is difficult when we have 141users who are not on cite, so we can’t pull you all 
into a room one day and sit down and do this but we do what we can. We will continue to do 
that, work with ITD and we appreciate them including us in the discussions on the 
amendments.  
 
Chairman Burckhard: So have you seen this amendment?  
 
Mr. John Bjornson: If it hasn’t changed since yesterday yes I have. 
 
Ms. Sally Holewa: State Court Administrator. I am only coming forward on SB2110 because 
initially it was our branch of government that raised concerns about the language and I just 
thought to make the record clear, we have worked with ITD on the proposed changes and 
we are in favor of those changes.  
 
Chairman Burckhard: I am glad we had the opportunity to have this follow up because there 
has been a lot of discussion in the hallways. 
 
Chairman Burckhard: What do we want to do? Any thoughts?  
 
Senator Judy Lee: I move do pass on the amendments.  
2nd Senator Diane Larson – proposed amendments to SB2110 
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Senator Anderson: The amendments show the good effort by everybody and I think they 
allay all of our concerns which was expressed not by some testifiers but the committee as 
well.  
 
Senator Dotzerod: What is CGIS data? 
 
Mr. Dan Sipes: I should never use acronyms. CGIS is Criminal Justice Information Sharing  
Data. 
 
Roll call vote: 6 Yea, 0 No, 0 Absent That motion passes. 
 
Senator Judy Lee: I move do pass as amended 
2nd Senator Kannianen 
Roll call vote: 6-0-0 
Carrier: Senator Judy Lee 
 
 
See attachment #4 for additional testimony provided to the committee by Grant Larson 
See attachment #5 for additional testimony provided to the committee by Dan Zipes. 
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Chairman Kasper opened the hearing on SB 2110. 
 
Sean Wiese, Chief Information Security Officer, Information Technology Department, 
appeared in support.  Attachment 1.  (:55-5:15) 
 
Vice Chair Steiner:  Page 7, Line 9 it states shall advise and oversee cybersecurity strategy.  
Does oversee mean telling school districts that they are mandated to buy certain technology 
platforms that you referenced in your testimony?  They are actually concerned about that 
and are asking to be amended out of the bill. 
 
Mr. Wiese:  No.  This is not intended to get down into that level of what products to buy and 
what ways to deploy it.  It is more high level, the strategy standpoint.  It is more along the 
lines of that we must protect our infrastructure, the data, and the students, not necessarily 
the products that would be used to do so.  They are free to choose any product that they 
would want to utilize including free software that exists to accommodate that. 
 
Rep. Louser:  You say regular cadence with university system standing meetings with the 
association of counties and collaborating with the school districts.  Do those three things 
mean something different?   
 
Mr. Wiese:  No.  We have regular interaction with them as we discover threats that may 
come at the network level, because with our visibility at the network level, with STAGEnet 
and the tools that are there, we interact with them if there was a threat to arise or how to 
remediate those things as well as how we better position ourselves ahead of the time attacks 
would have a chance to take place. 
 
Rep. Louser:  Are there different internal policies for communicating with these different 
entities, or is the policy the same for all? 
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Mr. Wiese:  To my knowledge, there is nothing different among the three. 
 
Rep. Rohr:  In the event that there is a cybersecurity threat, are you the person that would 
be in charge of the instant command center where they would have to go through and look 
at all the entities and where the attacks or threats are coming from? 
 
Mr. Wiese:  Yes.  Due to the fact that we have that statewide network, STAGEnet, it gives 
us a visibility today to identify threats that are coming at us, that is the 5.7 million.  If there is 
an attack or a successful compromise of a system, then we do reach out and engage, and it 
is the team, the operation center, that we facilitate.  
 
Rep. Rohr:  Where you say that there is 400+ organizations and 400+ approaches, has that 
already been initiated?  Have you ever had an incident where it allowed everybody get 
together and discuss that?  
 
Mr. Wiese:  For this piece of legislation, we are talking about strategically.  When you are 
talking about threats coming at us, types of attacks, that is more at an operational standpoint.  
We want to make sure from a strategic level we are getting those votes raised up so we can 
better defend.  
 
Rep. Hoverson:  Would this also have built in security for potential internal attacks? 
 
Mr. Wiese:  Yes, both inside and outside. 
 
Chairman Kasper:  The definition of cybersecurity means processes or capabilities, 
wherein, systems, communications, and information are protected and defended against 
damage, unauthorized use or modification, and exploitation.  That seems to give almost 
unlimited power to ITD.  Can you explain how you see the limits of the ITD? 
 
Mr. Wiese:  We are talking strategically of how we would address these, and it would be an 
open collaborative method that we would use to talk through what it is we are proposing.  
This is not meant to come down as a hammer coming down at that detail level.  It is to set 
the cadence, things that may not be thought of already, because maybe the cybersecurity 
experts don’t exist in these organizations today.  It is a leadership role as well to help set that 
strategy and make them aware of the things that are out there. 
 
Chairman Kasper:  Is there other places in the bill or the statue that provides these other 
entities a process to have a discussion and to appeal and make other recommendations than 
what your department would be proposing?     
 
Mr. Wiese:  The legislation we are putting forward is in conjunction with the legislative branch 
as well as the judicial branch as a provision for the attorney general’s office as it relates to 
criminal justice information.   
 
Chairman Kasper:  I am talking more about who you are going to work with.  He read Line 
17, Page 4.  That is covering almost every branch of government.  When dealing with these 
entities and they begin to disagree, what is the process for disagreement to be resolved?    
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Mr. Wiese:  It will be an open dialogue.  We will not impose things that we don’t feel that they 
are going to be able to meet.   
 
Chairman Kasper:  Have you been in discussion with these entities before the bill was 
drafted and introduced? 
 
Mr. Wiese:  Yes, we have and has gone through revisions with the legislative branch, judicial 
branch, and school board association. 
 
Rep. C. Johnson:  Does the executive branch agency include the department of emergency 
services? 
 
Mr. Wiese:  Yes. 
 
Blake Crosby, Executive Director of the ND League of Cities, appeared in support.   
Attachment 2.  (14:30-16:33) 
 
Rep. Karls:  You are not part of their network as this point?  If you were to be included, would 
there be a fee? 
 
Mr. Crosby:  We are just coming into the pool.  As far as any fees associated, I do believe 
they have some endpoint software that my cities need to use, and the cost is very 
inexpensive. 
 
Chairman Kasper:  I assume we are dealing with entities—cities, counties, etc.  I would 
assume the same risk is out there for individual citizens who don’t have the ability to have 
this type of security.  Do you agree?   
 
Mr. Crosby:  Yes.  This is a brand new arena, and I am an old guy.  Some of this is way 
beyond my capacity to even think about, but we need to get ready for this.  This is one of 
those situations where it’s not if, it is a matter of when?    
 
Chairman Kasper:  Our citizens of ND have the same individual potential attacks as the 
institutions do.  Obviously, we can’t set up a program to cover 750,000 people in ND, but 
there may be some things we can do to help protect them in other ways.   
 
Mr. Crosby:  Correct.  As we roll this out, we are dealing with individuals that work for cities, 
counties, and schools, so some of this they will carry back to their own personal use when 
they are on their family or personal computer. 
 
Chairman Kasper:  Your organization has looked at potential cost, and it is really negligible 
compared to what the benefits will be to be part of this effort/ 
 
Mr. Crosby:  Correct. 
 
Dan Sipes, Chief Operating Officer, ITD appeared in support.  When we talk about this bill, 
I think a lot of people think that somehow as part of this bill that people are somehow joining 
a service that we are going to offer.  That isn’t the intent of the bill.  There are no costs that 
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you would have to incur.  We would just be setting a strategy and say the best practices in 
the cybersecurity area would be these best practices.  We would have a singular strategy 
that would recognize the nuance of the schools and cities and the customer base that they 
have, and we would just be setting standards.  As part of that, we might be offering services 
at the enterprise level to drive discounts, but your participation in those cybersecurity services 
would be at a city’s, county’s, and school board’s discretion if that provides a better economic 
avenue for them to take advantage and improve their posture.  That would be great.  They 
could participate in services, but that is the operational part of cybersecurity and is not the 
intent of this bill.     
 
Rep. Hoverson:  Is there a deterrent potential as well besides just outsmarting them and 
stay ahead of the bad guys? 
 
Mr. Sipes:  Having a singular approach doesn’t necessarily deter the attacks, but I think what 
it does is it puts you in a better position to defend that.  
 
Rep. Louser:  Several times it says in the bill advise and consult with the legislative branch.  
What does that look like?   
 
Mr. Sipes:  Legislative reporting includes the interim committee.  We also have a _ committee 
that has state agencies and higher ed. representation reporting to them.  If this bill would 
pass, part of that would be to define what is it we want to build out to try to get the input and 
what type of committees do we want to have, and who compromises those committees so 
that, as we are building off the best security practices, we are getting input from the cities, 
counties, and schools.  We would have to build those committees.      
 
Rep. Louser:  To me this issue is the biggest threat to our state.  We as legislators sit in 
interim committees, receive reports, and get research.  As legislators, I think we need to 
participate more than just receiving a report.  I would like some direction from you to tell us 
how to do that. 
 
Mr. Sipes:  We could come back with ideas about what that might look like beyond just the 
report.  I do believe as we are building it, we would be looking for legislative input.  We would 
want legislators that have an interest in this to participate.  We would also look for people like 
Kyle Forster, the ITD director, etc.      
 
Rep. Rohr:  We have done a lot with cybersecurity.  Are we simply codifying what you are 
already doing, or are you getting a directive to be more inclusive in your role?   
 
Mr. Sipes:  We are looking to codify some of what we are doing.  Every one of these 
communities has been very collaborative.  We have had this legacy informal cooperation 
where we have shared information, but I don’t believe that we have had a whole of 
government single approach saying how are we going to do this in a more singular fashion 
so that we take all of our various expertise and _that into a single strategy that we believe 
will raise everybody’s posture.   
 
Rep. Karls:  This all sounds wonderful.  However, as legislators sometimes we are a little 
uncomfortable with forming mega departments, and that is kind of what this seems like.  Are 
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all the agencies, boards, and commissions going to have to be under your ITD umbrella, or 
will they be able to maintain some of their in-house ITD people? 
 
Mr. Sipes:  There is no intent to bring any of these entities under ITD’s control.       
 
Chairman Kasper:  Have you had a process in effect that you are already doing some of 
these things, and if so, what is it? 
 
Mr. Sipes:  Today inside of the executive branch state agencies of which the judicial branch 
and the legislative branch already kind of participate in, we have something called enterprise 
architecture where we have representatives from various state agencies and branches of 
government where we talk about it.  That is a little more policy driven than higher level 
strategy, but I think we would look to model that same thing.  The enterprise architecture 
process is what we have used, and that is probably what I would initially default to as the 
basis for what we would do.  We already have a security domain team that exists inside of 
enterprise architecture, and I think we could look at those practices and say how do we then 
make it more to this larger set of stakeholders.   
 
Chairman Kasper:  The bill does not require any of that, however.  What you are sharing 
with us now is your thinking, your supposition, but the bill doesn’t outline any process.  Is it 
such a huge job that we could not outline some type of processes that would have to be 
followed?  Was there a reason why the bill was not more specific about reporting and some 
of these things? 
 
Mr. Sipes:  We have been reporting back to the legislature on cybersecurity at almost every 
Habit to report to interim IT committee.  We are in the habit of doing that, and that would have 
just been an expectation. 
 
Chairman Kasper:  It is not statutory? 
 
Mr. Sipes:  Right.  When we thought about it, we probably didn’t want to, from our 
perspective, over prescribe in legislation what we were doing as we were going to build 
something out.  We could visit with stakeholders and probably with legislation input and say 
what might that look like and come back to this committee with some framework if that is 
something this you would like us to look into.      
 
Chairman Kasper:  The discussion seems to center on cybersecurity from a relationship of 
hackers.  There is another area of attack and that is with the many huge companies out there 
that have had their data hacked or stolen such as Target, Marriott, etc.  How do you engage 
those technology companies to be part of solutions? 
 
Mr. Sipes:  Are you asking to help us solve the problem, or as we use those services, how 
we might engage with them to insure that they are helping to protect state data? 
 
Chairman Kasper:  It is more engaging with those tech companies. 
 
Mr. Sipes:    Part of the strategy is doing effective vendor management.  
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Rep. Schauer:  We are too slow.  Can you give us an idea how quickly things change and 
how we have to be on top of it or risk serious issues? 
 
Mr. Sipes:  We are in an exponential attack.  The hope is to speed up all of the different 
stakeholders’ abilities to say can we get to a strategy quicker, and we don’t have people 
potentially trying to do that 400 different times.  We want to get to a strategy so we can all 
agree on that and we are able to spot our gaps quicker. 
 
Terry Traynor, ND Association of Counties, appeared in support.  We feel this is a good 
structure to move forward.  The language was softened a little bit in the senate, and we are 
very comfortable with that.  We are very comfortable with the interaction between ITD and 
the counties.  I heard the concern that it might force costs that local government may not be 
able to afford.  We may not be able to not afford to invest more in cybersecurity.  I think this 
is a good step in the right direction.   
 
Opposition 
 
Russ Ziegler, NDCEL, appeared in opposition.  Attachment 3.  (45:27-47:57) 
 
Rep. Rohr:  Did you bring up these same concerns at the senate? 
 
Mr. Ziegler:  I am not sure.  I wasn’t at that particular senate hearing.   
 
Chairman Kasper:  You are indicating about requiring members would be imposed to a 
guideline that said all devices on the state network will be required to use a vendor specific 
antivirus solution prescribed by ITD.  Where does the bill say that?    
 
Mr. Ziegler:  That is where the definition of oversee comes in.  Oversee means to watch over 
and direct and undertaking a group of workers, etc. in order to insure a satisfactory outcome 
of performance; to supervise.  If somebody is overseeing something, they are responsible 
for what happens under them.  Since they have that responsibility of what happens under 
them, then they can prescribe items to make sure that they are covered. 
 
Rep. B. Koppelman:  The network is only as good as the weakest link.  If the most expensive 
vendor is required like in your example, that may be prohibitive.  Is it worse if that is necessary 
and a school district chooses not to spend money on that and taking some computers out of 
classrooms, or putting the entire state’s network at risk? 
 
Mr. Ziegler:  I do understand your point.  Taking computers out of the classroom to protect 
the state network would be the overall goal.  I also think that in consultation we could address 
that situation and work with ITD instead of having something prescribed onto the schools.     
 
Rep. B. Koppelman:  If a product was prescribed that was unaffordable or unattainable to 
do right now, do you believe that ITD would not work with some of your districts that were in 
that position to come up with a plan on getting them there or some other method to ease into 
that? 
 



House Government and Veterans Affairs Committee  
SB 2110 
3/8/19 
Page 7  
   

Mr. Ziegler:  I think what actually would happen would be that there would be consultation 
with ITD, but in the end there would have to be a decision.  The way the bill is written here 
does not give school boards a method to appeal. 
 
Rep. Schauer:  Would it be your opinion that the IT people in the school districts would have 
the expertise to be able to do the kind of cybersecurity necessary given the threats that are 
out there? 
 
Mr. Ziegler:  Absolutely not in every school district.  Every school district is different. 
 
Rep. Schauer:  Wouldn’t your organization endorse having this opportunity to have that 
expertise?  I know on the private side, security experts on the IT side have salaries that are 
probably $150,000 to $200,000 a year.  Not too many school districts are going to pay that.  
Would it be better if the word is partnership rather than oversee, because I think the intent 
here is to help you?    
 
Mr. Ziegler:  I would completely agree with partnership. 
 
Rep. Rohr:  Why wasn’t this brought up in the senate? 
 
Dr. Aimee Copas, Executive Director for the NDCEL, appeared to answer Rep. Rohr’s 
question.  In the first version of the bill on the senate side the word was regulate, and we had 
conversations about an uncomfortable nature there as well.  It was amended to state 
oversee, and we didn’t have an opportunity to comment on the oversee amendment.  We are 
just continuing to express our concerns.  We think that partnership or in consultation is a 
beautiful term and reflects nicely.  We just want to make sure that their intent carries forward 
in the future.   
 
Rep. Louser:  Is everybody in agreement with that idea?   
 
Chairman Kasper:  We will have that discussion when the hearing is closed.   
 
Rep. B. Koppelman:  I think it might be risky to move the school districts from subsection 
16 to 17 because they don’t possess those people.  In 16 it says shall advise and oversee.  
The way I read it before some of the concerns were brought up was that advice would be 
given to the school districts and especially those school districts that couldn’t figure out what 
to do with that advice, maybe there would be more consultation in how to get there.  I do 
believe these small districts wouldn’t need to be on the state network in its entirety either.  
You wouldn’t have to update every computer to that level if they had limited budgets.  They 
could have their own internal network that was not tied in with the state network for internet 
purposes and classroom purposes.  I think the point being made of if this was forced on us, 
we would have get rid of all computers for students, might be a stretch.  Does that seem to 
make sense to you?  
 
Dr. Copas:  I see your point with moving to sections.  Perhaps a better resolution is just 
finding an amiable term that reflects ITD’s intent a little bit better and gets rid of the 
boogeyman behind the word oversee.  In regard to the part about getting rid of computers in 
our schools, in today’s environment, probably one of the last approaches that we want to 
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look at is eliminating opportunities for our kids to live in today’s very global and technological 
world, so we really do not want not to get to that point.  If an easier and more readily resolution 
is to find a term that this committee could agree upon as we work with ITD to get at their 
intent, I would perhaps underscore that might be the easier approach so we don’t see those 
negative consequences. 
 
Rep. B. Koppelman:  Do you recognize at some point, there has to be a black and white 
line where either you get to this point, or you can’t be on the network?  There needs to be a 
minimum standard to be on the network.  Eventually somebody is going to have to make a 
decision on what that line is, and that’s probably going to have to be ITD. 
 
Dr. Copas:  I believe that is what has been happening.  What we are attempting to do is 
ensure that we are seeing ahead for future roadblocks that we could run into and smooth 
them out now rather than having to re approach this at a future session.   
 
Rep. Rohr:  Partnership would have to be defined.  All of these schools fall under DPI so we 
would have to coordinated effort.  
 
Dr. Copas:  You are right.  I get to rely on your expertise to come up with the right term.   
 
Rep. Rohr:  There is a little bit of a trust factor with regarding the words oversee versus 
partnership.  
 
Dr. Copas:  You are right.  I think the schools have a really great partnership with ITD.  We 
are always just concerned about what happens when leadership changes.   
 
Rep. Hoverson:  What about the word consult? 
 
Chairman Kasper:  We are going to do something about the wording after the hearing is 
done.  
 
Neutral 
 
Darin King, Vice Chancellor for IT for the North Dakota University System, appeared.  
We need to support a strategy across the state for cybersecurity.  Yet, at the same time after 
having spent 20 years in K-12, I certainly understand the _of my colleagues in K-12 regarding 
some of the language and the potential for the language.   
 
Chairman Kasper closed the hearing.  
 
Chairman Kasper formed a subcommittee of Rep. Louser, Koppelman, P. Anderson, and 
Laning.  We have concerns about what is the process.  We have concerns about legislators 
not being involved.  Should we add a legislative study or should there be a task force?  There 
is no report requirement.  Should there be an emergency clause?  Then there is the word 
correction. 
 
Attachment 4 was given out by the law intern. 
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Chairman Louser opened the subcommittee meeting on SB 2110.  The other subcommittee 
members in attendance were Rep. Laning, Rep. P. Anderson, and Rep. B. Koppelman. 
 
Sean Wiese, Chief Information Security Officer, ITD, presented a proposed amendment 
which is Attachment 1.  The main reason for putting this piece in was to clearly identify the 
operational components when it comes to cybersecurity is not the intent of what SB 2110 is 
all about.  It is entirely about setting strategy across all entities.    
 
Rep. P. Anderson:  It is not overseeing their security system.  It is overseeing a strategy.  I 
like your amendment.  I think it says that this is a strategy.  I don’t know if we need another 
word other than oversee. 
 
Mr. Wiese:  This is outlining the definition for cybersecurity strategy as a whole.  The other 
part of the legislation that was in there before talks about the advise and oversee component.  
It is meant to say that it is only related to strategy, so if we put those two pieces together it 
should work. 
 
Rep. P. Anderson:  Don’t you have a plan of doing some kind of consolidation or some other 
plans in IT that may have been confused with the strategy of cybersecurity? 
 
Shawn Riley, Chief Information Officer for the State of ND, spoke.  Certainly, there is a 
lot of confusion with all of the different IT initiatives that are going on, so it is certainly 
understandable.  In this case, our unification efforts are specifically only with the executive 
cabinet, and that is what ours is intended for our pilot organizations with our IT coming 
together as a single organization.  We are looking to ensure that we can determine what is 
happening within this strategy. 
 
Rep. Laning:  Last time we talked about cybersecurity with the national guard.  How are 
these two going to interact?  
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Mr. Riley:  The national guard would be partnered with us with the cybersecurity resources 
they have when that is an accessible option.  That means there are certain things from a 
cybersecurity strategy standpoint we can work together on, but it depends on when the 
national guard is legally allowed to be able to work in an event.   
 
Rep. B. Koppelman:  How do we get to the point where school districts, cities, etc. are in 
compliance at least to a minimum standard so that we can block attacks on a state system 
from coming through these entities?  How does that all fit together beneath this strategy as 
far as implementation goes?  
 
Mr. Riley:  We need to start with an assessment of where are all of these organizations and 
entities.  Once we have an idea, we can set a stage of this is what is likely to happen as a 
national institute of _ technology with the cyberwarfare center on the federal side.    
 
Chair Louser:  Phase 1 would be the assessment.  Phase 2 would be recommendation 
based on the assessment.  
 
Mr. Riley:  Recommendation based on the assessment and determining on who can get to 
where.  That’s likely going to take us up to this next session.  When we get to the next session, 
we can determine what those risks are at that point. 
 

Chairman Louser:  What is phase 3? 
 
Mr. Riley:  At phase 3 we want to be able to have a defined strategy where every organization 
can look at this strategy and say here is the number of things that are expected of us.  They 
can either use services that are offered through the shared service, or they can use their own 
services.  Either way they would be attempting to attain to a certain cybersecurity level.  The 
real idea of this is that you have to be this tall to get on the ride in Disney world, and you 
would have to be this tall to be relatively secure here in the state of ND. 
 
Chairman Louser:  What happens when they are not this tall? 
 
Mr. Riley:  There will be a lot of those organizations that are not this tall, and we have lots of 
different tactics to work with them.  We just have to determine what is the most appropriate 
tactic.    
 
Chairman Louser:   What are your thoughts on the language advise and oversee instead of 
advise and consult? 
 
Mr. Riley:  Oversee gives us the capacity to verify.  If regulate was still a word there, then 
we would have that ability to go and do something with that.     
 
Rep. P. Anderson:  We can’t let one or two organizations impact the entire system. 
 
Mr. Riley:  This is the reality of today’s world.  As an example, last September we talked 
about 64 different school districts all hit with one attack.  They are using one of the largest 
school systems to be able to pivot to one of the other larger school systems and then again 
to the larger school system and used the three of them to attack the entire platform of our 
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schools.  This has happened to the cities and counties.  The reality is that since we are on 
one network, we have to defend ourselves differently.  A single platform is more cost 
effective, but it does mean that some organization has to have that oversee authority to 
ensure that we are defending each other from each other as much as from our adversaries.  
 
Rep. B. Koppelman:  As you go through this process and working with those political subs, 
do you believe ITD could be providing that service as one option to those political subs at a 
market, competitive rate? 
 
Mr. Riley:  For the desktop, chromebook, or ipad style defense, we have been able to 
negotiate a vastly better price than anybody else in the state is able to pay, because we have 
been able to do a consolidated price.  We are vastly changing our service model so that we 
can be much more competitive.  I don’t want to mandate our service. 
 
Rep. B. Koppelman:  How do you feel about the amendment, Aimee?   
 
Aimee Copas:  We support this amendment.  This definitely separates the operational from 
the strategic.   
 
Rep. P. Anderson:  Are you okay with oversee? 
 
Aimee Copas:  Yes, with this amendment. 
 
Chairman Louser:  Everybody can work together in the interim except the legislators that 
are not going to be assigned to any committee, and then you are going to report to us and 
consider that consulting? 
 
Mr. Riley:  When it comes to the consult component, we want to ensure that everyone is 
informed as possible on this.     
 
Rep. Laning:  What do you see as a manpower requirement to do this?  Do you think you 
can handle it with your present sources? 
 
Mr. Riley:  We actually have this within our current budget structure.  We have asked for 
$11.4 million in expanded tool sets and 17 FTEs to be able to expand our resources so that 
we can cover the entirety of the 252,000 people that sit in STAGnet on a daily basis.  That 
allows us to be vastly more efficient in resources, so we compare ourselves to other 
organizations.  Starbucks is 254,000.  They are a fortune 30 company.  That makes us about 
the same size as a fortune 30 organization.  Starbucks hired over 400 cybersecurity 
professionals last year, and that doesn’t include the team they already had.  Our 
encompassing team would be 28 with this extended 17. 
 
Rep. B. Koppelman:  Are those 17 moving from somewhere else by consolidating the 
cabinet level IT? 
 
Mr. Riley:  We have taken efficiencies within our operational areas and redistricted those 
FTEs so our biennial to biennial number will be flat. 
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Chairman Louser:  I would entertain a motion to accept the amendment if everybody likes 
it. 
 
Rep. B. Koppelman moved to accept the amendment. 
 
Rep. P. Anderson seconded the motion. 
 
Voice vote to accept the amendment.  Motion carries. 
 
Chairman Louser:  Everybody is comfortable with the 2023 date?  You are suggesting that 
you are probably going to complete phase 2 two years from now?   
 
Mr. Riley:  It is our hope. 
 
Rep. B. Koppelman moved to recommend do pass with this amendment to the full 
committee. 
 
Rep. P. Anderson seconded the motion. 
 
A roll call vote was taken.  4-0, 0 absent.  
 
Rep. Louser closed the meeting. 
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Relating to cybersecurity 
 

Minutes:                                                 Attachment 1 

 
Chairman Kasper opened the meeting on SB2110. 
 
Rep. Louser:  He handed out Attachment 1.  The subcommittee met on Monday and passed 
this amendment unanimously.  It seemed to be agreeable to everybody including the schools.   
 
Shawn Riley, Chief Information Officer for the state of ND, appeared to do some more 
explaining.  2110 provides the authority for the central shared service to be able to advise 
and oversee across all aspects of government in regard to cybersecurity defense.  In today’s 
world we are taking 5.7 million attacks per month against the state of ND assets.  In February 
2018, we had an attack that hit 64 school districts across the state of ND.  They were able to 
use one of our largest districts as a launching point to be able to go and attack 63 other 
districts.  They used those districts as pivot points to attempt to go after the department of 
emergency services with the intent of being able to move toward the air force bases and 
other facilities across the state.  We also indicated publicly about attacks that had been 
tracked to North Korea and other nation state actors with those nation state actors working 
across the world trying to get to different materials, but here in ND using one particular school 
district as a launching point to attack other very specific infrastructure components across 
the state.  This amendment defines cybersecurity strategy.  We wanted to avoid an aspect 
where school systems, cities, or counties felt that they had an unfunded mandate.  What we 
are avoiding in that sense is defining strategy, ensuring that strategy is kept at a higher level, 
and operations are separate from that.  What is happening in the meantime?  To do 
something about the problem is actually part of our HB 1021 which is the appropriations bill 
for ITD that has within it a request for cybersecurity defense technology and cybersecurity 
FTEs.  The technology component that we asked for was $11.4 million that would expand all 
252,000 people that are on our network on a comprehensive basis for defense.  The FTE 
aspect also allows us to be able to manage that technology and operationalize that 
technology on a day to day basis.  We had $8.1 million approved for that technology.  There 
were FTEs approved across the base, but they were unfunded FTEs.  That is a concern for 
us that we are continuing to work through with the senate side.   
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Chairman Kasper:  I appreciate the update.  (09:30)  I am concerned that a lot of the school 
districts in our state are inadequately protecting their data, and in some cases I believe they 
have no security whatsoever.  From my perspective I think there ought to be a mandate.  In 
today’s opportunity to purchase some of this protection, in your investigation why haven’t 
these schools acted already? (10:28) 
 
Mr. Riley:  The reality is that in today’s world all organizations have to make their own risk 
assessment.  They have to determine what they personally understand their risk to be.  That 
risk assessment is, of course, informed by what they know and sometimes what they don’t 
know is a big impact.  In this case, most school districts within the state do not have any local 
cybersecurity trained staff.  Every entity across the state has finite resource but infinite 
demand.  Within that finite resource and infinite demand, they have to pick and choose.  If I 
have to pick and choose between the school bus and the software, I know I have to have the 
school bus.  I might be able to live without the software.  The unfortunate part in today’s world 
I don’t believe that all of our entities across the state really understand the global nature of 
risk.  They also have a challenge understanding really how much all of us endanger each 
other.  Flathead Valley, Montana had a very serious incident this past year.  Their entire 
school system was hit with a ransomware.  A ransomware locks down all of the devices and 
data.  What it did across their district was it made it that a senior would not be able to get a 
transcript to get to college.  The ransomers went to the school district and said they owed 
them $1 million to get their data back.  The school said no and refused to pay that.  When 
the ransomers didn’t get any money, they started going to the parents by phoning them and 
stating if you don’t do this, your child doesn’t get to go to college, etc.  Between homeland 
security and FBI and other organizations, they were able to help manage that and, frankly, it 
becomes very public.  Whenever this becomes public, the bad guys get out very quickly, 
because they can ransom small things, but the second it becomes a big deal, all of a sudden 
every law enforcement organization looks at them.  Do we have the ability to help a school 
the day after tomorrow versus are we waiting for two years?  The reality is within our powers 
of 54-59-05.2 we have regulate capacity for STAGEnet for the defense of other 
organizations, so any organization that is currently in a security incident, we have the ability 
to step in and be able to aid them in whatever capacity necessary along with whatever 
resources we need to bring to bear whether that would be homeland security, national guard, 
cyber, etc.      
 
Chairman Kasper:  At this time, you have not been able to complete assessments of these 
various entities? 
 
Mr. Riley:  Our ability today is to ask, but we have no ability to ensure.  We can advise, but 
we haven’t had the ability to check.   
 
Chairman Kasper:  With your ability to check, do you also have the ability to require that the 
protective software become installed? 
 
Mr. Riley:  We want to be able to create a standard that you have to be this secure to be 
able to be on the network.   
 
Rep. Karls:  You want to put all of these agencies, departments, and school districts on 
STAGEnet?  Doesn’t that pose kind of a risk itself?  If it fails, a lot of things fail. 



House Government and Veterans Affairs Committee  
SB 2110 
3/21/19 
Page 3  
   

Mr. Riley:  Today all of those environments are on STAGEnet.  The problem is that in the 
evolution of cybersecurity that environment was designed for connectivity; it was not 
designed for connectivity and security.  What we are doing is we are evolving into security. 
 
Rep. Laning:  Does a school have the ability to know when they have been attacked?   
 
Mr. Riley:  It depends on the type of attack.  Ransomware is very easily apparent.  There 
are other types of attacks that are intended to be malicious and are not intended to be hidden.  
The university system was hit with what is called a denial of service attack.  They used a 
whole bunch of machines to centrally attack one system.  It was able to knock down websites 
and disrupt people being able to get services.  The attacks that we deal with that are much 
more painful would be an attack that is meant to be hidden.  Some examples were given.     
(20:52-23:14) 
 
Rep. Johnston:  Any system could be compromised.  Is that correct? 
 
Mr. Riley:  The models that we have to use today is what is called defense in depth.  The 
easiest thing to picture in your mind is an onion layer after layer.  There is no single layer that 
absolutely works.  Today a huge amount of our technology is online and it has direct access 
to the internet.  The new world looks a lot more like a Bismarck.  Everybody is in their car.  
You can drive everywhere and go anywhere you want.  How do you secure yourself in that 
environment?  You don’t have a wall.  We lock our car and our house.  We have a safe in 
our house, and that defense in depth model is what we are applying to cybersecurity as well.  
The attackers that are coming at us are very well funded, knowledgeable, very good at what 
they are doing, and they are using artificial intelligence to attack us.  Today most of our 
defense is very much machine versus machine.  That is how we stay ahead of the game right 
now, because we are using that same artificial intelligence defense model.       
 
Rep. Rohr:  You said it is important that the assessment occurs.  Is this part of the reason 
why the movement is to move all of the IT guys under one centralized system? 
 
Mr. Riley:  That is part of the scenario.  This bill allows us to use that authority across all 
aspects without managing the rest of the IT, so higher ed. and local school districts keep their 
IT.  Our capacity to see and manage specifically cybersecurity is what we are looking at doing 
here.   
 
Rep. Schauer:  Tell us about the assessment process. 
 
Mr. Riley:  The assessment process is a standardized list that comes from the national 
institute of standards and technology.  They have what is called NIST 800 and NIST 860.  
Those two components garner cybersecurity across the entire nation and is kind of a baseline 
for cybersecurity.  They have 16 categories of cyber defense.  We start with a survey that we 
can send out to all these organizations.  The first thing we will find is that many organizations 
don’t have an IT person at all, so if they cannot fill out the survey, their risk score drops very 
low.  If they can do the survey themselves, that is awesome.  If they can’t, we will have help 
within our organization to be able to help for that.  From the risk score, then we determine do 
we send the big team or small team or do they not need a team to continue an evaluation?  
Then we get into what is called an ISA, an information security assessment.    
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Rep. Schauer:  Do you fear the local school districts or other entities may just rely on you 
instead of getting the necessary help that they need? 
 
Mr. Riley:  At this point, I think it may be in their interest to rely on us and may be on the 
state’s interest to help that happen.  Cybersecurity today has a 0% unemployment rate.  The 
national average salary is $116,000 a year, and that rate is going up really fast.  When you 
look at 400 organizations out there, there is no way the state of ND is going to be able to 
fund individual cybersecurity for all of these organizations.  The only feasible way we are 
going to be able to pay for this is in a centralized shared service and manage those costs 
down to be able to have as tight of a team as we can have.    
 
Rep. Rohr:  Aren’t you worried about a double agent? 
 
Mr. Riley:  I came from that world a little bit.  I was trained by the US Army as a civilian to go 
and determine the validity of certain DOD sites, and I worked with DOD contractors and those 
type of things.  One of the reasons you have to have defense in depth is because there are 
instances of your biggest threat being somebody inside the environment.  Frankly, in the late 
90s and early 2000s, the number one problem was what we loosely called industrial 
espionage or in some cases national espionage.  We make sure there is no one who has 
universal access across the environment.   
 
Chairman Kasper:  With this bill plus the amendment, do you feel you will have the tools if 
you get the funding through 1021 to be able to move forward in the way that is in the best 
interest for our entities in our state?  
 
Mr. Riley:  We have all of these things conjoined with each other.  We have SB 2110 giving 
us the authority.  We have our appropriation for FTEs and software within 1021.  We also 
have our unification efforts.  As long as those three things are moving forward, we will have 
the capacity to be able to really improve the overall defense strategy of the state.  (35:10)  
 
Some students from St. Mary’s Central High School had a representative come to the podium 
and expressed his thoughts on what had just been presented.  (37:37) 
 
Rep. Louser moved to adopt the amendment. 
 
Rep. Rohr seconded the motion. 
 
Rep. Rohr:  We had one member from the NDCEL group in our meeting that had the most 
concern about the language.  Were they present and okay with this. 
 
Rep. Louser:  Yes.  They were there. 
 
Voice vote.  Motion carries. 
 
Rep. Louser made a motion for a DO PASS AS AMENDED. 
 
Rep. B. Koppelman seconded the motion. 
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A roll call vote was taken.  11-0, 3 absent. 
 
Rep. Louser will carry the bill. 
 
 
 
 
 

















2019 TESTIMONY 

SB 2110 






























































	Senate Political Subdivisions
	House Government and Veterans Affairs
	Testimony



