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Minutes: 

The meeting was called to order. All committee members present. Hearing was opened on SB 

2127 relating to the insurance commissioner sharing confidential information with other state 

agencies. 

Jim Poolman, Insurance Commissioner, in favor of the bill. Written testimony attached, 

including copy of Privacy of Consumer Financial and Health Information Regulation and of 

PCFHIR Frequently Asked Qu1.;;stions, I firmly believe consumers need protection of their 

financial and medical infonnation and from marketing to third party ~,fftliutcs, Present laws do 

not address the regulation of insurance companies pri 1.1ucy activities, This bill gives the insurnncc 

commissioner that authority. We, will address opt .. in/optMout rights of con~umcrs regarding 

medical and financial infonnation, Medical lnfonnation should hnve more restrictive standards 

(opt .. fn to allow disclosure), that is why I favor this bill. 

Sena1tor Totlefson : Page 3 of the rules prohibit disclosure of "nonpublic" information, whut 
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would be 0 public information"'! 

J Poolman: Public: nnything you put in an application, like phone number in insurance policy 

app .. Nonpublic: medical diagnosis. 

Senator KlcJn NCOIL Model Act is less restrictive than NAIC's? 

J Poolman: Yes, especially the opt-out standard for medical information is less restrictive than 

the opt-in we support here today. 

Leah Coghland, AIA: Submitted proposed amendment. 

Senator Tollefson: Your amendment would propose opt-out. 

J Poolman: This amendment would allow us to not become more restrictive than the NAIC 

Model Act: opt-out for financial informutlon and opt-in for medical information, NCOIL, : 

opt-out for both finauciul and medical information. 

Senator Mathern: What is the meaning of the last sentence in the proposed umcndmcnt'? 

Leah Coghland: No one can come against the department for not enacting those regulations, 

Chuck Johnson, Chief Legul Counsel ND Ins Dept.: Public in gcncrul docs not have private 

cause of action to sue because of violation of privacy law, Under this law a private citizen cannot 

sue for money, the department can take administrative action, 

Marilyn fi'oss, NDBA,: We support this blll as collolary to S82191. Adopting GLB approach 

regarding private information makes things uniform ut tho national level for flnunciul institutions. 

Dan Ulmer, Blue Cross/ Blue Shield: Background information: HIPA allowed portability, 

creating the issue of how to measure outcome/quality, have to look at data, how do we unify dutu 

and privacy'? From the insurers perspective it makes more sense to Institute things at the federal 

level, easier because most of us are doing business in other states. Since the HIPA bill1 Congrcm, 

was supposed to act on what theso rules were going to look Hkc; they demurred on HHS which 
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promulgated rules last December. Now we are basically trying to comply: first to put tog1.:thcr 

data for uniformity, and with the privacy rules on how can we share information electronically 

and on paper. We have to be compliant with HIPA by 7/01/02. We arc trying to be compliant 

with HIPA and GLB. We have a problem with which one to comply, we think we arc HIPA so I 

am offering an amendment to exempt us from GLB until 8/01/03. 

Rod St Aubyn, BC/BS, Regulations say if you arc HIPA compliant you arc exempt from GLB. 

Senator Espcgard: Is HIPA more stringent than GLB'? 

J Poolman: Yes 1 our goal is not to provide more regulations, we believe HIPA probably is more 

stringent than our particular pri vucy rules. 

Chuck 1Johnson: If you arc not planning to market information, you don't have to worry about 

compliance. We disagree with the blues on the implcmc11tutio11 date. 

J Poolman: I don't think they should be exempted, if you comply with HIPA, you comply with 

us, so I don't think they should be exempted. 

Recess. Committee reconvened. All members present. 

J Poohnan: We reached an agreement, scrap the Blues amendment exempting them from 

1·egulations. We think we can address their concerns with the HIPA regulations vs. GLB 

regulations, and who would be dci:mcd in compliance with those purticulu1· rcgulutions, in the 

rule making process. If Blues were working towards compliance with HI PA privacy rules we cun 

potentially deem them in compliance or exempt bused on our discussions during the rulcmuking 

process, if you folks see that as fair. I want this as part of the record in legislative intent so we 

can make clear with the Blues that the conversation has tuken place nnd we cun go tbrwnrd in the 

rulemakJng process, provided the bllt passes, and we can address thut at thut point in time. By 

then we will havo a clear picture, hopef\illy, of what is going to uctuully happen with HIPA rule/{, 
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considerinb we have a new President and new Secretary of HHS. By then we can have a better 

grusp of where we arc all going to be towards the end of the year when we get into the rules 

making process that the insurance department will have to get through to promulgate the 1·ulcs 

with this particular bill. 

Senator IGvcry: What we arc doing is what they asked but not putting it in the bil I'! 

J Poolmun: No, by addressing it in the rulcmaking process we still keep them as part of privacy 

rule, but by then we would have a clear idea of how GLB privacy rules an<l HIPA rnlcs actually 

coordinate. We don't know that now but we don't want to give up the potential consumc1· 

protections for the people of ND by putting that in state law. We don't want duplication that 

would confuse the consumer either. We will address the cffoctive date in the rulcmaking procl!ss. 

We struck a deal that allows department to protect consumer and satisfy the Blues so they don't 

have to incur extra expenses, We want to adopt the NAIC standa1·<l of opt~in for medical 

information and opt-out for financial information, this will provide us with uniformity around the 

country. 

Dan Ulmer, BC/BS: this is what we really wanted to establish. So many questions urc 

unanswered as this unfurls. 

Brenda Blazer, IAA: To clarify: exception with GLB us long as comply with HIPA applies to 

all insurance companies. 

Senator Kleln: What is the status now'? Banks huvc opt out stundurd and insurance companies 

require written authorization'? 

D Ulmer: The industry practice ts thut when you sign up for Insurance you sign release for 

exchange of information for claims processing, not for informnt,ion to be sold. 

Senator Klein: Motion to adopt AIA aincndment Senator Espcgard: Second. 
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Roll call vote: 6 yes; I no. Motion carried. 

Senator Espegard: Motion: do pass as amended. Senator Krebsbach: Seconded. 

Roll call vote: 6 yes; I no. Motion carried. Floor assignment: Senator Klein. 
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Rep Frosctl1: What is "right of action11 ? 
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Put Ward: ND Domestic Insurance Co, 's We support this bill. 

Oury Thune: We also support this bill. 

Jack McDonald: Individual Community Banks qf'ND We support this bill. 

Marilyn Foss: ND/JA We SUfJport this bill as well. 

Poolman: If a company is in compliance with us, you arc in compliance with HIPA. 

Chaimrnn Derg: We'll close the hearing on SB 2 t 27. 

' . . 
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TESTIMONY 

Mr. Chairman and members of the committee: 

Good Morning. My name Is Jim Poolman and lam the Commissioner of Insurance for the 

State of North Dakota. I appear here In support of SB 2127, the Insurance Department's 

privacy bill . 

Section 1 

Section 1 of SB 2127 provides that insurance companies, nonprofit health service 

corporations, or health maintenance 0rganlzations may not disclose nonpublic personal 

Information contrary to the provisions of Title V of the Gramm-Leach-Bllley Act (GLBA). 

GLBA, also known as the Financial Modernization Act, allows banks, Insurance companies, 

credit unions, thrift associations, securities firms, Investment companies, and other 

businesses to enter Into each other's markets and to become affiliates within a financial 

holding company. 

Title V of GLBA outllnes the privacy restrictions under which a financlal institution must 

operate. It reads, "It is the policy of Congress that each financial institution has an 

affirmative and continuing obligation to respect the privacy of its customers·and to protect 

• the security and confidentiality of those customers' non-public personal information." 

1 



• Privacy became a concern after It was discovered that, without the consumer's consent or 

knowledge, certain banks were selling customer credit card information to non•afflllated 

marketing firms, The activity was discovered when bank customers noticed unauthorized 

charges appearing on their credit card billings. 

GLBA defines a 11flnanclal Institution" such that the definition Includes an Insurance 

company, Unlike the activities of banks, thrift institutions, and securltios firms that are 

subject to federal agency repulatlon, state regulators r'3gulate insurance company 

activities. A state regulator, however, receives the authority to regulate from the state 

legislature. Our present laws do not specifically address the regulation of Insurance 

company privacy activities, This bill gives the State Insurance Commissioner that 

authority, 

Financial Information 

Title V first requires that a financial Institution develop a privacy policy. Before disclosing 

• non-public personal Information to a non-affiliated third party, the financial institution must 

Inform a consumer of that policy and give the consumer the opportunity to direct that the 

Information not be disclosed to non-8fflliated third parties. Yhls is known as giving the 

consumer the right to 11opt out". Thus, If the consumer "opt-outs", a financial Institution 

cannot disclose the consumer's non-public personal financial Information to a non-affiliatud 

third party. 

• 

Gl.BA allows a financlal institution to disclose non-public personal Information to certain 

third parties without the consumer's consent under certain circumstances, including: 

• The sharing of non-public personal financial information with its affiliates. 

• The sharing of non-publlc personal financial information with third parties that 

perform services for or functions on behalf of the financial institution. 

• The sharing of non-public personal financial information with third parties 

engaged in a joint marketing activity with the financial institution . 

2 



• Thus, GLBA allows affiliates to share non .. publlc personal Information with one Another and 

does not allow a consumer to prevent the sharing of Information among affiliates. 

Medical ,nformatlon 

GLBA deals specifically with a consumer's non-public personal information. Personal 

Information Includes that Information collected by a flnancial Institution from a consumer. 

Because Insurance companies are financial Institutions and because Insurance companies 

collect medical Information, the term "µersonal Information" includes medical Information. 

GLBA's privacy provisions do not distinguish between a personal flnanclal information and 

a personal medtcat Information. 

State Insurance regulators agreed that medical Information deserves greater privacy 

protections than those given to personal financial information, State Insurance regulators 

are concerned that an insurance company could share a customer's sensltive personal 

medical Information with a third party, whether an affiliate or not, to the consumer's 

• detriment. For example, a customer's home mortgage application could be denied if the 

mortgagee company found out about a customer's physical or mental health condition from 

an affiliated Insurance company. 

• 

Although GLBA did not specifically address health information, the state insurance 

regulators developed certain rules relating to the disclosure of non-public personal medical 

information. Those rules prohibit Dn Insurance company from disclosing non~public 

personal medical information to any third party unless the consumer specifically authorizes 

the disclosure. 

This Is known as requiring that the consumer "opt ln 11 to allowing the disclosure. Thus, a 

customer must "opt-In" before an Insurance company can disclose non-public personal 

medical information to either affiliated or non-affiliated third parties. 

It should be noted that the customer's permission ls not required If the disclosure is to third 

parties for legitimate business purposes, such as for claims processing, underwriting, 

3 
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• 

• 

reinsurance, fraud Investigation, and others . 

To facilitate the Cr,mmlssloner1s enforcement of GLBA's privacy provisions! SB 2127 

allows the Comml,.u:1loner to develop rules. As Commissioner, I propose to adopt rules 

baaed on the proposed rules developed by the various state Insurance regulators. A copy 

of those rules Is attached as Appendix A The rules adopt an "opt out" standard for the 

disclosure of non-publlc personal flnanclal Information to a non-afflliated third party, except 

for disclosures related to legitimate business purposest and on "opt 111" standard for the 

disclosure of non-public personal med I cal Information. even to affiliates. 

State lnsurnnce regulators such as myself are encouraging all states to adopt the state 

regulator's recommended privacy regulations so that there will be unlformlty throughout the 

otates. Numerous Insurance companies operate throughout the United States. Uniformity 

among the states will enable the Insurance Industry to comply w!th all state regulations by 

devoloplng a single set of privacy procedures . 

Some Insurance companies are recommending that states adopt regulfl•.lons doveloped 

by the National Council of Insurance Legislators (NCOIL). I am familiar with those 

proposed regulations but believe that the state regulators proposed regulations provide 

stronger protfJctlons for a consumer's private medical Information. For example, the 

NCOIL proposed regulations allow non-publlc personal medical Information to be shared 

with a non-affiliated third party unless the consumer "opt outs". Our proposed regulations 

adopt an "opt In" standard for protecting non-public personal medical information. 

Section 2 

Section 2 of this bill allows the Commissioner to share confidential information 1 such as 

that discove:-l:ld during our examinations of various insurance companies, with other 

agencies in this state. At present the lr.tw allows us to shme such Information with "state 

or federal regulatory or law enforcement officials from other states or jurisdictions" provided 

the officials are required, under their law, to maintain its confidentiality. The present law 

does not appear to allow us to share that same Information with an agency in this state. 

4 



• Section 2 will make this change . 

I believe that sharing Information wHn other agencies In this state, particularly with the 

Departments of Banking and Securities. Is Important because banks and securities and 

other flnanclal Institution flrmo are now allowed to engage In Insurance activities. As each 

of the Insurance, banking, thrift, and securities firms sell each other's products, It Is 

Important that the regulators he allowed to share Information concerning their activities and 

their solvency with one cnother. 

For your Information, I have also attached a document entitled p~_g_LQQ_fllium~r 
and Financial and t:w.ailb Information.Model &lg_yJrul9.n~rslQ!J!lOtly AsJ<.filL.Que§llQil~ 
that provides additional Information concerning our proposed privacy regulations. 

Requested Action 

In llght of the above, I am asking that the commltte ,.,,,. · ~· · j a 11L.i. .. ,., -,ss" for SB 

• 2127, 

Thank you. I will be happy to try to answer any questions that you might have . 

• 
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Nondiscrimination 
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Appendix A -Sample Clauses 

Ak'flCLE I. GENERAL PROVISIONS 

Section J. Authority 

This regulation is promulgated ~ursuant to the authority granted by Sections (insert applicubl~ 
sections] of the Insurance Law. 

Section 2. 

A. 

Purpose and Scope 

Purpose. This regulation governs the treatment of nonpublic personal health 
information and nonpublic personal financial infonnation about individuals by all 
licensee-s of the state insurance department. This regulation: 

(1) Requires a licensee to provide notice to individuals about its privacy 
policies and practices; 

(2) Describes the conditions under which a licensee may disclose nonpublic 
personal health information and nonpublic persfJr:al financial infonnation 
about individuals to affiliates and nonaffiliated third parties; and 

(3) Provides methods for individuals to prevent a licensee from disclosing that 
infonnation. 

B. Scope. This regulation applies to: 

(I) Nonpublic personal financial infonnation about individuals who obtain or 
are claimants or beneficiaries of products or services primarily for 
personal, family or household purposes from licensees. This regulation 
does not a~ply to infonnation about companies or about individuals who 
obtain products or services for business, commercial or agricultural 
purposes; and 

(2) All nonpublic personal health infonnati0n. 

<0 2000 National Association of Insurance Commissioners 2 



C. Compliance. A licensee domiciled in this state that Is in compliance with this 
regulation in a state that has not enacted laws or regulations that meet the 
requirements of Tltle V of the Gram.m-Leach-Bliley Act (PL 102-106) may 
nonetheless be deemed to be ln compliance with Title V of the Gramm-Leach
Bliley Act in the other state. 

Drafting Note: Subsectlon C is intended to give licensees some guidance for complying with 
Title V of the Gramm-Leach .. Bliley Act in those states that do not have laws or regulations that 
meet GLBA 1s privacy requirements. 

SectJon J, Rule of Construction 

The examples in this regulation and the sample clauses u1 Appendix A of this regulation arc not 
exclusive. Compliance with an example or use of a sample clause, to the. extent upplicuble, 
constitutes compliancu with this regulation. 

Section 4. DeOnhions 

As used in this regulation, unless the context requires otherwise: 

A. 11 Affiliate" mearn, a company that controls, is controlled by or is under comrnon 
control with ano~her company, 

B. ( 1) "Clear and conspicuol's" means that a notice is reasonably understandable 
and designed to cull attention to the ature and significance of the 
infom1ation in the notice. 

(2) Examples. 

(a) Reasonably understandable. A lic'!nsee makes its notice reasonably 
understandable if it: 

(i) Presents the infonnation in the notice m clear, concise 
sentences, paragraphs and sections; 

(ii) Uses short explanatory sentences or uullet lists whenever 
possible; 

(iii) Uses definite, concrete, everyday words and active voice 
whenever possible; 

(iv) Avoids multiple negatives; 

(v) Avoids legal and highly technical business tem1inology 
whenever possible; and 

0 2000 National Association of Insurance Cornmis~ioners 3 



(vi) Avoids explanations that are imprecise and readily uubjcct 
to different interpretations. 

(b) Designeu to calJ attention. A licensee designs its notice to call 
attention to the nature and significance of the lnfom1ation in it if 
the licensee: 

(i) Uses a plaln•language heading to call at1ention to the 
notice; 

(ii) Uses a typeface and type size that are easy to readi 

(iii) Provides wide margins and ample line spacing; 

(iv) Uses boldface or italics for key words; and 

(v) In a form that combines the licensee's notice with other 
infonnation, uses distinctive type size, style, and ~ruphic 
devkes, such as shading or sidebars, 

(c) Notices on web sites. If u licensee provides a notice on a web page, 
the licensee designs its notice to call attention to the nature and 
significance of the information in it if the licensee uses text or 
visual cues to encourage scrolling down the page if necessary to 
view the entire notice and ensure that other elements on the web 
site (such as text, graphics, hyperllnks or sound) do not distract 
attention from the notice, and the licensee dthcr: 

(i) Places the notice on a screen tht ~ consumers frequently 
access, such as a page on which transaction!> are conducted; 
or 

(ii) Places a link on a screen that consumers frequently access, 
such as a page on which transactions are conducted, that 
connects directly to the notice and is labeled appropriately 
to convey the importance, nature and relevance of the 
notice. 

C. "Collect" means to obtain information that the licensee organizes or can retrieve 
by the name of an individua] or by identifying number, symbol or ot!·ter 
identifying particular ass1g1,~d to the individual, irrespective of the source of the 
underlying infonnation. 

D. "Commissioner" means the insurance commissioner of the state, 
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Drartln1 Noter Uso the title of the chief insurance regulatory official wherever the tenn 
"commissioner" appears, If the Jurisdiction of certain health licensees, such as health 
maintenance orsanizations, lies with some state agency other than the insurance department, or if 
ther~ is dual regulation, a state should add language referencing that agency to ensure the 
appropriate coordinatjon of responsibilities. 

E, 11Company" means a corporation, lim1ted liabillty company, business trust, 
general or limited part1.er i!1ip, assoriation, sole proprietorship or similar 
organlzation. 

F. (1) 11Consumer11 means an individual who seeks to obtain, obtains or has 
obtained an imurance product or service from a licensee that is to be used 
primarily for personal, family or household purposes, and about whom the 
licensee ha6 nonpublic personal information, or that individual's legal 
representative, 

(2) Examples. 

(a) An individual who pr,ovides nonpublic personal infom1ation to a 
licensee in connection with obtaining or seeking to obtain 
financial, investment or economic advisory services relating to an 
insurance product or service is a consumer regardless of whether 
the licensee establishes an ongoing advisory relationship. 

(b) An applicant for insurance prior to the inception of insurance 
coverage is a licensee's consumer. 

(c) An individual who is a consumer of another financial institution is 
not a licensee's consumer solely becau,se the licensee is acting as 
agent for, 1)r provides processing or othe:r services to, that financial 
institution. 

(d) An individual is a liccnsee•s consume, if: 

(i) (I) the individual is a beneficiary of a life insurance 
policy underwritten by the licensee; 

(II) the individual is a claimant under an insurance 
policy issued by the licensee; 

(III) tbe individual is an insured or an annuitant under an 
insurance policy or an annuity, respectively1 issued 
by the licensee; or 

(IV) the individual is a mortgagor of a mortgace covered 
under a mortgage insurance policy; and 
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(ii) the licensee discloses nonpublic personal financial 
inf\,rmation about the individual to a uonafflliated third 
pllrty other than as permitted under Sections 14, 1 S and 16 
of this regulation. 

(e) Provided that the licensee provides the initial, annual and revised 
notices under Sections 5, 6 and 9 of this regulation tu the plan 
sponsor, group or blanket insurance policyholder or group an.nuity 
contracth(lldcr, workers' '-Ompeusation plan participant, and 
further provided that the licensen does not disclose to a 
nonafflliated third party nonpubli~ personal financial information 
about such an jndl vidu11l other tt! 1n as permitted lmder Sections l ~, 
l S allcl 16 of thls regulation, an individual is not the consumer of 
the licensee solely because he or she is: 

(l) A participant or a beneficiary of an employee benefit plan 
that the licensee administers or sponsors or for which the 
licensee acts as a trustee, insurer or fiduciar/: 

(ii) Covered under a group or blanket insurance policy or group 
annuity contract issued by the licensee; or 

(iii) A beneficiary in a workers' compensation plan. 

Drafting Note: Regulators may wish h1 urg~ their workers' compensation state insurance fund 
(ot other applicable agency) to promulgate a regulation similar to this regulation in ordt?r to 
ensure parity in treatment of workers' compensation plans and to ensure that all workers covered 
by such plans have privacy protections, 

(f) (i) The !nd1viduals described in Subparagrnph (e)(i) through 
(iii) of this paragraph are consumers of a licensee if the 
licensee does not meet all the conditions of Subparagraph 
(e). 

(ii) In no event shall the individuals, solely by virtue of the 
status described in Subparagraph (e)(i) through (iii) above, 
be deemed to be customers for purposes of this regulation. 

(g) An individual is not a licensee's consumer solely because he or she 
is a beneficiary of a trust for which the licensee is a trustee. 

(h) An individual is not a licensee's consumer solely because he or she 
has designated the licensee as trustee for a trust. 
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G. 

H. 

"Consumer reporting agency" has the same meaning as in Section 603({) of the 
federal Fair Credit Reporting Act (15 U.S.C. I 681 a(f)). 

"Control" means: 

(1) Ownership, control or po·Ner to vote twenty-five percent (25%) or more of 
the outstanding shares of any class of voting security of the company, 
directly or indirectly, or acting through one or more other persons; 

(2) Control in any manner over the election of a majority of the directors, 
trustees or general partners ( or individuals exercising similar functions) of 
the con_1pany; or 

(3) The power to exercise, directly or indirectly, a controlling influence over 
the management or policies of the company, as the commissioner 
determines. 

I. 11Customer11 means a consumer who has a customer relationship with a licensee, 

}, (1) 11Customer relationship" means a continuing relationship between a 
consumer and a licensee under which the licensee provides one or more 
insurance products or services to the consumer that are to be used 
primarily for personal, family or household purposes. 

(2) Examples. 

(a) A consumer has a continuing relationship with a licensee if: 

(i) The consumer is a current policyholder of an insurance 
product issued by or through the licensee; or 

(ii) The consumer obtains financial, investment or economic 
advisory services relating to an insurance product or service 
from the licensee for a fee. 

(b) A consumer does not have a continuing relationship with a licensee 
if: 

(i) The consumer applies for insurance but does not purchase 
the insurance; 

(ii) The licensee sells the consumer airline travel insurance in 
an isolated transaction; 
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K. (1) 

(iii) The individual is no longer a current policyholder of an 
insurance product or no longer obtains insurance services 
with or through the licensee~ 

(iv) The consumer is a beneficiary or claimant under a policy 
and has submitted a claim under a policy choosing a 
settlement option involving an ongoing relationship with 
the licensee; 

(v) The consumer is a beneficiary or a claimant under a policy 
and has submitted a claim under that policy choosing a 
lump sum settlement option; 

(vi) The customer's policy is lapsed, expired, or otherwise 
inactive or dormant under the licensee1s business practices, 
and the licensee has not communicated with the customer 
about the relationship for a period of twelve ( 12) 
consecutive months, other than annual privacy notices, 
materiaJ requfred by law or regulation, communication at 
the direction of a state or federal authority, or promotional 
materials; 

(vii) The individual is an insured or an annuitant under an 
insurance policy or annuity, respectively, but is not the 
policyholder or owner of the insurance policy or annuity; or 

(viii) For the purposes of this regulation, the individual's last 
known address according to the licensee's records is 
deemed invalid. An address of record is deemed invalid if 
mail sent to that addre.~s by the licerisee has been returned 
by the postal authorities as undeliverable and if subsequent 
attempts by the licensee to obtain a current valid address 
for the individual have been unsuccessful. 

11Financial institution" means any institution the business of which is 
engaging in activities that are financial in nature or incidental to such 
financial activities as described in Section 4(k) of the Bank Holding 
Company Act of 1956 (12 U.S.C. 1843(k)). 

(2) Financial institution does not include: 

(a) Any person or entity with respect to any financial activity that is 
subject to the jurisdiction of the Commodity Futures Trading 
Commission under the Commodity Exchange Act (7 U.S.C, 1 et 
seq.); 
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(b) The Federal Agricultural_ Mortgage Corporation or any entity 
charged and operating under the Farm Credit Act of 1971 (12 
U.S.C. 2001 et seq.); or 

(c) Institutions chartered by Congress specifically to engage in 
securitizations, secondary market sales (including sales of 
servicing rights) or similar transactions related to a transaction of a 
consumer, as long as the institutions do not sell or transfer 
nonpublic personal infonnation to a nonaffiliated third party. 

L. ( 1) "Financial product or service" means a product or service that a financial 
holding company could offer by engaging in an activity that is financial in 
nature or incidental to such a fin.ancial activity under Section 4(k) of the 
Bank Holding Company Act of 1956 (12 U.S.C. 1843(k)). 

(2) Financial service includes a financial institution's evaluation or brokerage 
of information that the financial institution collects in connection with a 
request or an appli~ation from a consumer for a financial product or . 
service. 

M. "Health care" means: 

( 1) Preventive, diagnostic, therapeutic, rehabilitati ve1 maintena.,ce or 
palliative care, services, procedures, tests or counseling that: 

(a) Relates to the physical, mental or behavioral condition of an 
individual; or 

(b) Affects the structure or function of the human body or any part of 
the human body, including the banking of blood, spenn, organs or 
any other tissue; or 

(2) Prescribing, dispensing or furnishing to an individual drugs or biologicals, 
or medical devfr,es or health care equipment and supplies. 

N. 11Health care provider" means a physician or other health care practitioner 
licensed, accredited or certified to perfonn specified health services consistent 
with state law, or a health care facility. 

0. 11Health information" means any infonnation or data excep~ age or gendert 
whether oral or recorded in any form or medium, created by or derived from a 
health car~ provider or the consumer that relates to: 

( 1) The past,. present or future physical, mental or behavioral health 01· 

condition of an individual; 
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P. 

Q. 

(2) The provision of health care to an individual; or 

(3) Payment for the provision of health care to an individual. 

(1) 11Insurarlce product or service" means any product or service that 1s 
offered by a licensee pursuant to the insurance laws of this state. 

(2) lt1surance service includes a licensee's evaluation, brokerage or 
distribution of infonnation that the licensee col1ects in connection with a 
request or an application from a co~sum~r for a insurance product or 
service. 

"Licensee" means all licensed insurers, producers and otht:r persons 
licensed or required to be licensed, or authorized or required to be 
authorized, or registered or tequired to be registered pursuant to the 
Insurance Law of this st1te, [and health maintenance organizations holding 
a certificate of authority pursaant to Section [insert section] of this state's 
Public Hea.lth Law), 

Drafting Note: Add bracketed language if HMOs are licensed under other than insurance 
statutes, and cite appropriate state law. 

(2) A licensee is not subject to the notice and opt out requirernents for 
nonpublic personal financial information set forth in Articles l, II, III and 
IV of this regulation if the licensee is an employee, ageut or other 
representative of another licensee ("the principaP') and: 

(3) 

(a) The principal otherwise complies with, and provides the notices 
required by, the provisions of this regulation; and 

(b) The licensee does not disclose ar1y nonpublic pers1.'.)nal information 
to any person other than the principal or its affili.1tes in a manner 
pennitted by this regulation, 

(a) Subject to Subparagraph (b ), 111icensee11 shall aloo include an 
unauthorized insurer that accepts business placecl through a 
licensed excess lines broker in this state, but only in regard to the 
excess lines placements placed pursuant to Section (insert section) 
of this state's laws, 

(b) An excess lines broker or excess lines insurer shall be deemed to 
be in compliance with the notice and opt out requirements for 
nonpublic personal financial infonnation set forth in Articles I, II, 
III and IV of this regulation provided: 
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(i) Th~ broker or insurer does not disclose nonpublic personal 
infonnation of a consumer or a customer to nonaffiliated 
third parties for any purpose, including joint servicing or 
marketing under Section 14 of this regulation, except as 
pennitted by Section 15 or 16 of this regulation; and 

(ii) The broker or insurer delivers a notice to the consumer at 
the time a customer relationship is established on which the 
following is printed in 16-point type: 

PRIVACY NOTICE 

uNeither the U.S. brokers that handled this insurance nor 
the insurers that have underwritten this insurance will 
disclo~e nonpublic personal infonnation concerning the 
buyer to nonaffiliates of the brokers or insurers except as 
permitted by law. 

Drafting Note: References to "excess lines broker" and 11excess lines insurer" should be 
changed as necessary to correspond with the applicable terms used in each state, 

R. (1) "Nonaffiliated third party" means any person except: 

(a) A licensee's affiliate; or 

(b) A person employed jointly by a licensee and any company that is 
not the licensee's affiliate (but nonafftliated third party includes 
the other company that jointly employs the person), 

(2) Nonafflliated third party includes any company that is an affiliate solely 
by virtue of the direct or indirect ownership or control of the company by 
the licensee or its afHliate in conducting merchant banking or investment, 
banking activities of the type described in Section 4(k)( 4)(H) or insurance 
company investment activities of the type described in Section 4(k)( 4 )(I) 
of the federal Bank Holding Company Act (12 U.S.C. 1843(k)(4)(H) and 
(I)), 

S. "Nonpublic personal information11 means nonpublic personal fimillciul 
infonnatjon and nonpublic personal health information, 

T, (1) "Nonpublic personal financial infonnation11 means: 

(a) Personally identifiable financial information; and 

(b) Any list, description or other grouping of consumers (and, publicly 
available information pertaining to them) that is derived using any 
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(2) 

personally identifiable financial infonnation that is not publicly 
available. 

Nonpublic personal financial information does nr.)~ include: 

(a) Health information; 

(b) Publicly available infonnation, except as included on a list 
described in Subsection T(l)(b) of this section; or 

(c) Any list, description or other grouping of consumers (and publicly 
available infonnation pertaining to them) that is derived without 
using any personally identifiac financial infonnation that is not 
publicly available. 

(3) Examples of lists. 

(a) Nonpublic personal financial information includes any list of 
individuals, names and street addresses that is derived in whole or 
in part using personally identifiable financial infonnation that is 
not publicly available, such as account numbers. 

(b) Nonpublic personal financial infonnation does not include any list 
of individuals' names and addresses that contains only publicly 
available infonnation, is not derived in whole or in part using 
personally identifiable financial information that is not publicly 
available, and is not disclosed in a manner that indicates that any 
of the individuals on the list is a consumer of a financial 
institution. 

U. "Nonpublic personal health informatlm1" means health information: 

V. 

(1) That identifies an individual who is the subject of the infonnation; or 

(2) With respect to which there is a reasonable bac;is to believe that the 
infonnation could be used to identify an individual. 

(1) 11Personally identifiable financial information" means any irifonnation: 

(a) A consumer provides to a licensee to obtain an insurance product 
or service from the licensee; 

(b) About a consumer resulting from a transaction involving an 
insurance product or service between a licensee and a consumer; or 
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(c) The licensee otherwise obtains about a consumer in co1111ection 
with providing c.n insurance product or service to that consumer. 

(2) Examples. 

(a) Infonnation included. Personally identifiable financial infonnation 
incluCes: 

(i) lnfonnation a consumer provides to a licensee on an 
app:ic:.1tion to obtain an insurance product or service; 

(ii) Account ba1W1ce infonnation and payment history; 

(iii) The fact that an individual is or has been one of the 
licensee's customers or has obtained an insurance product 
or service from the licensee; 

(iv) Any infonnation about the licensee's consumer if it is 
disclo:,ed in a manner that indicates that the individual is or 
has been the Hcensee 's consumer; 

(v) Any infonnation that a consumer provides to a licensee or 
that the licensee or its agent otherwise obtains in 
connection with collecting on a loan or servicing a loan; 

(vi) Any information the licensee collects through an Internet 
cookie (an infonnation .. collec.ting device from a web 
server); and 

(vii) Infonnation from a consumer report. 

(b) tnfonnation not included. Personally identifiable financial 
information does not include: 

(i) Health infonnation; 

(ii) A list of names and addresses of customers of an entity that 
is not a financial institution; and 

(iii) Information that does not identif} a consumer, such as 
aggregate infonnation or blind data that does not contain 
personal identifiers such as account numbers, names or 
addre~; ,s. 
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W. (1) 0 Publicty available infonnationlt means any infonnation that a licensee 
has a reasonable basis to beli~ve is lawful!y made available to the general 
public from: 

(aj Federal, state or local government records; 

(I:>) Widely distributed media; ur 

(c) Disclosures to the general public that are required to be made by 
federal, state or local law. 

(2) Reasonable basis. A licensee has a reasonable basis to believe that 
infonnation is lawfully made available to the general public if the licensee 
has taken steps to determine: 

(a) That the infonnation is of the type that is available to the general 
public; 2nd 

(b) Whether an individual can direct that the information not be made 
available to the general public and, if so, that the licensee's 
consumer has not done so. 

(3) Examples. 

(a) Government records. Publicly avD.ilable infonnation in government 
records includes infonnation in government real estate records and 
security interest filings. 

(b) Widely distributed media. Publicly available infonnation from 
widely distributed media includes information from a telephone 
book, a television or radio program, a newspaper or a web site that 
is available to the general public on an unrestricted basis. A web 
site is not restricted merely because an Internet service provider or 
a site operator requires a fee or a password, so long as access is 
available to the general public. 

(c) Reasonable basis. 

(i) A licensee has a reasonable basis to believe that mortgage 
infonnation is lawfully made available to the general public 
if the licensee has determined that the infom1ation is of the 
type included on the public record in li1e jurisdiction where 
the mortgage would be recorded. 

(ii) A licensee h..:1 a reasonable basis to believe that an 
individual's telephone number is lawfully made available 
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Section 5. 

A, 

to the general public if the licensee ha5 located the 
telephone number in the telephone book or the consumer 
has infonned you that the teleph0ne number is not unlisted. 

ARTICLE II. PRIVACY AND OPT OUT NOTICES FOR 
FINANCIAL INFORMATION 

Initial Privacy Notice to Consumers Required 

Initial notice requirement. A licensee shall provide a clear and conspicuous notice 
that accurately reflects its privacy policies and practices to: 

(1) Customer. An individual who becomes the licensee's customer, not later 
than when the licensee establishes a customer relationship, except as 
provided in Subsection E of this section; and 

(2) Consumer. A consumer, before the licensee discloses any nonpublic 
personal financial infom1ation about the consumer to any nonaffiliated 
third party, if the licensee ma}(es a disclosure other than as authorized by 
Sections 15 and 16. 

B. When initial notice to a consumer is not required. A licensee is not required to 
provide an initial notice to a consumer under Subsection A(2) of this section if: 

(1) The licensee does not disclose any nonpublic personal financial 
infonnation about the consumer to any nonaffiliated third party, other than 
as authorized by Sections 15 and l 61 nnd the licensee does not have a 
customer relationship with the consumer; or 

(2) A notice has been provided by an affiliated licensee, as long as the notice 
clearly identific~ all licensees to whom the notice app,lies and is accurate 
with respect to the licensee and the other institutions. 

C. When the licensee e.C,tablishes a customer relationship. 

( 1) General rule. A licensee establishes a custome:r relationship at the time the 
licensee and the consumer enter into a con.tinuing relationship. 

(2) Examples of establishing customer relationship. A licensee establishes a 
customer relationship when the consumer: 

(a) Becomt:s a policyholder of a licensee that is an insurer when the 
insurer delivers an insurance policy or contract to the consumer, or 
in the case of a licensee that is an insurance producer or insurance 
broker, obtains insurance through that licensee; or 
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(b) Agrees to obtain finil.nciaJ, economic or investment advisory 
services relating to insurance products or services for a fee from 
the licensee. 

D. Existing customers. When an existing customer obtains a new insurance product 
or service from a licensee that is to be used primarily for personal, family or 
household purposes, the licensee satisfies the initial notice requirements of 
Subsection A of this section as fol)ows: 

(1) 7he licensee may provide a revised policy notice, under Section 9, that 
covers the customer's new insurance product or service; or 

(2) If the initial, ;evised or annual notice that the licensee most recently 
provided to that customer was accurate with re~pect to the new insurance 
product or service, the licensee does not need to provide a new privacy 
notice under Subsection .i\. of this section. 

E. Exceptions to allow Gubsequent delivery of notice. 

(l) A licensee may provide the initial notice required by Subsection A(l) of 
this section within a reasonable time after the licensee establishes a 
customer relationship if: 

(a) Establishing the customer relationship is not at the customer's 
election; or 

(b) Providing notice not later than when the licensee establishes a 
customer relationship would substantially delay the customer's 
transaction ruld the customer agrees to receive the notice at a later 
time. 

(2) Examples of excepttons. 

(a) Not at customer's election. Establishing a customer relationship is 
not at the customer's election if a ltcenr;ee acquires or is asoigned a 
customer's policy from another financial institution or residual 
market mechanism and the customer does not have a chu1ce about 
the licensee's acquisition or assignment. 

(b) Substantial delay of customer's transaction. Providing notice not 
later than when a licensee establishes a customer relationship 
would substantially delay the customer's transaction when the 
licensee and the individual agree over the teiephone to enter into a 
customer relationship involving prompt delivery of the insurance 
product or service. 
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F. 

Section 6. 

A. 

B. 

(c) No substantial delay of customer's transaction. Providing notice 
not later than when a licensee establishes a customer relationship 
would not substantia1ly delay the customer's transaction when the 
relationship is initiated in person at the licensee's office or through 
other means by which the customer may view the notice, such as 
on a web site. 

Delivery. When a licensee is required to deliver an initial privacy notice by this 
section, the licensee shall deliver it according to Section l 0. If the licensee uses a 
short-fonn initial notice for non-customers according to Section 7D, the licensee 
may deliver its privacy notice according to Section 70(3). 

Annual Privacy Notice to Customers Required 

(1) Genel'al mle. A licensee shalt provide a clear and conspicuous notice to 
customers that accurately reflects its privacy policies and practices not less 
than annually during the continuation of the customer relationship. 
Annually means at least once in any period of twelve (12) consecutive 
months during which that relationship exists. A licensee may define the 
twelve-consecutive-month period, but the licensee shall apply it to the 
customer on a consistent basis. 

(2) Example. A licensee provides a notice annually if it defines the twelve
con!>ecutive-month period as n calendar year and provides the annual 
notice to the customer once in each calendar year following the calendar 
year in which the licensee provided the initial notice, For example, if a 
customer opens an account on any day of year 1, the licensee shall provide 
an annual notice to that customer by Decembr.-r 31 of year 2. 

(1) Tennination of customer relationship. A licensee is not required to provide 
an annual notict to a fonner customer. A fonner customer is an individual 
with whom a licensee no !CJnger has a continuing relationship. 

(2) Examples. 

(a) A licensee no longer has a continuing relationship with an 
individual if the individual no longer is a current policyholder of 
an insurance product or no longer obtains insurance services with 
or through the licensee. 

(b) A licensee no longer has a r:ontinuing relationship with an 
individual if the individual's policy is lapsed, expired or otherwise 
inactive or donnant under the licensee's business practices, aud the 
licensee has not communicated with the customer about the 
relationship for a period of twelve ( 12) consecutive months, other 
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D. 

Section 7, 

A. 

than to provide annual privacy notices, material required by law or 
regulation, or promotional materials. 

(c) For the purposes of this regulation, a licensee no longer has a 
continuing relationship with an individual if the individual's last 
known address according to the licensee's records is deemed 
invalid. An address of record is dr.emed invalid if mail sent to that 
address by the licensee has been returned by the postal authorities 
as undeliverable and if subsequent attempts b} the licensee to 
obtain a current valid address for the individual have been 
unsuccessful. 

(d) A licensee no longer has a continuing relationship with a customer 
in the case of providing real estate settlement sen1ices, at the time 
the customer completes execution of all documents related to the 
real estate closing, payment for those services has been received, 
or the licensee has completed all of its responsibilities with respect 
to the settlement, including filing documents on the public record, 
whichever is later. · 

Delivery, \Vhen a licensee is required by this section to deliver an annual privacy 
notice, the licensee shall deliver it according to Section 10. 

Information to be Included in Privacy Notices 

General rule. The initial, annual and revised privacy notices that a licensee 
provides under Sections 5, 6 and 9 shall include each of the following items of 
information, in addition to any other information the licensee wishes to provide, 
that applies to the licensee and to the consumers to whom the licensee sends its 
privacy notice: 

(1) The categories of nonpublic personal financial infonnation that the 
licensee collects; 

(2) The categories of nonpublic personal financial information that the 
licensee discloses; 

(3) The categories of affiliates and nonaffiliated third parties to whom the 
licensee discloses nonpublic personal financial infonnatlon, other than 
those parties to whom the licensee discloses infonnation under Sections 15 
and 16; 

(4) The categories of nonpublic personal liuancial infonnation about the 
licensee's former customers that the licensee disc1oses and the categories 
of affiliates and nonaffiliated third parties to whom the licensee discloses 
nonpublic personal financial infonnation about the licensee's fonner 
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customers, other than those parties to whom the licensee discloses 
information under Sections 15 and 16; 

(5) If a licensee discloses nonpublic personal financial infonnation to a 
noriaffiliated third party under Section 14 (and no other exception in 
Sections 15 and 16 applies to that disclosure), a separate description of the 
categories of infonnation the licensee discloses and the categories of third 
parties with whom the licensee has contracted; 

(6) An explanation of the consumer's right under Section 11 A to opt out of 
the disclosure of nonpublic personal financial infonnation to nonaffiliated 
third parties, including the methods by which the consumer may exercise 
that right at that time; 

(7) Any disclosures that the licensee makes under Section 603(d)(2)(A)(iii) of 
the federal Fair Credit Reporting Act (15 U.S,C. 1681 a(d)(2)(A)(iti)) (that 
is, notices regarding the ability to opt out of disclosures of infom1ation 
among affiliates); 

(8) The licensee 1s policies and practices with respect to protecting the 
confidentiality and security of nonpublic personal infonnation; and 

(9) Any disclosure that the licensee makes under Subsection B of this section. 

B. Description of parties subject to exceptions. If a licensee discloses nonpublic 
personal fina·11cial information as authorized under Sections 15 and 16, the 
licensee is not required to list those exceptions in the initial or annual privacy 
notices required by Sections 5 and 6. When describing the categories of parties to 
whom disclosure is made, the license~ is required to state only that it makes 
disclosures to other affiliated or nonaffiliated third parties, as applicable, as 
permitted by law. 

C. Examples. 

( 1) Categories of nonpublic personal financial infonnation that the licensee 
collects. A licensee satisfies the requirement to categorize the nonpublic 
personal financial infonnation it collecto if the licensee categorizes it 
according to the source of the i11fonnation, as applicable: 

(a) Infonnation from the consumer; 

(b) Information about the consumer's transactions with the licensee or 
its affiliates; 

(c) lnfonnation about the connumer's transactions with nonaffiliated 
third parties; lmd 
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(2) 

(d) lnfonnation from"' consumer reporting agency. 

Categories of nonpublic personal financial infonnation a licensee 
disc]oses. 

(a) A licensee satisfies the requirement to categorize nonpublic 
personal financial information it discloses if the licensee 
categorizes the infonnation accordin!t to source, as described in 
Paragraph (1 ), as applicable, and provid~s a few examples to 
illustrate the types of infonnation in each category. These might 
include: 

(i) Information from the consumer, including application 
information, such as assets and income and identifying 
information, such as name, address and social security 
number; 

(ii) Transaction information, such as .infonnation about 
balances, payment history and parties to the transaction; 
and 

(iii) Infonnataon from consumer reports, such as a consumer's 
creditworthiness ~nd credit history. 

(b) A licensee does not adequately categorize the infonnation that it 
discloses if the licensee uses only general terms, such as 
transaction infonnation about the consumer. 

(c) If a licensee reserves the right to disclose all of the nonpublic 
personal financial information about consumers that it collects, the 
licensee may simply state that fact without describing the 
categories or examples of nonpublic personal infonnation that the 
licensee discloses, 

(3) Categories of affiliates and nonaffiliated third parties to whom the licensee 
discloses. 

(a) A licensee satisfies the requirement to categorize the affiliates and 
nonaffiliated third parties to which the licensee discloses nonpublic 
personal financial information about consumers if the licensee 
identifies the types of businesses in which they engagec 

(b) Types of businesses may be described by general tenns only if the 
licensee uses a few illustrative examples of significant lines of 
business. For example, a licensee may use the term financial 
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products or services if it includes appropriate examples of 
significant lines of businesses, such as life insurer, automobile 
insurer, consumer banking or securities brokerage. 

(c) A licensee also may r.ategorize the affiliates and nonafflliated third 
parties to which it disclose,s nonpublic personal financial 
infonnation about consumers using more detailed categories. 

(4) Disclosures under exception for service providers and joint marketers. If a 
licensee discloses nonpublic petsonal financial information under the 
exception in Section 14 to a nonafflliated third party to market products or 
services that it offers alone or jointly with another financial institution, the 
licensee satisfies the disclosure requirement of Subsection A(S) of this 
section if it: 

(a) Lists the categories of nonpublic personal financial infonnation it 
discloses, using the same categories and examples the licensee 
used to meet the requirements of Subsection A(2) of this section, 
as applicable; and 

(b) States whether the third party is: 

(i) A service provider that perfonns marketing services on the 
licensee's behalf or on behalf of the licensee and another 
financial institution; or 

(ii) A financial institution with whom the licensee has a joint 
marketing agreement. 

(5) Simplified notices. If a licensee does not disdose, and does not wish to 
reserve the right to disclose, nonpublic personal financial infonnation 
about customers or former customers to affiliates or nonaffiliated third 
parties except as authorized under Sections 15 and 16, the licensee may 
simply state that fact, in addition to the infonnation it shall provide under 
Subsections A(l ), A(8), A(9) and Subsection B of this section, 

(6) Confidentiality and security. A licensee describes its policies and practices 
with respect to protecting the confidentiality and security of nonpublic 
personal financial infonnation if it does both of the following: 

(a) Describes in general tenns who is authorize<l to have access to the 
information; and 

(b) States whether the licensee has security practices and procedures in 
place to ensure the confidentiality of the infonnation in accordance 
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with the licensee's policy. The licensee is not required to describe 
technical information about the safeguards it uses, 

D. Short-fonn initial notice with opt out notice for non•customers. 

(1) A licensee may satisfy the initial notice requirements in Sections 5A(2) 
and SC for a consumer who is not a customer by providing a short•fonn 
initial notice at the same time as the licensee delivers an opt out notice as 
required in Section 8. 

(2) A short-form initial notice shall: 

(a) Be clear and conspicuous; 

(b) State that the licensee's privacy notice is available upon n~qucst; 
and 

(c) Explain a reasonable means by which the consumer may obtain 
that notice. 

(3) The licensee shall deliver its short-fonn initial notice according to Section 
1 O. The licensee is not required to deliver its privacy notice with its short
fonn initial notice. The licensee instead may simply provide the consumer 
a reasonable means to obtain its privacy notice, lf a consumer who 
receives the licensee's short-form notice requests the licensee's privacy 
notice, the licensee shall deliver its privacy notice according to Section I 0, 

(4) Examples of obtaining privacy notice. The licensee provides a reasonable 
means by which a consumer may obtain a copy of its privacy notice if the 
licensee: 

(a) Provides a toll-free telephone number that the consumer may call 
to request the notice; or 

{b) For a consumer who conducts business in person at the licensee's 
office, maintains copies of the notice on hand that the licensee 
provides to the consumer immediately upon request. 

E. Future disclosu-res. The licensee's notice may include: 

(1) Categories of nonpublic personal financial infonnation that the licensee 
reserves the right to disclose in the future, but does not currently disclose; 
md . 
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F. 

Section 8, 

A. 

(2) Categories of affiliates or nonafflliated third parties to whom the licensee 
reserves the right in the future to disclose, but to whom the licensee docs 
not currently disclose, nonpublic personal financial information. 

Sample clauses. Sample clauses illustrating some of the notice content required by 
this section are included in Appendix A of this regulation, 

Form of Opt Out Notice to Consumers and Opt Out Methods 

(l) Form of opt out notice. If a licensee is required to provide an opt out 
notice under Section 11 A, it shall provide a clear and conspicuous notice 
to each of its consumers tha.t accurately explains the right to opt out under 
that section. The notice shall state: 

(a) That the licensee discloses or reserves the right to disclose 
nonpublic personal financial information about its consumer to a 
nonafflliated third party; 

(b) That the consumer has the right to opt out of that disclosure; and 

(c) A reasonable means by which the consumer may exercise the opt 
out right. 

(2) Examples. 

(a) Adequate opt out notice. A licensee provides adequate notice that 
the consumer can opt out of the disclosure of nonpublic personal 
financial infonnation to a nonaffiliated third party if the licensee: 

(i) Identifies all of the categories of nonpublic personal 
financial infonnation that it discloses or reserves the right 
to disclose, and all of the categories of nonaffiliated third 
parties to which the licensee discloses the infonnation, as 
described in Section 7 A(2) and (3 ), and states that the 
consumer can opt out of the disclo~ure of that information; 
and 

(ii) Identifies the insurance products or services that the 
consumer obtains from the licensee, either singly or jointly, 
to which the opt out direction would apply. 

(b) Reasonable opt out means. A licensee provides a reasonable means 
to exercise an opt out right if it: 

Designates check-off boxes in a prominent position on the 
relevant fonns with the opt out notice; 
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(ii) Includes a reply form together with the opt out notice; 

(iii) Provides an electronic means ~o opt out. such as a fonn that 
can be sent via electronic mail or a process at the licensee's 
web site, if the consumer agrees to the electronic delivery 
of information; or 

(iv) Provides a toll-free telephone number that consumers may 
call to opt out. 

(c) Unreasonable opt out means, A licensee does not provide a 
reasonable means of opting out if: 

(i) The only means of opting out is for the consumer to write 
his or her own letter to exorcise that opt out right; or 

(ii) The only means of opting out as described in any notice 
subsequent to the initial notice is to use a check-off box 
that the licensee provided with the initial notice but did not 
include with the subsequent notice, 

(d) Specific opt out means. A licensee may require each consumer to 
opt out through a specific means, as long as that means is 
reasonable for that consumer. 

B. Same fonn as initial notice permitted. A licensee may provide the opt out notice 
together with or on the same written or electronic form as the initial notice the 
licensee provides in accordance with Section 5. 

C. Initial notice required when opt out notice delivered subsequent to initial notice. If 
a licensee provides the opt out notice tater than required for the initial notice in 
accordance with Section s. the licensee shall also include a copy of the initial 
notice with the opt out notice in writing or, if the consumer agrees, electrunically. 

D. Joint relationships. 

( 1) If two (2) or more consumers jointly obtain an insurance product or 
service from a licensee, the licensee may provide a single opt out notice, 
The licensee's opt out notice shall explain how the licensee will tr~at an 
opt out direction by a joint consumer (as explained in Paragtaph (S) of this 
subsection). 

(2) Any of the joint consumers may exercise the right to opt out. The licensee 
may either: 
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(a) Treat an opt out direction by a joint consumer as applying lo all of 
the associated joint consumers; or 

(b) Permit each joint consumer to opt out separately. 

(3) If a licensee permits each joint consumer to opt out separately, the licensee 
shall permit one of the joint consumers to opt out on behalf of all of the 
joint consumers. 

( 4) A licensee may not require all joint consumers to opt out before it 
implements any opt out direction. 

(S) Example. If John and Mary are both named policyholders on a 
homeowner's insurance policy issued by a license~ and the licensee sends 
policy statements to John's address, the licensee may do any of the 
following, but it shall explain in its opt out notice which opt out policy the 
licensee will follow: 

(a) Send a single opt out notice to John's address, but the licensee 
shall accept an opt out direction from either John or Mary. 

(b) Treat an opt out direction by either John or Mary as applying to the 
entire policy. If the licensee does so and John opts out, the licensee 
may not require Mary to opt out as well before implementing 
John's opt out direction, 

(c) Pennit John and Mary to make different opt out directions, If the 
licensee does so: 

(i) It shall pennit John and Mary to opt out for each other; 

(ii) If both opt out, the licensee shalJ pennit both of them to 
notify it in a single response (such as on a form or through 
a telephone call); and 

(iii) lf John opts out and Mary does not, the licensee may only 
disclose nonpublic personal financial infonnation about 
Mary, but not about John and not about John and Mary 
jointly. 

E. Time to ~omply with opt out. A licensee shall comply with a cunsurner's opt out 
direction as soon as reasonably prac · ic able after the licensee receives it. 

F. Continuing right to opt out. A consumer may exercise the right to opt out at any 
time. 
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G. Duration of consumer's opt out direction, 

H. 

Section 9, 

A. 

(1) A consumer,& direction to opt out under this section is effective until the 
con6umcr revokes it in writing or, if the consumer agrees, electronically. 

(2) When a customer relationship tenninates, the customer's opt out dir~ction 
continues to apply to the nonpublic personal financial infonnation that the 
licensee collected during or related to that relationship. If the individual 
subsequently establishes a new customer relationship with the licensee, the 
opt out direction that applied to the former relationship does not apply to 
the new relationship. 

Delivery. When a licensee is required to deliver an opt out notice by this section, 
the licensee shall deliver it according to Section 10. 

Revised Prlvacy Notices 

General rule. Except as otherwise authorized in this regulation, a licensee shall 
not, directly or through an affiliate, disclose any nonpublic personal financial 
information about a consumer to a nonaffiliated third party other than as described 
in the initial notice that the licensee provided to that consumer under Section S, 
unless: 

( 1) The licensee has provided to the consumer a clear and conspicuous revised 
notice that accurately describes its policies and practices; 

(2) The licensee has provided to the consumer a new opt out notice; 

(3) The licensee has given the consumer a reasonable opportunity, before the 
licensee discloses the infonnation to the nonaffiliated third party, to opt 
out of the disclosure; and 

( 4) The consumer does not opt out. 

B. Examples. 

(1) Except as otherwise permitted by Sections 14, 15 and 16, a licensee shal) 
provide a revised notice before it: 

(a) Discloses a new category of nonpublic personal financial 
infonnation to any nonaffiliated third party; 

(b) Discloses nonpublic personal financial infom1ation to a new 
category of nonaffiliated third party; or 
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(c) Discloses nonpublic personal tlnanc:ial information about a fomier 
customer to a nonaffiliated ~hird party, if that former customer has 
not had the opportunity to exercise an opt out right regarding that 
disclosure. 

(2) A revised notice is not required if the licensee discloses nonpublic 
personal financial information to a new nonaffiliatcd third party that the 
licensee adequately described in its prior notice. 

C. Delivery. When a licensee is required to deliver a revised privacy notice by this 
section, the licensee shall deliver it according to Section 10. 

Section 1 O. Delivery 

A. How to provide notices, A licensee shall provide any notices that this regulation 
requires so that each consumer can reasonably be expected to receive actual 
notice in writing or, if the consumer agrees, electronically. 

B. (]) Examples of reasonable expectation of actual notice. A licensr.e may 
reasonably expect that a consumer will receive actual notice if the 
licenst·e: 

(a) Hand-delivers a printed copy of the notice to the consumer; 

(b) Mails a printed copy of the notice to the last known address of the 
consumer separately, or in a policy, billing or other written 
communication; 

(c) For a consumer who conducts transactions electronically, posts the 
notice on the electronic site and requires the consumer to 
acknowledge receipt of the notice as a necessary step to obtaining 
a particular insurance product or service; 

(d) For an isolated transaction with a consumer, such as the licensee 
providing an insurance quote or se11ing the consumer travel 
insurance, posts the notice and requires the consumer to 
acknowledge receipt of the notice as a necessary step to obtaining 
the particular insurance product or service. 

(2) Examples of unreasonable expectation of actual notice. A licensee may 
not, however, reasonably expect that a consumer will receive actual notice 
of its privacy policies and practices if it: 

(a) Only posts a sign in its office or gen~rally publishes 
advertisements of its privacy policies and practices; or 
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(b) Sends the notice via electronic mall to a consumer who does not 
obtain an insurance product or service from the licensee 
electronically, 

C, Annual notices only. A licensee may reasonably expect th"t a customer will 
receive actual notice of the licensee's annual privacy notice if: 

( 1) The customer uses the licensee's web site to access insurance products and 
services electronic,dly and agrees to receive notices iH lhe web site and the 
licensee posts, its current privacy notice continuously in a clear and 
conspicuous manner on the web site; or 

(2) The customer has requested that the licensee refrain from sending any 
mfonnation regarding the customer relationship, and the licensee's current 
privacy notice remains available to the customer upon request. 

D. r..,.ral description of notice insufficient. A licensee may not provide any notice 
required by this regulation solely by orally explaining the notice, either in person 
or over the telephone. · 

E. Retention or accessibility of notices for customers. 

(1) For customers only, a Hcensee shall provide the initial notice required by 
Section SA( l ), the annual notice required by Section 6At and the revised 
notice re1~u1red by Section 9 so that the customer can retain them or obtain 
them later in writing or, if the customer agrees, electronically. 

(2) Examples of retention or accessibility. A licensee provides a privacy 
notice to the customer so that the cp:,tomer can retain it or obtain it later if 
the licensee: 

(a) Hand-delivers a printed copy of the notice to the customer; 

(b) Mails a printed copy of the notice to the last known address of the 
customer; or 

(c) Makes its current privacy notice available on a web site (or a link 
to another web site) for the customer who obtains an insurance 
product or service electronically and agrees to receive the notice at 
the web site. 

F, Joint notice with other financial institutions, A licensee may provide a joint notice 
from the licensee and one or more of its affiliates or other financial institutions, as 
identified in the notice, as long as the notice is accurate with respect to the 
licensee and the other institutions. A licensee also may provide a notice on behalf 
of another financial institution. 
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G. Joint relationships. lf two (2) or more consumers jointly obtain an insurence 
product or service from a licensee, the licensee may satisfy the initial, annual and 
revised notice requirements of Sections SA, 6A and 9A, respectively, by 
providing one notice to those '-Onsumers jointly. 

ARTICLE III. LIMITS ON DISCLOSURES OF FINANCIAL INFORMATION 

Section 11, Limits on Dtsclosure of NonpubUc Personal Financial Information to 
Nonarnllated Third Parties 

A. ( 1) Conditions for disclosure. Except as otherwise authorized in this 
regulation, a licensee may not, directly or through any affiliate, disclose 
any nonpublic personal financial infonnation about a consumer to a 
nonafflliated third party unles~: 

(a) The licenstJe has provided to the consumer an initial notice as 
required under Section 5; 

(b) The licensee has provided to the consumer an opt out notice as 
required in Section 8; 

(c) The licensee has given the consumer a reasonable opportunity, 
before it discloses the infonnation to the nonaffi~iated third party, 
to opt out of the disclosure; and 

(d) The consumer does not opt out. 

(2) Opt out definition. Opt out means a direction by the consumer that the 
licensee not disclose nonpublic personal financial information about that 
consumer to a nonaffiliated third party, other than as pennitted by Sections 
14, 15 and 16, 

(3) Examples of reasonable opportunity to opt out. A licensee provides a 
consumer with a reasonable opportunity to opt out if: 

(a) By mail. The licensee mails the notices required in Paragraph (1) 
of this subsection to the consumer and allows the consumer to opt 
out by mailing a form, ca11ing a toll-free telephone number or any 
other reasonable means within thirty (30) days from the date the 
licensee mailed the notices, 

(b) By electronic means, A custo1rcr opens an on-line account with a 
licensee and agrees to receive tL ; notices required in Paragraph ( 1) 
of this subsection electronically, and the licensee allows the 
customer to opt out by any reasonable means within thirty (30) 
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days after the date that the customer acknowledges receipt of the 
notices in conjunction with opening the account. 

(c) foolated transaction with consumer. For an isolated transaction 
such as providing the consumer with ar, insurance quote, a licensee 
provides the consumer with a reasonable opportunity to opt out if 
the licensee provides the notices required in Paragraph ()) of this 
subsection at the time of the transaction and requests that the 
consumer decide, as a necessary part of the transaction, whether to 
opt out before completing the. transaction. 

B. Application of u("1 out to all consumers and all nonpublic personal f1nancial 
infonnation. 

(1) A licensee shall comply with this section, regardless of whether the 
licensee and the consumer have established a customer relationship. 

(2) Unless a licensee complies with this section, the licensee may not, directly 
or through any affiliate, disclose c\ny nonpublic personal financial 
information about a consumer that the licensee has collected, regardless of 
whether the licensee collected it before or after receiving the direction to 
opt out from the consumer. 

C. Partial opt out. A licensee may allow a consumer to select certain nonpublic 
personal financial information or certain nonafftliated third patties with respect to 
which the consumer wishes to opt out. 

Sectlou 12. Limits on Redisclosure and Reuse of Nonpublic Personal Financial 
Information 

A. (1) Information the licensee receives under an exception. If a licensee receives 
nonpublic personal financial infonnation from a nonaffiliated financial 
institution under an exception in Sections 15 or 16 of this regulation, the 
licensee's disclosure and use of that infonnation is limited as follows: 

(a) The licensee may disclose the information to the affiliates of the 
financial institution from which the licensee received the 
infonnation; 

(b) The Hcensee may disclose the infonnation to its affiliates, but the 
licensee's affiliates may, in tum, disclose and use the infonnation 
only to the extent that the Hcensee may disclose and use the 
information; and 

(c) The licensee may disclose and use the information pursuant to an 
exception in Sections 15 or 16 of this regvlation, in the ordinary 
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course of b1-;;iness to carry out the activity covered by the 
exception under which the licensee received the infonnation. 

(2) Example, lf a licensee receives ,nfonnation from a nonafflliated financial 
institution for claims settlement purposes, the licensee may disclose the 
information for fraud prevention, or in response to a properly authorized 
subpoena, The licensee may not disclose that infonnation to a third party 
for marketing purposes or use that information for its own marketing 
purposes. 

B, (1) lnformatjon a licensee receives outside of an exception. If a licensee 
receives nonpublic personal finru. \al infonnation from a nonaffiliated 
financial institution other than under an exception in Sections 15 or 16 of 
this regulation, the licensee may disclose the infonnation only: 

(a) To the affiliates of the financial institution from which the licensee 
received the infom1ation; 

(b) To its affiliates, but its affiliates may, in tum, disclose the 
infonnation only to the extent that the licensee may disclose the 
infonnation; and 

(c) To any other person, if tt,e disclosure would be lawful if made 
directly to that person b,, the finandal institution from which the 
licensee received the in:.ormation. 

(2) Example. If a licensee obtains a customer list from a nonafflliated 
financial institution l)Utside of the exceptions in Sections 15 or 16: 

(a) The licensee may use t~.at llst for its 0,110 purposes; and 

{b) The licensee may disclose that list to another nonafflliated third 
party ~nly if the finandal im,titution from which the licensee 
purchased the iist could have lawfulJy disclosed the list to that 
third party. That is, the licensee may disclose the list in accordance 
with the privacy policy of the financial institution from which the 
licensee received the list, as limited by the opt out direction of each 
consumer whost-: nonpublic personal financial infonru-.tion the 
licensee intends to disclose, and the licensee may disclose the list 
in accordance with an exception in Sections 15 or 16, such as to 
the licensee•s attorneys or accountants. 

C. lnfonnation a licensee discloses under an exception. If a licensee discloses 
nonpublic personal financial information to a nonaffiliated third party under an 
exception in Sections IS or 16 of this regulation, the third party may disclose and 
use that information only as follows: 
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(1) The third party may disclose the infonnation to the licensee I s affiliates; 

(2) The third party may disclose the infonnation to its affiliates. but its 
affiliates may, in tum, disclose and use the information only to the extent 
that the third party may disclose and use the information; and 

(3) The third party may disclose and use the infonnation pursuant to an 
exception in Sections 1 S or 16 in the ordinary course of business to carry 
out the activity covered by the exception under which it received the 
infonnation. 

D. Information a licensee discloses outside of an exception. lf a licensee discloses 
nonpublic personal financial infonnation to a nonafflliated third party other than 
under an exception in Sections 15 or 16 of this regulation, the third party may 
disclose the information only: 

(1) To the licensee•s affiliates; 

(2) To the third party's affiliates, but the third party's affiliates, in tum, may 
disclose the infonnation only to the extent the third party can disclose the 
infonnation; and 

(3) To any other person, if the disclosure would be lawful if the licensee made 
it directly to that person. 

Section 13, Limits on Sharing Account Number Information for Marketing Purposes 

A. General prohibitiC'Jn on disclosure of account numbers. A licensee shall not, 
directly or through an affiliate, disclose, other than to a consumer reporting 
agency, a policy number or similar fonn of access number or access code for a 
consumer's policy or transaction account to any nonaffiliated third party for use in 
telemarketing, direct mail marketing or other marketing through electronic mail to 
the consumer, 

B. Exceptions. Subsection A of this section does not apply if a licensee discloses a 
policy number or similar fonn of access number or access code: 

(1) To the licensee's service provider solely in order to perfonn marketing for 
the licensee's own products or services, as long as the service provider is 
not nuthorized to directly initiate charges to the account; 

(2) To a licensee who is a producer solely in order to perfonn marketing for 
the licensee•s own products or services; or 

C 2000 NatiollJ'l Association of Insurance Commissioners 32 



(3) To a participant in an affinity or similar program where the participants in 
the program are identified to the customer when the customer enters into 
the program. 

C. Examples. 

( 1) Policy number, A policy number, or similar fotm of access number or 
access code, does not include a number or code in an encrypted fonn, as 
long as the licensee does not provide the recipient with a means to decode 
the number or code. 

(2) Policy or transaction account For the purposes of this section, a policy or 
transaction account is an account other than a deposit account or a credit 
card account. A policy or transaction account does not include an account 
to which third parties cannot initiate charges. 

ARTICLE IV, EXCEPTIONS TO LIMITS ON DISCLOSURES OF 
FlNANCIAL INFORMATION 

Section 14. Exception to Opt Out Requirements for Disclosure of Nonpublic Personal 
Financial Information for Service Providers und Joint l\1arketing 

A. General rule. 

( 1) The opt out requirements in Sections 8 and 11 do not apply when a 
licensee provides nonpublic personal financial infonnation to a 
nonaffiliated third party to perfonn services for the licensee or functions 
on the licensee's behalf, if the licensee: 

(a) Provides the initial notice in accordance with Section 5; and 

(b) Enters into a contractual agreement with the third party that 
prohibits the third party from disclosing or using the information 
other than to carry out the purposes for which the licensee 
disclosed the infonnation, including use under an exception in 
Sections 15 or 16 in the ordinary course of business to carry out 
those purpose~. 

(2) Example. If a licensee discloses nonpublic personal financial infonnation 
under this section t".l a financial institution with which the licensee 
perfonns joint marketing, the licensee's contractual agreement with that 
institution meets the requirementb of Par~graph ( 1 )(b) of this subsecti0l1 if 
it prohibits the institution from disclosing or using the nonpublic personal 
financia) infonnation except as necessary to ccm-y out the joint marketing 
or under an exception in Sections 15 or 16 in th!! vrdinary course of 
business to carry out that joint marketing, 
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B. Service may include joint marketins, The i:;ervicca a nonaftlHated third party 
performs for a licensee under Subsection A of this section may include marketing 
of tho liccmsce's own products or services or marketing of flnancial products or 
services offered pursuant to joint agreements between the licensee and one or 
more financial institutions, 

C. Definition of 11joint agreement." For purposes of this section, 11joint agreement" 
means a written contract punmant to which a licensee and one or more financial 
institutions jointly offer, endorse or sponsor a financial product or service. 

Section 15, Exceptions to Notice and Opt Out Requirements for Disclosure of Nonpublic 
Personal FJoanclal Information for Processing and Servicing Transactions 

A. Exception11 for processing transactions at consumer's request. The requirements 
for initial notice in Section 5A(2), the opt out in Sections 8 and 11, and service 
providers and joint marketlng ln Section 14 do not apply if the licensee discloses 
nonpublic personaJ financial infonnntion as necessary to effect, administer or 
enforce a transaction that a consumer requests vr authorizes, or in connection 
with: 

( 1) Servicing or processing an insurance product or service that a consumer 
req1Jests or authorizes; 

(2) Maintaining or servicing the consumer's account with a licensee, or with 
another entity as part of a private label credit card program or other 
extension of credit on behalf of such entity; 

(3) A proposed or actual securitization, secondary market sale (including sales 
of servicing rights) or similar transaction related to a transaction of the 
consumer; or 

(4) Reinsurance or stop loss or excess loss insurance. 

B. 11Necessary to effect, administer or enforce a transaction,. means that the 
disclosure is: 

( 1) Required, or is one of the lawful or appropriate methods, to enforce the 
licensee's rights or the rights of other persons engagt;d in carrying out the 
financial transaction or providing the product or service; or 

(2) Required, or is a usual, appropriate or acceptable method: 

(a) To carry out the transaction or the product or service business of 
which the transaction is a part, and record, service or maintain the 
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consumerts account in the ordinary course of providing the 
insurance product or service; 

(b) To administer or service benefits or claims relating to the 
transaction or the product or service business of which it is a part; 

(c) To provide a confinnation, statement or other record of the 
transaction, or infonnation on the status or value of the insurance 
product or service to the consumer or the consumer's agent or 
broker; 

(d) To accrue or recognize incentives or bonuses associated with the 
transaction that are provided by a licensee or any other party; 

(e) To underwrite insurance at the consumer's request or for any of the 
following purposes as they relate to a consumer's insurance: 
account administration, reporting, investigating or preventing fraud 
or material misrepresentation, processing premium payments, 
processing insurance . claims, administering insurance benefits 
(including utilization review activities), participating in research 
projects or as otherwise required or specifically pennitted by 
federal or state law; or 

(f) In connection with: 

(i) The authorization, settlement, billing, processing, clearing, 
transferring, reconciling or collection of amounts charged, 
debited or otherwise paid using a debit, credit or other 
payment card, check or account number, or by other 
payment means; 

(ii) The transfer of receivables, accounts or interests therein; or 

(iii) The audit of debit, credit or other payment information, 

Section 16. Other Exceptions to Noti~P ~nd Opt Out Requirements for Disclosure of 
Nonpubllc Personal Flnanclal Information 

A. Exceptions to opt out requirements, The requirements for initial notice to 
consumers in Section SA(2), the opt out in Sections 8 and 11, and service 
providers and joint marketing in Section 14 do not apply when a licensee 
discloses nonpublic personal financial infonnation: 

(1) With the consent or at the direction of the consumer, provided that the 
consumer has not revoked the consent or direction; 
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(2) (a) To protect the confidentiality or security of a licensee I s records 
pertaining to the consumer, service, product or transaction; 

(b) To protect against or prevent actual or potential fraud or 
unauthorized transactions; 

( c) For required institutional risk control or for resolving consumer 
disputes or inquiries; 

( d) To persons holding a legal or beneficial interest relating to the 
consumer; or 

( e) To persons acting in a fiduciary or representative capacity on 
behalf of the consumer; 

(3) To provide information to insurance rate advisory organizations, guaranty 
funds or agencies, agendes that are rating a licensee, persons that are 
.\ssessing the licensee's compliance with industry standards, and the 
licensee's attorneys, accountants and auditors; 

(4) To the extent specifically permitted or required under other provisions of 
law and in accordance with the federal Right to Financial Privacy Act of 
1978 ( 12 U.S.C. 3401 et seq,), to law enforcement agencies (including the 
Federal Reserve Board, Office of the Comptroller of the Currency, Federal 
Deposit Insurance Corporation1 Office of Thrift Supervision, National 
Credit Union Administration, the Securities and Exchange Commission, 
the Secretary of the Treasury, with respect to 31 U.S.C. Chapter 53, 
Subchapter II (Records and Reports on Monetary Instruments and 
Transactions) and 12 U,S.C. Chapter 21 (Financial Recordkeeping), a state 
insurance authority, and the Federal Trade Commlssion)1 selfwregulatory 
organizations or for an investigation on a matter related to public safety; 

(5) (a) To a consumer reporting agency in accordance with the federa 1 

Fair Credit Reporting Act ( 15 U.S.C. 1681 et seq,); or 

(b) From a consumer report reported by a consumer reporting agency; 

(6) In connection with a proposed or actual sale, merger, transfer or exchange 
of all or a portion of a business or operating unit if th~ disclosure of 
nonpublic personal financial information concerns solely consumers of the 
business or unit; 

(7) (a) To comply with federal, state or local laws, rules and other 
applicable kgal requirements; 
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(b) To comply with a properly authorized civil, criminal or regulatory 
investigation, or subpoena or summons by federal, state or local 
authoritir.:s; or 

(c) To respond to judicial process or govenunent regulatory authorities 
having jurisdiction over a licensee for examination, compliance or 
other purposes as authorized by law; or 

(8) For purposes related to the replacement of a group benefit plan, a group 
health plan, a group welfare pl~n or a workers' compensation plan. 

B. Example of revocation of consent. A consumer may revoke consent by 
subsequently exercising the right to opt out of future disclosures of nonpublic 
personal infonnation as permitted under Section SF. 

Drafting Note: Because the notice requirements of this regulation could be a financial burden on 
a company in liquidation or receivership and negat,vely impact the ability of the liquidator or 
receiver to pay claims, regulators may want to consider adding an additional exception providing 
that licensees in liquidation or receivership are not subject to the notice provisions of this 
regulation. 

ARTICLE V, RULES FOR HEALTH INFORMATION 

Section 17. When Authorization Required for Disclosure of Nonpublic Personal Health 
Information 

A. A licensee shall not disclose nonpublic personal health infonnation about a 
consumer or customer unless an authorization is obtained from the consumer or 
customer whose nonpublic personal health infonnation is sought to be disclosed. 

B. Nothing in this section shall prohibit, restrict or require an authorization for the 
disclosure of nonpublic personal health infonnatior1 by a licensee for the 
performance of the following insuratice functions by or on behalf of the licensee: 
claims administration; claims &djustment and management; detection, 
investigation or reporting of actual or potential fraud, misrepresentation or 
criminal activity; underwriting; policy placement or issuance; loss control; 
ratemaking and guaranty fund functions; reinsurance and excess loss insurance; 
risk management; case management; disease management; quality assurance; 
quality improvement; performance evaluation; provider credentialing verification; 
utilization review; peer review activities; actuarial, scientific, medical or public 
policy research; grievance procedures; internal administration of compliance, 
managerial, and infonnation systems; policyholder service functions; auditing; 
reporting; database security; administration of consumer disputes and inquiries; 
external accreditation standards; the replacement of a group benefit plan or 
workers compensation policy or program; activities in connection with a sale, 
merger, transfer or exchange of all or part of a business or operating unit; a11y 

0 2000 National Association of Insurance Commissioners 3 7 



activity that pennits disclosure without authorization pursuant to the federal 
Health Insurance Portability and Accountability Act privacy rules promulgated by 
the U.S. Department of Health and Human Services; disclosure that is required, or 
is one of the lawful or appropriate methods, to enforce the licensee's rights or the 
rights of other persons engaged in carrying out a transaction or providing a 
product or service that a consumer requests or authorizes; and ;tny activity 
otherwise pennitted by law, required pursuant to governmental reporting 
authority, or to comply with legal process. Additional insurance functions may be 
added with the approval of the commissioner to the extent they are necessary for 
appropriate performance of insurance functions and are fair and reasonable to the 
interest of consumers. 

Section 18. Authorizations 

A. A valid authorization to disclose nonpublic personal health information pursuant 
to this Article V shall be in written or electronic fonn and shall contain all of the 
following: 

(1) The identity of the consun'ler or customer who is the subject of the 
nonpublic personal health infonnation; 

(2) A general description of the types of nonpublic personal health 
infonnation to be disclosed; 

(3) General descriptions of the parties to whom the licensee discloses 
nonpublic personal health infonnation, the purpose of the disclosure and 
how the inform1tion will be used; 

(4) The signature of the 0onsumer or customer who is the subject of the 
nonpublic personal health infonnntion or the individual who is legally 
empowered to grant authority and the date signed; and 

(5) Notice of the length of time for which the authorization is valid and that 
the consumer or customer may revoke the authorization at any time and 
the procedure for making a revocation, 

B. An authorization for the purposes of this Article V shall specify a length of time 
for which the authorization shall remain valid, which in no event sha.11 be for more 
than twenty-four (24) months. 

C. A consume1· or customer who is the subject of nonpublic personal health 
infonnation may revoke an authorization provided pursuant to this Article V at 
any time, subject to the rights of an individual who acted in reliance on the 
authorization prior to notice of the revocation, 
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D. A licensee shall retain the authorization or a copy thereof in the record of the 
individual who is the subject of nonpublic personal health infonnation. 

Section 19. Authorization Request Delivery 

A request for authorization and an authorization fonn may be delivered to a consumer or a 
customer as part of an opt-out notice pursuant to Section 10, provided that the request and the 
authorization fonn are clear and conspicuous. An authorization form is not required to be 
delivered to the consumer or customer or included in any other notices unless the licensee 
intends to disclose protected health infonnation pursuant to Section 1 7 A. 

Section 20. Relationship to Federal Rules 

Irrespective of whether a licensee is subject to the federal Health Insurance Portability and 
Accountability Act privacy rule as promulgated by the U.S. Department of Health and Human 
Services [insert cite] (the ''federal rule"), if a licensee complies with all requirements of the 
federal rule except for its effective date provision, the licensee shall not be subject to the 
provisions of this Article V. 

Drafting Note: The drafters note that the effective date of this regulation is July 1, 2001. The 
HHS regulation is anticipated to be promulgated in late 2000, thereby becoming effective in late 
2002. As of July 1, 2001, if the licensee is in compliance with all requirements of the HHS 
regulation except its effective date provision, the licensee is not subject to the provisions of this 
article. If the licensee comes into compliance with the HHS regulation after that date, the 
licensee is no longer subject to the provisions of this article\ as of the date the licensee comes into 
compllance with the HHS regulation, 

Section 21. Relationship to State Laws 

Nothing in this article shalJ preempt or supercede existing state law related to medical records, 
health or i'nsurance infonnation privacy, 

ARTICLE VI. ADDITIONAL PROVISIONS 

Section 22, Protection of Fair Credit Reporting Act 

Nothing in this regulation shall be construed to modify, limit or supersede the operation of the 
federal Fair Credit Reporting Act (15 U.S.C. 1681 et seq,), and no inference shall be drawn on 
the basis of the provisions of this regulation regarding whether infonnation is transaction or 
experience infonnation under Section 603 of that Act. 

Section 23. Nondlscrlmlnatlon 

A. A licensee shall not unfairly discriminate against any consumer or customer 
because that consumer or customer has opted out from the disclosure of his or her 
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nonpublic personal financial infonnation pursuant to the provisions of this 
regulation. 

B. A licensee shall not unfairly discriminate against a consumer or customer because 
that consumer or customer has not granted authorization for the disclosure of his 
or her nonpublic persona! health infonnation pursuant to the provisions of this 
regulation. 

Section 24. Violation 

Drafting Note: Cite state unfair trade practices act or other applicable state law. 

Section 25. Severability 

If any section or portion of a section of this regulation or its applicability to any person or 
circumstance is held invalid by a court, the remainder of the re~ulation or the applicability of the 
provision to other persons or circum~:tances shall not be affected. 

Section 26. Effective Date 

A. Effective date. This regulation is eftective November 13, 2000. In order to 
provide sufficient time for licensees to estabthih policies and systems to comply 
with the requirements of this regulationt the ~ommissioner has extended the time 
for compliance with this regulation until July 1, 2001. 

B, (1) Notice requirement for consumers who are the licensee's customers on the 
compliance date. By July 1, 2001, a licensee shall provide an initial notice, 
as required by Section 5, to consumers who are the licensee's customers 
on July 1, 2001. 

(2) Example. A licensee provides an initial notice to ~onsumers who are its 
customers on July 1, 2001, if, by that date, the licensee has established a 
system for providing an initial notice to all new customers and has mailed 
the initial notice to all the licensee's existing customers. 

C. Two-year grandfathering of service agreements. Until July 1, 2002, a contract that 
a licensee has entered into with a nonaffiJiated third party to perfonn services for 
the licensee or functions on the licensee's behalf satisfies the provisions of 
Section 14A(l )(b) of this regulation, even if the contract does not include a 
requirement that the third party maintain the confidentiality of nonpublic personal 
information, as long As the licensee entered into the agreement on or before July 
1, 2000, 

C 2000 National Association or Insurance Comrnissl"ners 40 



APPENDIX A - SAMPLE CLAUSES 

Licenseest including a group of financial holding company affiliates that use a common privacy 
noticet may use the following sample clauses, if the clause is accurate for each institution that 
uses the notice. (Note that disclosure of ce.rtain infonnation, such as assets, income and 
infonnation from a consumer reporting agencyt may give rise to obligations under the federal 
Fair Credit Reporting Act, such as a requirement to permit a consumer to opt out of disclosures 
tc affiliates or designation as a consumer reporting agency if disclosures are made to 
nonaffiliated third parties.) 

A-I-Categories of ioformatio:,J a licensee c1JHects (all institutions) 
A licensee may use this clau:..e, as applicable, to meet the requirement of Section 7 A(l) to 
describe the categories of nonpublic personal infonnation the licensee collects, 

Sample Clause A~ 1; 

We collect nonpublic personal information about you from the following sources: 

Information we receive from you on applications or other forms; 
• Information about. your transactions with us, our affiliates or others; and 
• Information we rec~;ve from a consumer reporting agency, 

A·2-Catcgor[es of information a licensee discloses (institutions that disclose ou tslde of the 
exceptions) 
A licensee may use one of these clauses, as applicable, to meet the requirement of Section 7 A(2) 
to describe the categories of nonpublic personal infonnation the licensee discloses, The licensee 
may use these clauses if it discloses nonpublic personal infonnation other tha11 as pennitted by 
the exceptions in Sections 14, 15 ar.d 16. 

Sample Clause A-2, Alternative 1: 

We may disclose the following kinds of nonpublic personal information about you: 

• Information we receive from you on applications or other forms, such as [provide illustrative 
examples, such as 11your ndme, address, social security number, assets1 income, and 
beneficiariesu]; 

• Information about your transactions with us, our affiliates or others, such as (provide 
illustrative examples, such as "your policy coverage, premiums, and payment history"]; and 

• Information we receive from a consumer reporting agency, such as (provide illustrative 
examples, such as 0 your credit :>rthiness and credit history"), 
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Sample Clause A-2, Alternative 2: 

We may disclose all of the infonnation that we collect, as described [describe location in the 
notice, such as "abov~" or "below"]. 

A-3-Categorfes of information a liceosee discloses and parties to whom the licensee 
discloses (Institutions that do not disclose outside of the exceptions) 
A licensee may use this clause, as applicable, to meet the requirements of Sections 7 A(2 ), (3), 
and (4) to describe the categories of nonpublic personal infonnation about customers and fonner 
customers that the licensee discloses and the categories of affiliates and nonaffiliated third 
parties to whom the licensee discloses. A licensee may use this clause if the licensee does not 
disclose nonpublic personal infonnation to any party, other Lhan as permitted by the exceptions 
in Sections 15 and 16. 

Sample Clause A-3: 

We do uot disclose any nonpublic personal information about our customers or fonner customers 
to anyone, except as permitted by law. 

A-4-Categories of parties to whom a licensee discloses (lnstftutions that disclose outside of 
the exceptions) , 
A licensee may use this cJause, as applicable, to meet the requirement of Section 7 A(3) to 
describe the categories of affiliates and nonaffiliated third parties to whom the licensee discloses 
nonpublic personal infonnation. This clause may be used if the licensee discloses nonpublic 
personal information other than as permitted by the exceptions in Sections 14, 15 and 16, as well 
as when pennitted by the exceptions in Sections 15 and 16. 

Sample Clause A~4: 

We may disclose nonpublic personal infonnation about you to the following types of third 
parties: 

• Financial service providers, such as [provide illustrative examples, such as 11life insurers, 
automobile insurers, mortgage bankers, securities broker-dealers, and insurance agents"]; 

• Non.financial companies, such as [provide illustrative examples, such as "retailers, direct 
marketers, airHnes, and publishers"]; and 

• Others, such as [provide ilJustrative examples, such as 11non .. profit organizations0
). 

We may also disclose nonpublic personal infonnation about you to nonaffiliated third parti.es as 
permitted by law. 

A-5-Servlce provider/Joint marketing exception 
A licensee may use one of these clauses, as applicable, to meet the requirements of Section 
7 A(S) related tu the exception for service providers and joint marketers in Section 14. If a 
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licensee discloses nonpublic personal info1mation under this exception, th~ licensee shall 
describe the categories of nonpublic personal infonnation the licensee discloses and the 
categories of th.ird parties with which the licensee has contracted. 

Sample Clause A-5, Alternative 1: 

We may disclose the following infonnation to companies that perform marketing services on our 
behalf or to other financial institutions with which we have joint marketing agreemeHts: 

• Infonnation we receive from you on applications or other fonns, such as [provide illustrative 
examples, such as 0 your name, address, social security number, assets, income, and 
beneficiariesu]; 

• lnfonnation about your transactions with us, our affiliates or others, such as [provide 
illustrative examl'les, such as 4'your policy coverage, premium, and pa),1llent history"); and 

• Infonnation we receive from a consumer reporting agency, such as [provide illustrative 
examples, such as 11your creditworthiness and credit history,,). 

Sample Clause A•5 1 Alternative 2: 

We may disclose all of the information we collect, as described ( describe location in the notice, 
such as 11above11 or 11below 11

] to companies that perform marketing services on our behalf or to 
other financial instltutkms with whom we have joint marketing agreements. 

A~6-Explanation of opt out right (institutions that disclose outside of the exceptions) 
A licensee may use this clause, as applicable, to meet the requirement of Section 7 A(6) to 
provide an explanation of the consumer's right to opt out of the disclosure of nonpublic personal 
information to nonaffiliated third parties, including the method(s) by which the consumer may 
exercise that right. The iicensee may use this clause if the licensee discloses nonpublic personal 
infonnation other than as pennitted by the exceptions in Sections 14, 15 and 16. 

Sample Clause A .. 6; 

If you prefer that we not disclose nonpublic personal infonnation about you to nonaffiliated third 
parties, you may opt out of those disclosures, that is, you may direct us not to make those 
disclosures (other than disclosures permitted by law). If you wish to opt out of disclosures to 
nonaffiliated third parties, you may [describe a reasonable means of opting out, such as "call the 
following toll .. ftee number: (insert number)]. 

A .. 7-Confldentlality and security (all Institutions) 
A licensee may use this clause, as applicable, to meet the requirement of Section 7A(8) to 
describe its policies and practices with respect to protecting the confidentiality and security of 
nonpublic personal infonnation. 
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Sample Clause A· 7: 

\Ve restrict acceH to nonpublic personal infonnation about you to [provide an appropriate 
description, such as 0 those employees who need to know that information to provide products or 
services to you.,], We maintain physical, electronic, and procedural safeguards that comply with 
federal regulations to guard your nonpublic personal infonriation. 

Legislative History (all references are to the Proceedings of the NAIC) 

2000 Proc. 3rd Quarter (adopted), 
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Overview 

The model regulation provides protection for financial and health information about consumers held 
by insurance companies, agents, and other entities engaged in insurance activities, In generalt the 
model regulation requires insurers to: 

1. Notify consumers about their privacy policies; 

2. Give consumers the opportunity to prohibit the sharing of their protected financial 
infonnation with nonaffiliated third parties; and 

3, Obtain affirmative consent from consumers before sharing protected health 
information with any other partiest affiliates, and nonaffiliates alike. 

The model regulation is now under consideration in the states, Some state insurance regulators may 
need to secure authorization from their state legislatures before they can promulgate the regulation; 
others may proceed without state legislative activity, Most states expect to have final privacy 
regulations promulgated by July 1, 2001. 
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Glossary of Term§ 

The following terms are used throughout this document: 

"Affiliate" is a company that controls, is controUed by, or is under common cor&trol with another 
company. Under the Gramm-Leach-BHley Act (GLBA), insurers and banks can bec0me affiliates. 

"Consumers" are individuals who are seeking to obtain, obtaining, or have obtained a product 
or service from an insurer. Fot example, an individual who has submitted an application fol' 
insurance is a consumer of the company t.o which he or she has applied, as is nn individual whose 
policy with the company has expired. 

"Customers" are consumers with whom insurers have on•going relationships. Policyholders 
are customers, for example. 

"'Insurers" are insuranc:e companies, insurance agents, or other entities that are required to 
comply with the privacy regulation. 

"Nonaffiliated third party" means a company that is not affiliated with a11 insurer. 

"Opt in" means granting affirmative consent to the disclosure of protected informatJon by an 
insurer. It only applies to health Information. An insurer can share protected heaJth information 
with other entities - including its affiliates or third parties - only if the customer or consumer opts 
in. 

"Opt out" means prohibiting the disclosure of protected information by an insurer. It only 
applies to financial information. An Individual can opt out of the disclosure of his or her protected 
financial information to third parties. 
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CONSUMER ISSUES 
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New Law Governtn1 Insurers Protects Your Privacy 

1. I understand there'• a new law that lets banks, securities oompanles and 
Jn1uranoe companies sell each other's products. What does this mean in 
terms ot my own Jnsurance covera1e? 

The new law, entitled the Oramm-u,ach-BHJey Act (OLBA) after hs congressional sponsors, 
breaks down the regulatory barriers between the banking, sccuritjes and insurance industries, 
aJJowing these types of companJcs to merge with each other and to engage in new busineu 
activities outside their traditional areas. Your insurance covel·age should not be affected by the 
law, although your insurance company or agent mJght someday merge with a bank or expand its 
offerings to include banking products and services, such as Joans, credit cards and mutual funds. 

2. I Just learned that my insurance company has changed to become a "financial 
holding company!' What does this mean and how does it affect me? 

This means that your insurance company ls now pennitted by law to start offering bank products 
such as loans, credit cards and mutual funds. It has either affiliated with an existing bank or Is 
establishing a brand new bank. The bank division will actually be a separate company from the 
insurance company, but they will be related to each other within a larger holding company 
structure. Once they are affiliated, the companies are free to share all your personal financial 
information with each other without your permission. 

3. Do I need to be worried that my own personal information is being shared or 
sold without my knowledge or permission by my insurance company or 
insurance agent? 

Under the GLBA privacy provisions, your insurer cannot share your personal information without 
your knowledge, but they can disclose your information to certain parties without your pemussion. 

Knowledge: GLBA and the modeJ reguladon require insurance companies, insurance agents, and 
other financial institutions such as banks to tell you about their policies for djsclosing your 
personal financial information. Insurers are required to provide these privacy notices to you prior 
to disclosing any of your personal financial information. 

Permission: Insurers are required to give you the opportunity to prohibJt the sharing of certain 
fmanciaJ information with y_nrelated companies, called 0 nonaffiliated third parties," but you may 
not prohibit the sharing of such information with your insurer's affiliates. In addition, you may 
not prohibit the disclosure of your personal infonnation to third parties for things like claims 
processing. fraud investigations, and certain marketing efforts. 

Importantly, the NAIC model privacy regulation also includes special protections for health 
information. The regulation requires insurance comparues and agents to get your affirmative 
consent before sharing health infonnation with any other entity. 
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Given the Internet and the information a,t, Isn't this kind or personal 
inlormatJon already publlc? Why are theee new oon1umtr privacy protection 
rules Jmportant? What do they mean for my family and me? 

You are correct that there Js a great deaJ of our personal lnfonnadon 11out there" and these new 
privacy protections are Important for that very reason. Financial institutions have ever-jncreasing 
amount$ of informatic,n about their customers, and new technologies are enabling them to utilize 
this information Jn new and creadve ways, With enactment of OLBA and the integration of 
banking, se~urities and insurance, there is concern that consumers couJd Jose even more control 
over their personal information, and that this information could be used ln ways in whlch 
consumers do not approve. 

Of course, most companies vaJue the trust and confidence of their customers, and treat personal 
infonnation with respect. But even these companies ntight disclose your informarion in ways that 
you do not approve of - selling lists to marketers, for exarnpJe. 

For these reasons, Congress included consumer privacy protections in OLBA that set some bask 
standards that all financial institutions - including insurance companies and agents - must meet, 
These protections give you some control over the personal information that your financial 
institutions hold, In addition, by requiring financial institutions to tell you how they are going to 
disclose your information, Congress intended that you have enough infonnation so that you can 
take your business elsewhere if you disagree with their disclosure policies. 

The GLBA privacy provisions are embodied in regulations that will be issued by your state 
insurance commlsskmer. These regulations will govern how insurance companies and agents will 
protect your personal information in compliance with GLBA 's privacy provisions. The NAIC has 
drafted a model regulation that will serve as the basis for the privacy regulations issued in most 
states. 

5. How can an insurer access m,y personal financial and health information? Do 
they have to get it from me, or can they get the information through some 
other means? 

Personal information protected under GLBA and the NAIC model regulation includes information 
that the company gets from you through your application, as welJ as infonnation it collects as a 
result of your dealings with the company through transactions, submitting claims, etc. It also 
includes information the company gets from consumer reports and by tracking people who have 
used their Internet site. 

6. What does this information have to do with my insurance policies? 

Insurance companies hold this information because they need it to determine your insurance 
coverages and premiums and to pay your claims. The information could also be valuable to an 
insurer's ability to design and sell all sorts of products. 
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What Information ls Protected under the New Law and Regulation1 

7. Do the,, new protection, apply to all my insurance policies ... life, health, 
automobile, homeowners? 

OeneraJJy, these proteclions apply to all type& of insurance policies where the ultimate benefit 
goes to an individual (as opposed to a comrnerciaJ entity), The following information is covered 
by these new protections: 

• tho information heJd by your car .Insurer; 
• the information held by your homeowners insurer; 
• the i1fonnation held by your empJoyer's group heaJth plan; 
• the information held by your life h1surer; 
• the infonnation held by the insurer agalnst which you made a claim related to a car 

accident; 
• the infonnation held by the life insurer for a life policy that names you as a 

beneficiary; 
• the infonnation held by your employer's workers' compensation insurer. 

8. What information is protected by these privacy rules? 

"Nonpublic personal financial lnformation" and 11nonpublic personal health information" are the 
general categories of information that are protected under the NAIC model regulation. 

9. What does the term "non-public personal financial information'' mean? 

"Non-publlc personal financial information" is: 

• information that you provide to your insurance company to obtain an insurance product 
or service (like income, credit history, name and address); 

• information about you that the insurance company has as a result of a transaction with 
you involving an insurance product or service between the company and you (like 
premium payment history, how much your life insurance policy is worth, and the value 
of personal property insured); and 

• all other information about you that the insurance company gets in connection with 
providing a product or service to you. 

It also includes any list that is derived using such information. For example, a list that includes 
the names and income of an insurer's customers would be protected infonnation. 

Non-public personal information docs not include publicly available infonnation. Publicly 
available infonnation is information that a company can get from a public source, such as a phone 
book, government records (including mortgage records), and the Internet. 
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10. W'bat are 1ome example, or my "non-public personal financial information"? 

Examples or "non-publlc personal financial information" include: 

• Infonnat1on you provide in an a1,JplJcation, such as your income and assets; 
• Your name. address and teJephone number (to the f!.ittent such information is not 

avaHable from a pubUc sourco): 
• Your name. if his Included In a list of the compMy's customersi 
• Details regarding your insurance coveragt-, including the premjum you pay, the anjount 

of coverage, etc.~ 
• Your premium payment history: 
• Credit information, such as your credit history, that the company obtains from a 

consumer report. 

11. Does this mean my insurer cannot sell my name, address and telephone 
number? 

Your namet addr~s:s and telephone number may or may not he protected depending on the context 
Jn which it is disclosed. 

• If they arc included in a Ust with other customers of the insurer, then they are protected 
information because it indicates that you are a customer of that insurer, 

• If they are simply a random list of individuals whose information the insurer collected 
from public sources, then they are not protected, even if the list includes some of the 
insurer's customers. 

• They would likely be considered protected infonnation if they are included with other 
information such as your income, the amount of your insurance coverage, and your 
premium payments. 

12. What does the term "non-publi~ personal health information" mean,• 

Generally, "non-public personal health information" is any infonnation that identifies you in 
some way, and includes infonnation about your health, including your past and present physical 
and mental health, details about your health care, and payment for health care. 

13. What are some examples of my "non-public personal health information"? 

.. Non-public personal health information" would include any document that gives enough 
infomwtion for the reader to identify you and includes information such as: 

• Your medical records, which would have infonnation regarding your general health (if 
you have a heart condition, astluna, cancer, AIDS, etc.); 

• Information regarding your mental health; and 
• Payment records, which could tell a great deal about your health by indicating. for 

example, the types of doctors you see, the types of medications you take, and the types 
of treatments you receive. 
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What are my Rl1hts Under the New Law and R,,gulation1 

14. What are the rules 1overnJn,r my financial information? 

In general, insurers must: 

• give you a copy of their privacy policy; and 
• gJve you the opportunity to prohibit the shw lng of non•publlc personal Information 

with third parties, 

Sharing informadon with affiliated companjes is not prohibited, and the regulation contains 
extensive exceptions perrrutting the sharing of infonnatlon for business purposes (like claims 
management). legal purposes (lo comply with regulations and fight fraud, for example), and for 
certain marketing purposes, 

The timing of your receipt of the privacy and opt out notices will differ depending on your 
relationship with your insurance companies and agents. · 

• If you are a 0 consumer11 
- for example, if you nre in the process of applying for 

insurance - you will only receive the notices if the insurer wishes to disclose your 
personal financial Information to a third party. 

• At the time you become a "customer" - when an insurance policy ls delivered to you, 
for example - the jnsurer must provide you with its privacy and opt out notices. 
Customers are entitled to receive privacy notices annually. 

The insurer must give consumers and customers 30 days to respond to the opt out notice before 
sharing infonnation with third parties, 

15. What are the rules governing my health information? 

Insurers must get your pcnnission prior to disclosing your non-public personal health information 
to any other party. As with the financial information rules, there are exceptions that permit 
disclosure for business reasons (such as claims management and undel'Vlriting). and for !.::~a1 
reasons (like complying with regulations and fighting fraud). 

16. Why do the rules governing health information differ from the financial 
information rules? 

The health rules differ from the financial rules because state insurance regulators believe your 
health infonnation is more sensitive than financial information and needs greater r.,rotections. 
That's why there is an affirmative consent requirement ("opt in") for health ii,formation as 
opposed to the "opt out" requirement for financial infonnation. And consent is required before an 
insurer discloses health information to any other party - including affiliates and non-affiliated 
third parties. The "opt out" for financial information only applies to disclosures to non-affiliated 
third parties. 
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17. Even lt I opt out, doesn't the company stUJ need to share my information for 
certain purpoees? 

Yes, Insurers wUI need to share some of your personal lnforma\lor1 and are pemtitted to do so 
whether or not you exercise your opt out and opt in rights. Por c1xampJe, your Insurer can share 
your protected information to set underwriting rates, settle a claim made against your policy, 
investigate fraud, or compl~ with a lcgaJ order. 

Privacy Notices and Opt Out Notices 

18. When does my insurance company have to tell me about their privacy policy? 
Should I be worried it I don't receive s:omething soon? 

Your Insurance company Js required to inform you of its privacy policy, and give /OU an 
opponunity to opt out of the disclosure of your personal financial information to thfrd parties, by 
July I. 2001 (or the compliance date set by your state), After th11t date, your insurance company is 
required to send you a copy of its privacy policy every year. 

In addition, if you become a consumer of a different insurance company after the compliance date 
- by submitting an application to that company, for example - that company must provide you 
with its privacy notice and an opportunity to opt out prior to disclosing any protected financiaJ 
information to third panies. 

Finally, although no privacy notices are required regarding health infom1ation, starting on the 
compliance date, insurers must get your ~rmission before disclosing personal health infonnation. 

19. Do these new rules mean that I have to be given notice about an insurance 
company's privacy policy before they can sell me an insurance product? 

Generally, insurers will have to provide you with their privacy and opt out notices prior to sharing 
your personal financial information. However, the.•. 1!xact timing of the delivery of the privacy and 
opt out notices may differ depending upon your relationship with the company. For example, 
when you are 1n the application process, you are entitled to receive the privacy and opt out notices 
only if the company wishes to share your infonnation. In contrast, once you purchase the policy 
and it is delivered to you, the company must give you the notices. 

Again, no privacy notices are required regarding health information. but starting on the 
compliance date insurers must get your permission before disclosing personal health infonnation. 
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20. I'm In the proces1 of applytn, tor inauranoe. Jr my prospective Insurance 
company ls not required to aive me a copy ot its privacy poUoy because they 
don't intend to disclose the information, do I still have a dght to :equest a 
copy or the policy? Is the company required to provide n,e a copy upon 
request? 

You may request a copy of your insuref s privacy policy at any time, but the insurer is not 
obligated to provide it to you, Insurers arc onJy required to give you their privacy policies under 
the following circumstances: 

• If you arc a consumer, they must provide you a copy prior to disclosing your protected 
flnanclaJ information: 

• If you at~ a customer, they must provide you a copy at the time that you become u 
customer, and annually thereafter. 

21. I have my life insurance policy with one company, and my auto and 
homeowners• policies with another oornpany. WUl I receive a separate 
privacy notice tor each policy? Will all privacy notices lc.,ok tha same? What 
should I be looking for when I receive the notice? 

You will receive separate notices from each of the different insurance companies with which you 
do business, unless the companies are affiliated with each other in a large corporation. In that 
cas~i, you might only receive one notice for all the policies held by those affiliated companies. 
The notice must clearly state to which companir.s and policies it applies. 

Privacy notices wiJI differ from company to company, However, there wlll be similar elements. 
First, they must be written so that they are noticeable and so you can read them clearly. For 
example, they cannot be in small type, hidden on the back side of a page in the middle of a large 
maUing. Second. they must contain similar information, including: 

• the types of infonnation the insurer collects about you; 
• the types of information that the insurer discloses~ 
• the types of entities to which the insurer intends to give your information (including 

affiliates and third parties); 
• the types of information and the entities to which the insurer intends to give your 

infonnation for joint marketing purposes; 
• how the insurer protects the confidentiality and security of your information; and 
• an explanation of your right to opt out, including how you go about telling the insurer 

that you do not want your information shared with third parties. 
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22, I Just received a privacy notice from my Insurance company and it's very 
confualna. What do I do? 

Your insurer should be able to explain to you exactly what their privacy policies mean and exactly 
what they intend to do wlth your personal information. In addition, your state insurance regulator 
can also help you to understand what privacy policies mean, and what protections you can expect 
under the law. 

23. J Ju1t received a privacy notice from my insurer and inltlally thought lt was 
Junk maU. Isn't there a require1nent to separate important information like 
privacy notfoes from other maJllngs? 

Insurers are permJtted to include privacy notJces with other mailings. However, the privacy 
information must be written so that lt is noticeable and so you can read it clearly. The notices 
cannot be ln small type, hJdden on the back side of a page in the middle of a large mailing, for 
example, 

24. I Just received a privacy notice from my insurance company that suid they 
won't disolose any information about me except as permitted by law, This 
sounds good, but I've got no idea what's permitted by law. Does the law 
require them to disclose my information? 

Insurers are permitted by law to disclose your infonnation without your pemussion In a number of 
situations: 

• They can share personal financial information with affiliated companies v,,lthout 
restriction. 

• They can share protected financial and health information for certa\n business reasons, 
including underwriting, settling claims, and investigating fraud. 

• They could be required by law to disclose your personal financial or he a.Ith infonnation to 
an insurance regulator, court, or law enforcement official. 

• They are permitted to djsclose protected financial information without your permission 
pursuant to joint marketing or servicing agreements. This means that they can enter into 
agreements with third partjes to share your financial information for ( 1) marketing certain 
products or services; or (2) hiring the third party to provide services for the insurer. like 
accounting and claims management. 
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26, What happens ltl tor1et to send the opt out form to my insurer within the 30-
day time period? 

You may opt out at any tlmo. However, if you faU to return an opt out form to your insurer witrun 
the lnltial JO.day time period, your insurer is permitted to share infonnation with trurd parties. 
For example, lf you send your insurer an opt out form 6 months after receiving the opt out notlcc1 
the insurer must stop dlsclosina your protected financial information to third partie~; as $OOn as the 
notice is 1eceived. But by that time, some of your protected infonnatlon has probllbly been 
disclosed because tho Insurer has already had 5 months to share your information with third 
parties. 

Beneflciarles and Clalmants 

28. My lite insurance policy includes fntorination about my spouse and children 
because they are my beneficiaries. Is their peruonal information protected? 

Yes, if an insurer holds protected financial Information about a named beneficiary of a life 
insurance policy and wishes to disclose that lnfonnation to third parties. the insurer must provide 
the beneficiary with its privacy policy and the opportunity to opt out. If an insurer holds health 
information about a named beneficiary of a life insurance policy, thl!l insurer must get the 
individual's consent mi2I to sharing that information with ar1y other party. 

27. I was in a car Accident and my claim was paid by the other driver's insurer. 
That company now has information about me that I do not want disclosed. 
Can I do anyth;\ng about that? 

Financial Information: As a claimant under the other driver's policy, the other driver's 
insurance company may not disclose your financial information to third parties without giving you 
its privacy policy and an opportunity to prohibit such disclosure. The insurer may disclose 
financial infonnation to its affiliates, however. 

Health Information: The company may not disclose your health information to any party 
without your affirmative consent (except as perm.itted under one or more of Lhe exceptions set out 
in the reguJation). 
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Dlscrlmlnatlon Prohibited,• Reporting Illegal Disclosures 

28. l am £earful of what mJght happen If I don't want my information shared. 
Can my insurance company raise my rates or drop my coverage if I opt out 
and stop the sharin1 or my financial inforn1ation? Or if I don't allow the 
sharJn1 ot any health information by refusing to opt in? 

Your insurer cannot discriminate against you for prohibiting the disclosure of your protected 
personaJ financial and health lnfonnatlon by raising your rates or dropping your coverage. 
However, you mJgh1 miss out on some of the benefits that other consumers receive as a result of 
allowing thefr personal information to be shared, such as spcciaJ offers for various products and 
services. 

29. What should I do if I think my information has been shared inappropriately? 
Who can help me find out what has happened? 

If your Insurance company or agent shares information in violation of their own insurance policy 
or in violation of the law, you should cell the company or agent and immediately report the 
vioiatioo to your state insurance commlssioner. The commissioner has a variety of options under 
the law to stop illegal sharing of information and punlsh violations appropriately, 

30. How do I contact my state insurance commissioner? 

The name, address and phone number of every state insurance commissioner Is available on the 
NAIC's website, which is located at www.naic.org. Click on "fnsurance Regulators" and then on 
"Map of Insurance Regulators," Then click on your state, and you will be connected to your state 
insurance department's website. 

Agent--Consumer Relationship 

31. l never deal directly with an insurance company. I always go through my 
agent. Can I Rtill do this? 

Yes. These new privacy protections have no impact on your ability to work through your agent to 
obtain insurance coverage. 
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- 32, Do Insurance a1ents have to follow the same rules as companies with respect 
to my intormation? 

Yes, asents are required to comply with the law, just Hke insurance companies, So if your agent 
wishes to share your personal tlnancjal 1nformation with a third party ( other than the insurance 
companies to which you are applying for coverage), the 3gent must give you a notice and the 
opportunity to opt out, U the agent wishes to share your health information with other parties 
(again, excluding insurance companies to which you arc applying for coverage), the agent muse 
obtain your consent, 

Note that agents are not required to provide privacy and opt out notices for financial infonnation, 
or obtain your consent for health information, if they are simply sharing infonnation with 
insurance compunies as part of the process of obtaining insurance coverage for you, 
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COMPANY ISSUES 
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Who must comply with the regulatlon1 

1, Who is required to comply with the model regulations? 

Whh some limited exceptions, all companies. agents and other persons and entities licensed under 
a state's insurance Jaw are required to compJy with the regulotion, including health insurers and 
HMOs, which are consJdered 1'flnan,1iaJ institutions" under OLBA, 

2. My company provides title insurance. Are we required to compJy wJth these 
new privacy regulations? 

Yes. AU entities licensed under the insurance law are required to comply with the regulation, 

3. I'm an excess lines broker. Does the privacy regulation apply to me? 

Yes, the r~gulat.ion does apply to excess lines brokers. However, you are not required to comply 
with the f1nancial Information notice and opt out provisions if: 

• you do not disclose any nonpublic personal information for any purpose inrluding joint 
marketing and servicing, (except that you muy disclose infonnation pursuant to the 
specific business and legal exceptions); and 

• you deliver a notice to your consumers and customers stating that fact. 

4. Are lnsura1.1ce agents (producers) subject to the regulation? 

Yes, see the "Questions for Agents" seed on for detailed jnfonnation regarding the regulation's 
appHcabillty to producers. 

5. Are1 third party agents (TPAs) or managing general agents (MGAs) subject to 
the regulation? 

All entities that are licensed under the applicable state insurance law are required to compJy with 
the modeJ regulation, including all licensed TPAs and MGAs. 

6. Are workers' compensation plans covered by the regulation? 

Yes, workers' compensation plans are subject to the regulation, although they are treated slightly 
differently from other insurers: 

• Financial Information: A workers' compensation plan is only required to provide 
privacy and opt Ollt notices to a person who receives benefits from the plan h 
0 beneficiary") if the plan wishes to disclose the beneficiary's, nonpublic persr,aal 
financial infonnation to a third party outside the extensive exceptions provid~~ in the 
regulation. In such a situation, the beneficiary is the plan's 0 consumer. 11 Workers' 
compensation plans are also required to provide annual privacy notices to all plan 
participants. 
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• Health Information: Workers• compensation plans must comply with the same health 
privacy protections that apply to other insurers. Therefore, a workers• compensation 
plan must get the pcnnission of a beneficiary before sharing that person's nonpublic 
personal health infonnation (except when infonnation is shared pursuant to one or 
more of the exceptions set out in the regulation). 

Treatment ol Consumers and Beneficiaries 

7. How does the new re.gulation impact the disclosure of information about 
beneficiaries? 

.. FQr the treatment of workers, compensa~ion beneficiari~, see questlon 6. 

• A beneficiary of n life insurance policy is considered a consumer under the regulation 
if the insurer discloses nonpublic personal financial information about the b1meficiary 
to a nonaffiliaied third party outside the exceptions provided in the regulation. As a 
consumer, such a beneficiary is entitled to a privacy notice and the opportunity to opt 
out of the disclosure of nonpublic personal financial information. 

• A beneficiary of an employee benefit plan is considered a consumer if the insurer 
disr.Joses nonpublic personal financial information about the beneficiary to a 
nonaffiliated third party outside the exceptions provided in the regulation. As a 
consumer, such a beneficiary is entitled to a privacy notice and the opportunity to opt 
out of the disclosure of nonpublic personal financial information. Insurers ar.e also 
required to provide annual notices to plan sponsors, regardless of whether they disclose 
beneficiary information to nonafflliated third parties. 

• Health InCormatlon: Insurers are required to get the consent of beneficiaries prior to 
disclosing nonpublic personal health information to any other party (except when 
infonnation is shared pursuant to one or more of the exceptions set out in the 
regulation), 

8. How does the new regulation impact the disclosure of information about 
claimants? 

• Flnanclal Information: A claimant under any insurance policy is considered a 
consumer under the regulation if the insurer discloses nonpublic personal financial 
information about the clR.imant to a nonafflliated third party outside the exceptions 
provided in the regulation, As a consumer, such a claimant is entitled to a privacy 
notice and the opportunity to opt out of the disclosure of nonpublic personal financial 
information, 
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• Health Information: Insurers are required to get the consent of claimants prior to 
disclosing nonpublic personal health information to any other party (except when 
infonnation is shared pursuant to one or more of the exceptions set out in the 
regulation). 

9. 'What if my company has nonpublic personal information about a claimant 
and does not share it? 

Your company has no obligations to a claimant if you do not share nonpublic personal financial 
information with third parties or nonpublic personal health information with any other party. 

10. What if my company has nonpublic personal information about a beneficiary 
and does not share it? 

Your company has no obHgations to beneficiaries if you do not share their nonpublic personal 
financial information with third parties or nonpublic personal health information with any other 
party. However, companies are required to provide initiaJ, annual and revised privacy notices to 
employee benefit plan sponsors, group or blanke~ insurance policyholders. group annuity 
contractholders and workers' compensation plan participants (employers). 

11. My company provides on-going settlement options for beneficiaries and 
clain1ants. If a beneficiary or claimant takes advantage of' such an option. is 
that person a consumer or a customer? 

Beneficiaries and claimants that submit a claim under a policy choosing a settlement option 
involving an on-going relation.~hip with an insurer are considered consumers, not customers. 
Thus, the company will be required to provide the individuals with privacy notices and an 
opportunity to opt out if the company wishes to disclose the individual's nonpublic personal 
information to third parties, Aff.umative consent is required for the disclosure of hcaJth 
infonnation. There are no on-going privacy policy notice requirements. 

Effective Date and Compliance in Absence of Regulations 

12. The effective date for Title V of the Gramm-Leach .. Bliley Act, which oontaino 
the Act's privacy provisions, was November 13, 2000. I'm concerned, 
however, because several of the states in which my company does business 
do not have privacy regulations in eff'ect. Could a state insurance regulator 
or attorney generaJ bring an enforcement action against rny company for not 
complying with GLBA, even though there are no regulations to instruct us as 
to how to comply? 
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In June 2000, every state insurance regulator endorsed an NAIC resolution that pledges to delay 
the compliance date for the GLBA privacy regulations until July L 2001 (that is the same 
compliance date that federal financial services agencies have set forth in their regulations). In 
addition, most sta.tes have issued emergency regulations or bulletins saying the same thing. 
Finally, even m the absence of an emergency regulation or bulletin, it is not clear that a state 
regulator or att,omey general would have authority to enforce a federal law in the absence of some 
sort of state action, such as a statute or regulation. 

13. What happens if a state in which my company does business hasn't issued a 
privacy regulation by July 1, 2001? 

If your company does business in a state that has not issued a privacy regulation by July 1, 2001, 
you should consider complying with the privacy regulation of your company's state of domlcile. 
The model regulation provides that a company that is in compliance with its domiciliary state's 
regulation could be deemed to be in compliance with GLBA's privacy provisions in states that 
have no regulation. Although it is not binding in a state that has not promulgated a final 
regulation, this provision is intended to give insurers some guidance for complying with GLBA in 
such states. 

Interaction with U.S. Department of Health and Human Services 
Health Privacy Regulation 

14. My company is required to comply with the health information privacy 
regulations issued by the U.S. Department of Health and Human Services 
(HHS) pursuant to the Health Insurance Portability and Accountability Act 
(HIPAA). We are concerned about dual regulation and complying with both 
the HHS regulation and the NAIC model regulation. What should we do? 

Under the model regulation, you are required to meet the requirements of the heaJth privacy 
provisions from the July 1, 2001 compliance date until you are in compliance with the HHS 
regulation. Once your company is in compliance with the HHS regulation, you are no longer 
required to comply with the NAIC model regulation. Thus, there will be no danger of having to 
comply with both the HHS regulation and the NAIC model regulation at the same time. 

In addition, there is little danger of the two regulations conflicting, Not only are companies 
permitted to comply with the HHS regulations in lieu of the NAIC model regulation, but the health 
information requirements of the NAIC model regulation are very bare bones. The regulation 
simply requires consent prior to disclosing health information. Companies are free to establish 
their own mechanisms for complying, or they may implement the more detailed compliance 
requirements of the HHS regulation. 
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15. My company is not required to comply with the HHS regulation, but we 
prefer the HHS regulatio11 to the NAIC model regulation. Do we have any 
options? 

Yes, you can comply with either the HHS regulation or the NAIC model regulation. If you are in 
compliance with the HHS regulation - even if you are not required to comply with that regulation 
- you are not required to comply with the NAIC model regulation. 

Treatment of Health Information 

16. What are the requirements for the disclosure of health jnformation to 
affiliates? 

You must get the consent of the consumer or customer before disclosing health information to 
affiliates (or third parties), Note that there are ex.tensive exceptions to that general rule so that 
information can be disclosed to affiliates and others for legitimate business purposest such as 
claims handling, underwridng, and fraud investigation, and for legal and regulatory purposes. 

17. Although there are many specific exceptions to the rule requiring affirmative 
consent prior to the disclosure or health information, what happens ii a 
situation arises in which there is a real need to disclose information but it 
does not fall into one of the exceptions? 

In the absence of the individual's consent and a specific exception, there are two 11catch-a1J ·• 
exceptions to the opt in rule that may be applicable: 

• Any exception in the HHS regulations that is not specifically stated in the NAIC model 
regulation is incorporated by reference in the model regulation. So, if an HHS 
regulation exception applies to your situation, no affirmative consent by the individual 
is required, This is true even if you are not otherwise in compliance with the HHS 
regulation. 

• If none of the specific exceptions in the N AIC model regulation or the HHS regulatjon 
apply. you may request that the commissioner add an exception. The NAIC model 
permits such additions if they are "necessary for appropriate performance of insurance 
functions and are fair and reasonable to the interest of consumers!' 

20 



18. I know my company must send privacy notices to customers and certain 
consumers regarding financial information. but are we required to send 
notices to customers and consumers if we only have health information about 
them? 

No. The notice provisions of the model regulation do not apply to health information. The only 
time you are required to disclose the types of health information you possess and what you are 
going to do with that health information is when you contact consumers and customers to ask 
them to consent to the disclosure of such information. 

Privacy Policy Notices 

19. To whom do we have to give annual privacy policy notices? 

Insurers are required to provide their customers with annual privacy notices. 11Customers" are 
individuals with whom you have on-going relationships, Policyholders are customers, for 
exampte. In contrast, applicants are consumers and are only entitJed to privacy notices if you wish 
to share their protected financial information with third parties. Similarly, beneticiaries and 
claimants are only entitled to receive privacy notices if you wish to disclose their protected 
information with third parties. 

20. What happens if my company does not get privacy notices to a11 of our 
customers by July 1, 2001? 

If you have not sent privacy notices to all your customers by July L 2001. you will be in violation 
of the model regulation. A violation of the regulation will be considered a violation of the state 
unfair trade practices act or similar law, depending upon the state in question. State insurance 
departments have many avenues availabli, to enforce such laws. The type of enforcement action 
will depend upon the severity of the violation. 

2L What happens if I forget to give a privacy notice to a consumer? 

You are not required to give a privacy notice to a consumer unles~ you wish to disclose nonpublic 
personal financial information regarding that consumer to a nonaffiliated third party. So, if you do 
not give the consumer a notice and do not disclose his or her infonnation to a third party. there is 
no problem. If. however, you do not give the consumer a notice and you do disclose his or her 
information to a thlrd party, you would be in violation of the regulation and subject to applicable 
enforcement actions. 
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Can we send privacy notices, opt out notices and opt in notices together in 
the same mailing? Can they be sent with other customer mailings? 

Privacy, opt out and opt in notices can be sent together or separately, and they can be sent with 
other customer mailings, In addition, affiliated companies may send notices together, or they can 
send combined notices. No matter how they are sent, however, all notices must identify the 
companies and policies to which they apply, They must b.~ accurate, and they must be clear and 
conspicuous so that the customer can read and understand them. 

Disclosure to and from Other Parties 

23. My company hires insurance agents to service transactions and perform 
services on our behalf. Can we disclose nonpublic personal information to 
such agents? 

Yes. A company can share nonpublic personal information with s:.:rvice providers for a variety of 
purposes regardless of whether a consumer permits disclosure of his or her infonnation, 

Section 14 of the model regulation specifically perm.its companies to share nonpublic personal 
financial infonnation with third parties to enable them to perfonn services for the company or 
functions on the company's behalf. The only requirements are (1) the company must provide an 
initial notice to the individual, and (ii) the company must ~nter into a written agreement with the 
third party prohibiting the third party from using the information other than to carry out the 
purposes for which the infonnation was disclosed and pursuant to the exceptions in the rule. 

Section 15 of the model regulation permits companies to share nonpublic personal financial 
infonnation with third parties, including agents, for numerous servking purposes including: 
servicing or processing an insurance product that a consumer requests or authorizes; carrying out 
the service business of whJch the consumer's transaction is a part; and administering or servicing 
benefits or claims. Such disclosures are subject to the model regulation's reuse and redisclosure 
provisions, which generally prohibit third parti.es that receive information under an exception from 
using such information other than to carry out the purposes for which the infonnation was 
disclosed and pursuant to the exceptions ht the rule. 

Section 17 o( the model regulation permits companies to share nonpublic personal health 
infonnation with affiliates and third r"rties, including agents. for numerous business activities 
such as claims administration, fraud repotllng, and policy placement and issuance. 
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24. My company consists of many affiliated insurers. Some ot our employees are 
actually employed by several of the affiliated companies at the same tin1e. 
Suppose an employee works for Companies At B, C and D, and holds 
protected health information about a customer of company A. The customer 
has not consent.ed to the disclosure of protected health information. Is that, 
employee in violation of the model regulation? 

No, the employee is not in violation of the regulation simply by virtue of his or her employment 
status and knowledge of information. However, the employee (and thus the insurer) would be in 
violation if the employee uses the protected health infonnation of Company A's customr,i ,.,,, 
behalf of Company B, C or D outside one of the exceptions to the general rule. In that way, the 
employee would be "disclosing" the information to the other company. 

25. Does my company have any obligations once we have disclosed information 
to a third party? 

No, but the third party's use and disclosure of that information is limited. 

26. \Vhat are our obligations if we receive nonpublic personal information from 
another entity? 

If your company receives nonpublic personal financial information from a nonaffiliated financial 
institution, your use and disclosure of that jnforrnation is limited as follows: 

• you may disclose the infonnation to the original financial institution's affiliates; 
• you may disclose tht information to your affiliates, but they, in tum, may only 

disclosDre the 1nfonnation to the exterlt you may disclose the information; 
• if you received the information pursuant to one of the exceptions in the model 

regulation, you may use and disclose the information pursuant to an exception in the 
ordinruy course of business to carry out the activity covered by the exception under 
which you received the infonnatkm; and 

• if you received the information outside an exception, you may disclose the information 
to any other person if the original financial institution could lawfully disclose the 
information to that person. 

27. My company receives information from banks and securities firms that are 
subject to separate privacy regulations. What rules do we follow with respect 
to this i.nf ormation? 

When you receive information from an.other financial institution, such as a bank or securities firm, 
that information may be subject to the regulations that govern the institution. The Federal Reserve 
Board. the Office of the Comptroller of the Currency, and the Federal Trade Commissio.n are just 
three of the several federal government agencies that have promulgated privacy regulations for 
financial institutions uttder OLBA. 
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All of the federal regulations contain provisions restricting the reuse and rediscJosurc of protected 
infonnation by parties that receive infonnation from financial iM,titutions. These provisions are 
identical Jn all material respects to the reuse and redi$closure provisions in the N AIC model 
regulation. Generally, they permit you to disclose protected information received from another 
financial institution only to the extent the original financial institution could disclose the 
information. (See question 26 for further details.) 

Note that receipt of such information could also give rise to obligations under the insurance 
privacy regt!Iation if the information involves one of your consumers or customers. 

Discrimination 

28. If my company is unable to process a claim because an individual has "opted 
out" ot disclosure~ could we be iu violation of the regulation's discrimination 
provision? 

These two issues are not related. The fact that an individual has 11opted out'' of disclosure will 
bav~ no impact on your company's ~.b1Hty to handle claims or do any other business activity 
related to servicing or processing a particular product or service, The extensive business 
exceptions to the rule ensure that companies can continue these standard business operadons 
without ir.terruption. Because your company will be able to process clai.ms, the discrimination 
issue will never arise. 

29. Can my compe.ny charge lower rates to policyholders that permit their 
information to be shared? 

No, premium rates cannot be based on an individual's choice to prohibit or allow the. sharing of 
his or her information, However, this does not prevent a c.ompany from offering discounts for 
other reasons. 

30. There is no non..<fiscrimination clause in the federal privacy regulations. 
Why does the NAlC model include such a provision? 

By its nature, insurance treats people differently depending on their circumstan.ces. For example, 
life insurance premium rates may differ depending on age, heaJth, and gender, Homeowner's 
insurance rates may differ depending on the value and location of the home, An individual's 
choice to protect his or her personal information, however, is not a legitimate factor in determining 
an appropriate underwriting rate. People should not feel pressured to 11sell" their private 
infonnation in order to get cheaper insurance. 

Note that the non-discrimination provision of the model reguJation prohibits "unfair 
dlscriminatlon," Although insurers cannot discriminate against consumers and customers for 
prohibiting the disclosure of their personnl information by raising rotes or dropping coverage, 
insurers don't have to offer them the special offers that are avaUable to consumers and customers 
who permit thci~ personal information to be disclosed. 
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AGENT ISSUES 



1. Does the NAIC model "Privacy of Consumer Financial and Health 
Information Regulation" apply to agents? 

Yes, the model regulation does apply to agents. However, an a;\~cnt does ,ttot have to comply with 
the notice and opt out requirements of the regulation if: 

• the agent is an employee, agent or other representative of another licensee (a 
11principal 11

) that complies with, and provides the notices required by, the regulation; 
and 

• the agent does not disclose protected information to any person other than the principal 
or its affiliates. 

So, if an agent wishes to-disclose a consumer's protected info ··nation to an entity other than the 
insurance company that the agent is representing, the agent must giv(; the consumer a copy of the 
agent Is privacy notice and an opportunity to prohibit the disclosure of that infonnation to non
affiliated third pardes (0 opt out"). 

2. I'm a paid representative of one insura.nce company and I only represent that 
company and its line of insurance and financial services products. What are 
my responsibilities under this new privacy rule? 

You are subject to the regulation, but you are not required to compJy with the notice and opt out 
requi~ements of the regulation if: 

• the company for which you act as an agent complies with the regulation; and 
• you do not disclose protected information to any person other than that company or its 

affiliates. 

3. rm an independent agent and therefore represent a variety of insurance 
companies. What are my responsibilities under the privacy rule? 

Just like other agents, you are subject to the regulation, but you are not required to comply with 
the notice and opt out requirements of the regulation if: 

• the company (or companies) for which you are acting as an agent with respect to a 
particular consumer complies with the regulation; and 

• you do not disclose protected information to any person other than that company (or 
companies) or the affiliates of that company (or companies). 
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4. I am a licensed insurance agent and I sell variable annuities. Am I required 
to comply with the privacy rule? 

Yes, you are subject to the model regulation. However, just like other agents. you are not required 
to comply with the notice and opt out requirements of the regulation if: 

• the company (or companies) for which you are acting as an agent with respect to a 
particular consumer complies with the regulation; and 

• you do not disclose protected infonnation to any person other than that company (or 
companies) or the affiliates of that company (or companies). 

5. I'm an independent agent and need to share consumer information with 
many insurers in order to get the best prices for my clients. Is this 
permissible under the privacy regulation? 

Yes, an agent may share protected information with multiple companies in an effort to compare 
prices. In such situations, the individual will be a consumer of each of the companies and wil't be 
entitled to privacy and opt out notices from any of the companies that wishes to share the 
individual's protected financial information with non-affiliated third parties. The individual's 
consent will be required prior to disclosure of protected health information. 

Note that these individuals may become your consumers - or customers - if you disclose their 
protected infonnation. (See question 1.) 

6. Do I have to go back to every one of my existing clients and tell them about 
this new rule? 

Not necessarily. You are required to provide privacy and opt out notices and opt out opportunities 
to a client if the client is your 11customer," A client is considered your customer if he or she 
obtains financial, investment or economic advisory services relating to an insurance product or 
service from you for a fee, or if the individual obtains insurance through you, 

If you are acting as agent for another licensee (a 11principal") 1 however, you are not required to 
provide privacy notices to your customer if: 

• the principal complies with the regulation wlth respect to that customer; and 
• you do not disclose protected infonnation about that customer to any person other than 

the principal or its affiliates, 

If you are required to send privacy a:td opt out notices to existing clients, they must be sent by 
July 1, 2001, whlch is the compliP.,1ce date set forth in the model regulation. (Note that states may 
have later compliance dates, depending upon when they promulgate their regulation.) 

It is important to note that starting on the compliance date, all new clients will be either consumers 
or customers, and will be ~nt.itled to the privacy and opt out notices required by the regulation. 
(See questions 1 •4 for an explanation of whose responsibility It is to provide those notices.) 
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7. Every company is different. Of the companies I represent, how am I 
supposed to know which ones sent out notices? 

Like all aspects of the agent-principal relationship, effective compliance with privacy regulations 
will require on-going communication and coordination between the parties. 

8. What if one of my clients didn't receive a notice from a company? Who is 

9. 

responsible? 

Specific compliance issues will be decided on a case-by-case basis, of course. However, if an 
agent is acting in good faith and legitimately relies on a company to comply with the regulation, 
the agent would have a good argument that he or she should not be held responsible. (See 
questions 1-4.) 

Our agency receives phone-in requests for information on the insurance 
products offered by the companies we represent. Do we have to tell these 
callers the privacy policy of each of the companies when they call in? 

Not necessarily. lf these individuals are simply requesting information and not purchasing a 
product, they are likely to be considered consumers - either your consumers or consumers of the 
companies for which you are acting as agent. If you collect protec1·ed personal informadon about 
these individuals and you are going to share that information with nonwaffiliated th.ird parties 1 you 
will be required to provide them privacy and opt out notices prior to disclosure of any protected 
personal information. On the other hand, if you are not going to disclose any non-public personal 
information to non-affiliated third parties, you have no obligations to provide privacy and opt out 
notices to the individual, Finally, if you are going to disclose information only pursuant to a joint 
marketing or servicing agreement, a privacy notice is all that is required; the consumer 1s not 
entitled to opt out. 

If an individual actually 12urchases a product from you over the telephone, that individual is 
considered a customer. Nonnally, customers are entitled to privacy and opt_ out notices at the tirne 
the customer relationship is estaolished. With a telephone transaction, however, delivery of 
notices can be delayed with the customer's consent. 

The same obligations would apply to the companies for which you are acting as agent. 

10. I'm an independent agent and I perform servicing and processing functions 
for several insurers. Does the model regulation permit the exchange of 
information necessary for me to continue to perform these functions? 

Yes. An insurer can share nonpublic personal infonnation with agents acting as service providers 
for a variety of purposes regardless of whether a consumer perm.its disclosure of hJs or her 
infonnation. 
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Section 14 of the model regulation specifically permits companies to share nonpublic personal 
financial infonnation with third parties to ~nable them to perfonn services for the company or 
functions on the company's behalf. The only requirements are (i) the company must provide an 
initial notice to the individual, and (ii) the company must enter into a written agreement with the 
third party prohibiting the third party from using the infonnation other than to carry out the 
purposes for which the information was disclosed and pursuant to the exceptions in the rule. 

Section 15 of the model regulation permits companies to share nonpublic personal financial 
information with third parties, including agents, for numerous servicing purposes including: 
servicing or processing an insurance product that a consumer requests or authorizes; carrying out 
the service business of which the consumer's transaction is a part; and administering or servicing 
benefits or claims. Such disclosures are subject to the model regulation's reuse and redisclosure 
provisions, which generally prohibit third parties that receive information under an exception from 
using such information other than to carry out the purposes for which the infonnation was 
disclosed and pursuant to the exceptions in the rule. 

Section 17 of the model regulation permits companies to share nonpublic personal heaJth 
information with affiliates and third parties, including agents, for numerous business activities 
such as claims administration, fraud reporting, and policy placement and issuance. 
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• 

• 

• 

Senate Bi112127 amendment proposed by Blue Cross Blue Shield of North 
Dakota. 

On line 12 add the following language after 'section.' "An insurer that is 
required to be in compliance with Health Insurance Portability and 
Accountability Act (HIP AA) is not subject to the provisions of SB2 l 27 until 
8/1/03 . 



• 

This amendment is requested by the American Insurance Association and submitted to the Senate 
Industry, Business and Labor Commiltee by Leah K, Coghlan of Pearce & Durick. 

PROP..QSED AMENDMENT TO 
SE.IS.A.TE BILL NO. 'n58~( :;J.-7 

On tine t 2, following 11section .. ", insert the foll.owing language: 

Such rules and regulations shall be consistent with and not more restrictive than the mod!itl 

regulation adoptc,dJll'_~ National Asso£iatlon of Insurance Commissioners entitled "Privacy of 

QQruumer Financjal_and Health Jnfornrntion Rcgul«tion." Nothing in this section shall be 

construed to create a private right of action, 


