
Study of Government Cybersecurity



CYBERSECURITY SERVICES - NETWORK
 Network Firewalls
 Filtering,
 Domain Name Service Security,
 Virus Scanning, and
 Traffic Inspection.

 Multi State Information Sharing and Analysis Center (MS-ISAC)
 Domain Name Services,
 National Collaboration.



CYBERSECURITY SERVICES – DATA CENTER 
AND PLATFORM
 Zero Trust Network Deployment
 Defense in depth data center
 Office 365
 Mail Protection
 Data Loss Prevention
 External File Sharing
 Identity Protection (Imposible log-in, risky log-in)

 Multi Factor Authentication



CYBERSECURITY SERVICES – END POINT
 Endpoint Detection and Response (EDR)
 Anti-Malware
 Enables remote incident response
 Shares to "State View" of cybersecurity

 Vulnerability Management
 Detects vulnerabilities on systems
 Detects vulnerabilities in applications



CYBERSECURITY SERVICES –
ADMINISTRATIVE
 Cybersecurity Training
 Phish Testing

 Cybersecurity Training

 Threat Hunting
 Detects active threats on network

 Shared threat feeds from partners (state, local, 
tribal)

 Cyber Policy
 Governance for secure implementation of 

systems

 Governance for secure behaviors on network

 Risk Assessment
 Assess security posture of systems

 Assess security posture of third-party vendors



CYBERSECURITY SERVICES - INFORMATION

 Darkweb Monitoring
 Scans for compromised North Dakota 

emails
 Detects leaked credentials
 Detects Leaked Personal Information

 Data Loss Prevention - Detects 
shared sensitive information



CYBERSECURITY SERVICES - ROLLUP
Type Service

Unified 
Agencies

Non-Unified 
Agencies K-12 Higher Ed Counties Cities Comment

Network Firewall Yes Yes Yes Yes Yes Yes Inherited from STAGENet

MSISAC Yes Yes Yes Yes Yes Yes Inherited from STAGENet

Data Center
Zero Trust Yes Partial No No No No Inherited from NDIT Data Center

Office 365 Yes Yes No No No No Inherited from NDIT's O365

Multi Factor Auth Yes Yes No No No No Inherited from NDIT's O365

End Point EDR Yes
Partial (Slow 
Adoption) Partial Partial Partial Partial Inherited from NDIT's EDR Product

VulnManagement Yes
Partial (Slow 
Adoption) Partial Partial Partial Partial

Inherited from NDIT's 
Vulnerability Management Product

Administrative

Cybersecurity Training Yes Yes Partial Partial Partial Partial Inherited from NDIT's Training Product

Threat Hunting Yes Yes Yes Yes Yes Yes
Inherited from STAGENet - Inproves with more 
users

Cyber Policy Yes Yes No No No No
Policy only for state agencies - Exploring SITAC 
Policy

Risk Assessment Yes No No No No No Risk Management Program for Unified Agencies

Information Darkweb Monitoring Yes Yes No No No No Requires use of A North Dakota Based Domain

Data Loss Prevention Yes Yes No No No No Need to use NDIT's O365



CYBERSECURITY SERVICES – DESIRED STATE
Type Service

Unified 
Agencies K-12 Higher Ed Counties Cities Comment

Network Firewall Yes Yes Yes Yes Yes Inherited from STAGENet

MSISAC Yes Yes Yes Yes Yes Inherited from STAGENet

Data Center

Zero Trust Yes No No No No Need to reside in NDIT Data Center

Office 365 Yes No No No No Need to use NDIT's O365

Multi Factor Auth Yes No No No No Need to use NDIT's O365

End Point EDR Yes Yes Yes Yes Yes Need to use NDIT's EDR Product

VulnManagement Yes Yes Yes Yes Yes Need to use NDIT's Vuln Product

Administrative

Cybersecurity Training Yes Yes Yes Yes Yes Need to use NDIT's Training Product

Threat Hunting Yes Yes Yes Yes Yes Inherited from STAGENet - Inproves with more users

Cyber Policy Yes Yes Yes Yes Yes Policy only for state agencies - Exploring SITAC Policy

Risk Assessment Yes No No No No Risk Management Program for Unified Agencies

Information Darkweb Monitoring Yes Yes Yes Yes Yes Requires use of A North Dakota Based Domain

Data Loss Prevention Yes No No No No Need to use NDIT's O365



CYBERSECURITY SERVICES – CURRENT 
PROJECTED EXPENSES

Tools
Network Data Center End Point Administrative Information Sub Total

Endpoint Detection and Response
$1,000,000.00 $- $3,500,000.00 $3,909,905.00 $- $8,409,905.00

Vulnerability Management
$- $39,000.00 $798,000.00 $3,235,040.00 $- $4,072,040.00

Cybersecurity Awareness and 
Training

$- $- $- $1,374,055.00 $- $1,374,055.00

Monitoring $119,800.00 $1,184,000.00 $117,000.00 $3,593,770.00 $4,162,400.00 $9,176,970.00

Cyber Risk Management
$- $- $- $4,029,348.00 $- $4,029,348.00

Total $27,062,318.00



CYBERSECURITY SERVICES – CURRENT FUNDING

Type Unified Agencies K-12 Higher Ed Counties Cities

Network Endpoint Fees K-12 General Fund Endpoint Fees Endpoint Fees Endpoint Fees

Data Center Technology Fee General Fund General Fund General Fund General Fund

End Point Technology Fee General Fund Endpoint Fees & General 
Fund General Fund General Fund

Administrative Endpoint Fees
Technology Fee General Fund Endpoint Fees General Fund General Fund

Information General Fund General Fund General Fund General Fund General Fund



CYBERSECURITY SERVICES – DIVIDING COST

What metric should be used?

178 K-12 Organizations
• 160,000 Endpoints
• PowerSchool Data Hosted

451 Municipalities
• 398 Cities
• 53 Counties
• 12,000 Endpoints
• Minimal Data Hosted

60 State Agencies
• 10,000 Endpoints
• Majority of Data Hosted
• Majority of Third-Party Risk

11 HE Institutions
• Endpoints managed by Higher Ed
• Network connections to campuses
• PeopleSoft Data Hosted



CYBERSECURITY CAPABILITIES IN NORTH 
DAKOTA

0 1 2 3 4 5

Extremely low level of 
maturity
Independent Small 
Business, Private Equity, 
Law Firms

Average Large 
Organizations
Typical lightly regulated 
industry with bare 
minimum controls

Regulated Institutions, 
States, and Multinationals
Include states, banks, credit 
unions and health 
organizations that spend 
sufficient funds to secure PII 
and sensitive data

Department of Defense
Nations, federal government, 
intelligence and military 
communities that provide the 
highest level of security to 
sensitive and restricted data

Goal 3.7

29 Reporting Counties
Counties - 1.05

97 Reporting Cities
Cities - 0.76

104 Reporting K12
K12 - 0.97

Small and Midsized 
Organizations
Operate in unregulated 
industries with little to 
no security

ND Gov.
State - 1.91

42% overall participation rate (target 25%)



4X GROWTH OF SECURITY PRODUCT 
ADOPTION IN 2021
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EXPENSE OF A NON-UNIFIED APPROACH
 The total cost in tools and services for every County, City, and 

School District in North Dakota to obtain basic security functionality 
would be $422,519,454.221 per Biennium.

 The total personnel required to fill the open positions is 6 times larger 
than the total yearly number of Computer Science Graduates in the 
State2 in a state that has more than 500 open computer science 
jobs.3

1. Based on Endpoint Detection and Response Toolset and Vulnerability Management Toolset quotes from 11/24/2020 for small government organizations (see Appendix) and industry average Security Analysts per endpoint from: Osterman Research -
The Evolving State of Network Security, 2018, Cited by InfoSecurity group (September 2018). https://www.infosecurity-magazine.com/news/security-staffing-low-in-midsized/
2. Based on 152 bachelor's degrees in Computer Science per year from: Code.org North Dakota State Fact Sheet (2018). https://code.org/advocacy/state-facts/ND
3. Based on  506 open computing jobs (3.3 times the average demand rate in North Dakota) from: Code.org North Dakota State Fact Sheet (2018). https://code.org/advocacy/state-facts/ND

https://www.infosecurity-magazine.com/news/security-staffing-low-in-midsized/
https://code.org/advocacy/state-facts/ND
https://code.org/advocacy/state-facts/ND


THREATS AND CONCERNS

 Information regarding cybersecurity targets, threats, 
concerns, and breaches in state agency and political 
subdivision systems
 Ransomware
 Phishing
 Critical Infrastructure Cybersecurity
 Third Party Risk
 Auditors Findings



THREATS AND CONCERNS: RANSOMWARE



THREATS AND CONCERNS: RANSOMWARE 
IN SUPPLY CHAIN

Ransomware has been an ongoing threat 
in supply chain
• Energy
• Agriculture



THREATS AND CONCERNS: CRITICAL 
INFRASTRUCTURE

 Directed attacks against 
critical infrastructure
 Cyber-physical systems
 Increased impacts from cybers 

attacks,
 Generally older systems.



RISK MANAGEMENT

System Risk (RMF)Vendor Risk

NDIT Risk 
Management

Evaluated for Risk
• Vendors-TPRM
• Systems-RMF
• Exceptions/Waivers

Prepare



THIRD PARTY RISK MANAGEMENT (TPRM)

 Process Workshops (OMB)
 Beta Testing-September 2021
 Evaluation of Current Vendors
 ~1200

 Full Integration Into 
Procurement Anticipated July 
2022

The majority of data breaches and cyberattacks exploit third-party cyber gaps. The report found that in 2019, 44% of 

companies experienced a significant data breach through a third-party vendor.



AUDITOR’S FINDINGS-PEN TEST

ES01-Critical
Full adoption and implementation of a formal Risk 
Management Framework

In progress: Awaiting personnel to implement (FTE)

NDIT has to wait on the authority or approval to act 
upon a detected incident

Partially Resolved: Resolved for Unified Agencies

ES02-High Enforce a strong password policy for all users Partially Resolved: Resolved for Executive Branch Only

ES04-High Legacy protocols in use On Hold: Active Directory Upgrade Required (MMIS)

ES07-High Unauthenticated SMTP Relays Resolved

ES08-High External Facing devices Resolved

ES09-Medium
Dedicate more resources to patching and flaw 
remediation.

In Progress: Tools have been put in place and ARPA 
request for vulnerability remediation resources

ES09-Medium Deploy a captive portal for wireless network In Progress: Solutions are being considered



APPENDIX



Security



Whole of State Approach
• The number of K-12 Districts, Cities, and 

Counties supported by NDIT has Doubled
since the COVID-19 outbreak;

• 120 Districts total with more implementing,

• Expect 75% of all K-12 districts using NDIT 
resources by mid-October,

• Similar increase in County and City 
Governments using NDIT resources; 

• Deliver about $400 Million in people, 
processes, and technology.
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North Dakota's Political Subdivisions

629 Total Political Subdivisions
• 178 K-12 Organizations 

• 160,000 Endpoints

• 451 Municipalities
• 398 Cities
• 53 Counties
• 12,000 Endpoints

• 172,000 Endpoints Total
• 273 Mean Endpoints per PSD



Risk Calculations
Risk Formula:
*1 Year Risk = [(629 PSDs *Exposure Factor) * Average Cost of Ransomware Response] + Average Cost of State Damages
*Risk per biennium =  Yearly Risk * 2 

Where…
• Exposure Factor: 46% for US Public Sector Ransomware Exposure

1

• Average Response Cost: $1,090,489 Average (50/50 payed & unpaid)
2

• Ransom not payed $732,520
• Ransom payed $1,448,458

• Average Cost of State Damages: $8,000,000 damages to government per ~160,000 Assets
3

So… 
[(629 * 46%) * ($1,090,489)] + $8,000,000 = Yearly Risk: $323,522,087.26

And…
Risk per biennium = $647,044,174.52

1. Based on 46% exposure reported for Government Entities From: THE STATE OF RANSOMWARE 2020 Results of an independent study of 5,000 IT managers across 26 countries; Sophos Security (May 2020). https://www.sophos.com/en-us/medialibrary/Gated-Assets/white-
papers/sophos-the-state-of-ransomware-2020-wp.pdf

2. Based on average cost to mitigate attack for both payed and unpaid ransoms from: THE STATE OF RANSOMWARE 2020 Results of an independent study of 5,000 IT managers across 26 countries; Sophos Security (May 2020). https://www.sophos.com/en-
us/medialibrary/Gated-Assets/white-papers/sophos-the-state-of-ransomware-2020-wp.pdf

3. Baltimore estimates cost of ransomware attack at $18.2 million as government begins to restore email accounts; Baltimore Sun (May 2019). https://www.baltimoresun.com/maryland/baltimore-city/bs-md-ci-ransomware-email-20190529-story.html

https://www.sophos.com/en-us/medialibrary/Gated-Assets/white-papers/sophos-the-state-of-ransomware-2020-wp.pdf
https://www.sophos.com/en-us/medialibrary/Gated-Assets/white-papers/sophos-the-state-of-ransomware-2020-wp.pdf
https://www.baltimoresun.com/maryland/baltimore-city/bs-md-ci-ransomware-email-20190529-story.html


Tool Cost Calculations Per PSD

$149,000 Per Organization Per Year  
• $ 118,000.00 for Endpoint Detection and 

Response (Per Organization Per Year)
• Quoted Palo Alto Networks11/24/2020

• $31,000 for Asset Vulnerability Management (Per 
Organization Per Year)

• Quoted Highpoint Networks 11/25/2020

1. Methodology: Price is lowest quote from quotes provided directly by the vendor and 2 retailers for the same products provided by 
NDIT security.  Does not include the cost of integration or support.  Assumes average 270 endpoints per municipal organization.



Cyber Proposal

Cost to State in tools and services for all government entities across 
North Dakota to obtain basic security functionality per Biennium

Funded Individually

$413,882,000.221

6 times the total yearly number of 
Computer Science Graduates in the State2

The Cyber staff required would be

Through the Shared Service
Allows the state’s shared service to support whole of government cyber in 
technology and people

• Special fund $25.8m in recurring technology costs

• Add 29 FTE to the North Dakota IT Cybersecurity Team bringing the total 
analysts to 50

• More than 3x the Operational Efficiency of the 
Average Fortune 500 Company3

Serving ~250K North Dakotans

1. Based on Endpoint Detection and Response Toolset and Vulnerability Management Toolset quotes from 11/24/2020 for small government organizations (see Appendix) and industry average Security Analysts per endpoint from: Osterman Research - The Evolving State of Network 
Security, 2018, Cited by InfoSecurity group (September 2018). https://www.infosecurity-magazine.com/news/security-staffing-low-in-midsized/
2. Based on 152 bachelor's degrees in Computer Science per year from: Code.org North Dakota State Fact Sheet (2018). https://code.org/advocacy/state-facts/ND
3. Based on industry average of 1 analyst per 1,488 endpoints for large organizations documented in Osterman Research - The Evolving State of Network Security, 2018, Cited by InfoSecurity group (September 2018). https://www.infosecurity-magazine.com/news/security-staffing-low-in-
midsized/

https://www.infosecurity-magazine.com/news/security-staffing-low-in-midsized/
https://code.org/advocacy/state-facts/ND
https://www.infosecurity-magazine.com/news/security-staffing-low-in-midsized/


Labor Cost Assumptions Per PSD

• At least $180,000 per County/City/K-12 District
• 1.44 FTE per organization to use the tools and respond to findings1

• Assumed IT FTE Cost of $125,000 Per Year

1. Based on industry average of 1 analyst per 189 devices average for small organizations from: Osterman Research - Osterman Research - The Evolving State of Network Security, 2018, Cited by InfoSecurity group 
(September 2018). https://www.infosecurity-magazine.com/news/security-staffing-low-in-midsized/

https://www.infosecurity-magazine.com/news/security-staffing-low-in-midsized/
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