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1 A. State fiscal effect: Identify the state fiscal effect and the fiscal effect on agency appropriations compared to funding 
1 1 d ·r r ·  t d  d ti eve s an approona wns an 1cwa e un er curren 

2013-2015 Biennium 

aw. 

2015-2017 Biennium 

General Fund Other Funds General Fund Other Funds 

2017-2019 Biennium 

General Fund Other Funds 

Revenues $0 $0 $0 $1,480,000 $0 $1,304,000 
Expenditures $0 $0 $521,000 $2,439,000 $474,150 $2, 133,850 
Appropriations $0 $0 $521,000 $2,439,000 $474,150 $2, 133,850 

1 B. County, city, school district and township fiscal effect: Identify the fiscal effect on the appropriate political 
subdivision 

2013-2015 Biennium 2015-2017 Biennium 2017-2019 Biennium 

Counties $0 $0 
Cities $0 $0 
School Districts $0 $0 
Townships $0 $0 

2 A. Bill and fiscal impact summary: Provide a brief summary of the measure, including description of the provisions 
having fiscal impact (limited to 300 characters). 

SB2051 would remove the hosting exemption for the State Water Commission, Public Service Commission and 

Industrial Commission and require these three state agencies to host their data and servers with ITO. 

B. Fiscal impact sections: Identify and provide a brief description of the sections of the measure which have fiscal 
impact. Include any assumptions and comments relevant to the analysis. 

$0 
$0 
$0 
$0 

SB2051 recommends no hosting waivers. Based on input from ITO this fiscal note accounts for full consolidation of 
the Public Service Commission and Industrial Commission data and servers. Only a portion of the State Water 
Commission (SWC) data and servers are included in this fiscal note. The SWC has existing applications written in 
40 and hosted on an Apple platform. Both ITO and the SWC agree that migrating the existing 40 applications 
requires more study to determine if there is a viable timeline for migrating these services to another platform that 
could be hosted by ITO. ITO and the SWC have identified a subset of existing servers and data that have potential 
to be consolidated and these servers and applications are included in the fiscal note for the 15-17 and 17-19 
bienniums. 

3. State fiscal effect detail: For information shown under state fiscal effect in 1A, please: 

A. Revenues: Explain the revenue amounts. Provide detail, when appropriate, for each revenue type and fund 
affected and any amounts included in the executive budget. 

15-17: $1,480,000 special fund revenue will come to ITO from rates charged to State Agencies. 

17-19: $1,304,000 special fund revenue will come to ITO from rates charged to State Agencies. 

B. Expenditures: Explain the expenditure amounts. Provide detail, when appropriate, for each agency, line item, and 
fund affected and the number of FTE positions affected. 

2015-17: 
$1,480,000 in Special Fund Expenditures in ITO's budget for hardware, software and operating expenses to provide 



the consolidated hosting services to the three state agencies. The appropriation would be in Fund 780 with 
$398,000 in line 50 and the remaining appropriation of $1,082,000 in line 30. 

The following items are the double expenditure/appropriation impact that must be reflected in agency budgets since 
ITD receives its funding from charges to agencies. Assuming each affected agency has normal line item 
appropriations these appropriations would all be line 30 appropriations. 
$521,000 for General Fund Expenditures and for General Fund Appropriations in agency budgets for fees from ITD; 
$959,000 for Other Fund Expenditures and for Other Fund Appropriations in agency budgets for fees from ITD. 

2017-19: 
$1,304,000 in Special Fund Expenditures and Appropriations in ITD's budget for hardware, software and operating 
expenses to provide the consolidated hosting services to the three state agencies. The appropriation would be in 
Fund 780 with $59,700 in line 50 and the remaining appropriation of $1,244,300 in line 30. 

The following items are the double expenditure/appropriation impact that must be reflected in agency budgets since 
ITD receives its funding from charges to agencies. Assuming each affected agency has normal line item 
appropriations these appropriations would all be line 30 appropriations. 
$474, 150 for General Fund Expenditures and for General Fund Appropriations in agency budgets for fees from ITD; 
$829,850 for Other Fund Expenditures and for Other Fund Appropriations in agency budgets for fees from ITD. 

C. Appropriations: Explain the appropriation amounts. Provide detail, when appropriate, for each agency and fund 
affected. Explain the relationship between the amounts shown for expenditures and appropriations. Indicate whether 
the appropriation or a part of the appropriation is included in the executive budget or relates to a continuing 
appropriation. 

2015-17: 
$1,480,000 in Special Fund Expenditures and Appropriations in ITD's budget for hardware, software and operating 
expenses to provide the consolidated hosting services to the three state agencies. The appropriation would be in 
Fund 780 with $398,000 in line 50 and the remaining appropriation of $1,082,000 in line 30. 

The following items are the double expenditure/appropriation impact that must be reflected in agency budgets since 
ITD receives its funding from charges to agencies. Assuming each affected agency has normal line item 
appropriations these appropriations would all be line 30 appropriations. 
$521,000 for General Fund Expenditures and for General Fund Appropriations in agency budgets for fees from ITD; 
$959,000 for Other Fund Expenditures and for Other Fund Appropriations in agency budgets for fees from ITD. 

2017-19: 
$1,304,000 in Special Fund Expenditures and Appropriations in ITD's budget for hardware, software and operating 
expenses to provide the consolidated hosting services to the three state agencies. The appropriation would be in 
Fund 780 with $59,700 in line 50 and the remaining appropriation of $1,244,300 in line 30. 

The following items are the double expenditure/appropriation impact that must be reflected in agency budgets since 
ITD receives its funding from charges to agencies. Assuming each affected agency has normal line item 
appropriations these appropriations would all be line 30 appropriations. 
$474, 150 for General Fund Expenditures and for General Fund Appropriations in agency budgets for fees from ITD; 
$829,850 for Other Fund Expenditures and for Other Fund Appropriations in agency budgets for fees from ITD. 

Name: Lori Laschkewitsch 

Agency: Office of Management and Budget 

Telephone: 701-328-2685 

Date Prepared: 01/06/2015 



SB 2051 Fiscal Note 

Expenditures/Appropriations 2015-2017 2017-2019 
General Other Total General Other Total 

ITD 1,480,000 1,480,000 1,304,000 1,304,000 
State Water Commission 959,000 959,000 829,850 829,850 
Public Service Commission 292,000 292,000 267,800 267,800 
Industrial Commission 229,000 229,000 206,350 206,350 
Total 521,000 2,439,000 2,960,000 474,150 2,133,850 2,608,000 
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2015 SENATE STANDING COMMITTEE MINUTES 

Government and Veterans Affairs Committee 
Missouri River Room, State Capitol 

SB 205 1 
1 /9/20 1 5  

Job # 2 1 801  

D Subcommittee 

D Conference Committee 

Committee Clerk Signature 

Explanation or reason for introduction of bill/resol 

Relating to electronic mail ,  fi le and print server admin istration , database admin istration ,  
appl ication server, and hosting services 

Minutes: Attachments 1-5 

Chairman Dever: Opened the hearing on SB 205 1 .  

Adam Mathiak, Fiscal Analyst, Legislative Council: Testified i n  a neutral capacity o n  the 
bil l. I n  going over the mechanics of the bi l l ,  it is a short one page bi l l  with not many changes 
but the impacts may be more significant than what appears here. OMS is currently al lowed to 
grant exemptions to agencies for the use of their hosting services so that they do not have to 
have them hosted with ITD. However, this bi l l  amends the code to remove that exemption 
thereby requiring any agencies that are currently exempted to consolidate and move any of 
their hardware over to ITD. The bi l l  was based on the results of a study that was conducted 
during the interim and the committee drafted the bi l l  to reflect the results of that study. 

(1 :56)Chairman Dever: I should have noted that there is a fiscal note to th is. Are you 
prepared to speak to that? 

Adam Mathiak: I have not reviewed that at this point. 

(2:28) Representative Wiesz, District 14: Testified as the interim committee chairman and in 
support of the bi l l. This issue was before us in 1 999 and we consolidated several agencies and 
at that point in time, we exempted 4 of them. We did the study and looked again at whether the 
remaining agencies should be put into the consolidation that we started. The results 
concluded that we continue to leave the Attorney General's office as a separate agency 
because of the nature of their business. The other three agencies were recommended to 
consolidate as we have done with the other state agencies. The main reason is that security is 
greater with ITD, fire suppression , redundancy, back up, and time of the staff that are currently 
in those agencies to be able to be more proactive in keeping up with new technology/software 
instead of maintaining the servers and some of the other equipment. The recommendation 
was not to el iminate staff in these agencies but to al low them to do more of what the work that 
they should be doing. 



Senate Government and Veterans Affairs Committee 
SB 2051 
01/09/2015 
Page 2 

(6:03)Chairman Dever: So we are talking about three agencies? 

Representative Weisz: We are ta lking about Public Service Commission, Oil and Gas, and 
State Water Commission. 

Chairman Dever: When you heard these bi l ls in the interim was the room as fu l l  as it is now? 

Representative Weisz: No, it was pretty quiet. 

Chairman Dever: You are aware that there may be some opposition to the bi l l? 

Representative Weisz: Yes. 

Representative Rosco Stryle, District 3: Testified in support of the bi l l .  See Attachment # 1 
for the IT Hardware Relocation/Consolidation Study. 

(12:40) Randy Christmann, Commissioner Public Service Commission: See Attachment 
#2 in opposition to the bi l l .  

(22:05) Senator Davison: Is the major software that the public service uses a legacy program 
or a vendor developed program for a majority of the work that you do? 

Randy Christmann: Much of it is vendor developed work between our staff and OSM at times, 
and then our staff working with private industry at times. 

Chairman Dever: You mentioned that $300,000 would be an increased expense to PSC to 
move it? 

Randy Christmann: I bel ieve the fiscal note shows $292,000. That would be add itional cost 
to the general fund that is not included in the Governor's Budget. 

Chairman Dever: Would you have IT people on staff that would transfer to ITD or that would 
be unnecessary in your department? 

Randy Christmann: No, in fact it is recommended that the staff is kept with in the agency 
because there is sti l l  programing work that sti l l  needs to be done. 

Chairman Dever: Currently OMB makes the determination for the exemption; do they review 
that from time to time? 

Randy Christmann: I would say you would have to ask them for certain .  I was one of the 
people that was push ing for consolidation in the 90's, and we d id what we d id at the time and 
wisely due to the circumstances at the time. Some agencies have unique situations. Time has 
proven that good decisions were made back then and need to continue. 

Chairman Dever: I am sure on an ongoing basis OMB would be open to conversation with 
agencies that are not currently exempted and they wanted to become exempted and vice 
versa. 
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Randy Christmann: I wi l l  say that Pam Sharp has continually been in  the room in these 
d iscussions and had they pul led our exemption we frankly would have just lost it. 

Senator Davison: The previous testimony for the bi l l  suggested that there would be some 
time saved via server maintenance; are there any time logs? How was it determined that 
money would be saved? 

Randy Christmann: That is a bit of a mystery to me. I don't see any savings. I only see 
$290,000+ additional costs. 

(26:05) Michelle Klose, North Dakota Assistant State Engineer to the North Dakota State 
Water Commission: See Attachment #3a and #3b in opposition to the bil l. 

(33:20)Chairman Dever: One thing I struggle with is that the proponents seem to argue that 
the content of the information doesn't make any difference as far the management of the 
information . The opponents seem to argue otherwise. 

Michelle Klose: We real ly do make a d ifference. If you are deal ing with banks or financial 
institutions or things that are handling information or financial transactions, those are spread 
sheets/ word processing types of information. When you are dealing with our agency we are 
deal ing with vast amounts of information ,  G IS layers, information that we are trying to provide 
to the public that is a much broader scope and the IT services and servers/infrastructures that 
we need to be able to provide that is actually very unique to the engineering and scientific 
based agencies. A lot of our agencies actually do more of the financial or business oriented 
and it does make sense to have them pool their resources. We appreciate the flexibility we 
have to al low the engineering and the scientific information to be able to be presented in a little 
d ifferent model and to make sure that we have the infrastructure on the quantity of data that 
we are dealing with is tremendous. If we were trying to take LI DAR mapping which helps us 
with our flood protection and gives our engineers information to be able to build more dams 
and protection and is large amounts of data and may require addit ional equipment, and had to 
go through the service, the costs would be astronomical. The rate schedules are not set up for 
those large volumes. We do want to make sure that we are taking care when we are investing 
in infrastructure for those large volumes of information. That it real ly is sustainable. We don't 
want to provide it and find that economical ly we cannot keep it maintained for the pubic in the 
future. 

Senator Flakoll: How much data do you have stored? 

Michelle Klose: 1 80 terabytes of data. See Attachment # 3b for breakdown. 

Senator Davison: The $95, 000 a l located for server maintenance, is that outsourced or is that 
a salary and benefits of an employee? 

Chris Baylor, IT Director, ND Water Commission: That is just software and hardware. That 
is what we spend right now today per biennium on servers and storage. That is maintenance, 
management, introduction of new infrastructure. That does not include staff or any other 
overhead. 
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(38:10) Bruce Hicks, Assistant Director, North Dakota Industrial Commission: See 
Attachment #4 for testimony in opposition to the bi l l. 

(46:00)Chairman Dever: I think the concerns of the three different agencies are very similar 
as wel l  as the answers to our questions. 

(46:38) Jason Bohrer, President, Lignite Energy Council: See Attachment #5 in neutral 
capacity to the bi l l  with some concerns. 

(51:17) Senator Cook: We heard Mr. Hicks talk about a permanent exemption, how many of 
these three agencies have a permanent exemption? 

Pam Sharp, OMB: The letter you are referring to is from 2005. They all have exemptions, but 
I do not know if the word "permanent" is in the other letters. 

Senator Cook: Do you folks have any ongoing conversations on whether or not they should 
continue to get an exemption? Does the decision get reviewed? 

Pam Sharp: We have had several conversations over the years on that. None that went as far 
as saying that we need to remove that exemption .  We have not felt that was appropriate. 

Senator Cook: I don't think this bi l l  is going to go too far. I look at al l  the money and time that 
was spend doing the study and maybe it was worthwhile, but to me I can't help but think that 
there needed to be some communication going on long before this point ever got to here. 

Pam Sharp: I don't know that we have documented that we have talked, but we do know that 
the situation among the three agencies and their view of why that exemption was granted and 
why it was required and it has never changed at all. The agencies that have been 
consolidated have been very happy with the situation .  

Chairman Dever: Closed the hearing on SB 2051 . 
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Job # 22053 

D Subcommittee 

D Conference Committee 

No Attachments 

Chairman Dever: Opened SB 205 1 for committee d iscussion, and reminded the committee 
that the b i l l  is to move the exempted agencies into ITD. The fiscal note was also 
referenced . Stated that the issue was that some people bel ieve that the content of 
information is i rrelevant to the management of information and others would argue 
otherwise. 

Senator Davison: Being new and not having a lot of background information on this 
particu lar issue, I sti l l  felt that the three agencies made a compel l ing argument to keep their 
own IT services with in  their own department based on the un iqueness of what each of the 
three do and how they serve the publ ic and the tax payers; also, the amount of data and 
information that they are requ i red to keep regard ing the work that they do.  

Senator Davison: Moved a Do Not Pass. 

Senator Poolman: Seconded . 

A Roll Call Vote Was Taken: 7 yeas, 0 nays, 0 absent. 

Motion Carried. 

Senator Poolman carrier. 
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SB 2051 was placed on the Eleventh order on the calendar. 
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Ten years after a 2003 information technology consolidation effort, the North Dakota legislature 
adopted Senate Bil l  2021. Section 8 of that b i l l  called for an independent study to reexamine the 
potentia l  of consolidation of four state agencies that were exempted from the 2003 consolidation. The 
State of North Dakota issued a Request for Proposal (RFP) i n  July of 2013 and selected the UmmelGroup 
International, Inc. to complete an information technology relocation and consolidation study. 

"The study: 
a. Must include input from the attorney genera l and representatives from the exempted agencies 

and a review of the feasibility and the desirabil ity of relocating and consolidating information 
technology hardware of the attorney general a nd the agencies exempted by the office of 
management and budget to the information technology department's secure data center. 

b. Must address the issues of cost, physica l security, cybersecurity, redunda ncy, staffing, impact o n  
service to stakeholders, and impact o n  contractual relationships for software and hardware with 
fed era I partnerships. 

c. Must be completed before December 31, 2013." 

{Excerpt from Senate BUI No. 2021- Section 8.) 

This report represents UmmelGroup1s findings and recommendations based on a n  analysis of the 
existing systems and IT hardware resources currently supporting the Office of the Attorney General, the 
Industrial Commission (Department of Mineral Resources - Oil and Gas Division), the State Water 
Commission, a n d  the Public Service Comm ission. 

Having found no specific value in a simple relocation of their IT hardware resources to ITD's Agency Data 
Center, the focus of UmmelGr.oup's recomme ndation is on the potential of consolidation for the four 
agencies studied. 

UmmelGroup recommends that the Attorney General, a s  the focal point for FBI CJIS activity for the State 
of North Dakota, should not be considered for this consolidation initiative. The servicing of criminal 
history information retrieval requirements of law enforcement agencies statewide, and their 
information exchange responsibilities with and between the FBI, adds a level of complexity to their 
operations that creates unique chal lenges. The following list of responsibilities woul� end up adding 
a ddition a l  unwarranted complexity to the current FBI CJIS communications structure and additional un­
needed FBI m andated CJIS control structures and procedures to the ITD staff a nd Data Center if the AG's 
Office were consolidated. 

1. Interaction and partnership with the FBI for the management and dissemination of criminal 
history information. 

2. The storage and administration of sensitive CJIS data storage as defined by FBI CJIS policy. 
3. Administration of access to CJIS data by criminal justice agencies statewide in compliance with 

FBI CJIS policy. 
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Umme!Group further recommends that the other three agencies, (Public Service Commission, DMR Oil 
& Gas, and State Water Commission) should be considered for consolidation under the following 
stipulations: 

1. Current agency IT staff remains assigned to their respective agency. 
2. ITD establish a virtual server environment that will facilitate the special computing needs of 

these three agencies. 
3. ITD make accommodations in their policies and procedures that enable the agency IT staff to 

continue to perform application development activity that allows the agency to quickly respond 
to changing business requirements without sacrificing ITD management and security controls. 

4. ITD provides agency IT staff with sufficient administrative rights and control over their own 
virtual seivers to facilitate development and testing activities and to include the capability to 
install new software and reboot virtual servers as needed. 

5. Agency budgets are adjusted accordingly to account for impact of projected increases in ITD 

service fees following consolidation. 

The four agencies evaluated have small, well nm data centers in place with typical department level 
attention to security, power protection, air conditioning needs, and backup and recovery procedures 

Based on review of agency computer facilities, staff, and work environments, UmmelGroup 

concluded that no specific current hard dollar cost savings could be identified by a consolidation 

effort. There are three cost factors to be taken into consideration when considering a 
consolidation of IT hardware resources for the Attorney General, Public Service Commission, 
DMR Oil & Gas, and the State Water Commission. 

Based on our analysis, a total of 18 new server instances in ITD would be anticipated to 
serve the three agencies . According to ITD's rate structures, $36,000 ($2,000 per server) 

in one time set up cost would be charged to the agencies to initially implement these 
servers. After initial setup, ITD would charge the agencies $390 per month per server 
for ongoing operation and maintenance totaling $84,240. 

Data storage would also have an initial one time anticipated set up cost of $3,900 per 
terabyte (TB) of storage which would be charged to the agencies totaling $663,000 for 
all agencies for their 170 TB of data to be migrated. After this initial setup, ITD would 
charge, at current rates, $50 per TB per month for ongoing operation and maintenance 
of the storage facilities tota ling $102,000 annually. 
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U mmelGroup anticipates that a consol idation of the three recommended agencies 

wou l d  have the effect of free i ng up as much as 15% of each agency's IT staff from time 
spent doing routine h a rdware planning, instal lations, tro u ble shooting, repair, and 
maintenance a ctivities. These activities would end up being shifted to !TD and the 
agency IT staff wo u ld have the opportunity to redirect that time toward focusing on 
a pplication specific issues, business intelligence activities, a n d  customer support 

requirements within their agency and on behalf of their agency's customers. OMB 
provided an average benefit loaded hourly salary rate of $54 fo r  agency IT staff. We 
have extra polated the potentia l 15% of time saving for agency IT staff, which cou ld be 
redirected to other a ctivities, as an annual  value of $178,200. 

UmmelGroup believes consolidation provides the opportunity to i ncrease over-al l  p hysical 

security fo r the State's com puting resources and reduce exposure to vul nerabil ities. 

Considerations: 

(1) Physical presence of staff. In each case, servers supporting the agency, while under 
their  control,  a re not staffed a round the clock. While ITD's data centers do not supply 
24 x 7 staffing, they a re staffed 24 x 5.5 - which is much c loser tha n a normal 8 x 5 
com mitme nt used by the study agencies. 

(2) fire su ppression. Only one of the four agency data centers (the Attorney Ge neral)  was 
o bse rved to have a supplemental fire extinguisher close by their server room. ITD has 
up-to-date automatic fire suppression systems in both the capitol data center a nd at the 
remote disaster recovery facil ity. 

{3} Access procedures. All  four of the study a ge n cies p lus ITD have varying levels of access 
contro l .  In a l l  cases we were escorted in o u r  visits. We were required to sign in to 
create a log of o u r  visit when visiting !TD's data center facilities. 

(4) Employee Security Clearance. An evaluation of the personnel  a n d  admin istrative 
security posture indicated the AG required the highest leve l of backgrou n d  checking of 
their IT personnel  to satisfy the FBI' s C.JIS req uireme nts. AG's backgro und checks for 
staff include agent interviews with fam ily, friends, a n d  neighbors in addition to 
e l ectronic checks for wants, warrants and fingerprints. FBI a1s secu rity policies 

preclude employees from having any evidence of felony conviction, and the AG adds the 
req uirement of no evidence of misdemeanor theft or d rug arrests or charges. 
Additional ly, e m p loyee fingerprints a re recorded in the AFIS system so the AG will be 
notified of a ny o ngoing arrest activity for employees. 

ITD controls a ll of the networks for the state to the po int where d evices a re co nnected to the 
network. In general, since a l l  of the agencies i nvolved use ITD's network security, co nsol idation 
would not change the cybersecurity penetration and intrusion profile of any of the agencies. 
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Overal l, our  i m pressio n was that network security "due d il ige nce" is being exercised by the ITD's 

networking professiona ls. 

The State' s exposure to cybersecurity attacks are not specifical ly affected by pote ntial 

conso l idat ion i n itiatives however, from past experience, U m melGroup concluded that al l  of the 

agencies would be bette r position ed to ward off virus a nd m a lware exposure with ITD's 

a utomated patch m a n agement program for server operating systems. 

·L Redundancy 

Currently, there is a level of red unda ncy of sk i l l  sets between ITD and a l l  four  of the exempted 

agencies. All of these entities, for exa m ple, a re involved with the selection, i nstal lation, and 

m a i ntena nce of  serve r c lass co mputer equipment. The scope of ITD's server a d m i n istration 

e nvironment is extensive and the addit ion of the a nticipated 18 servers needed to support a 

consol idat ion effort should h ave a m i n i m a l  im pact on the cu rrent ITD staff. However, we 

a nticipate the agencies w i l l  be a ble  to recover a pproximately 15% o f  their time now dedicated 

to the "ca re and feeding" of their respective server platforms to be red i rected to more 

appl ication development and customer se rvice activities.  

r; Staffing 

It  becam e  clear that even though the rel ocatio n/consol idat ion study was focu sed specifica l ly on 

the IT hardwa re, that agency m a n agement staff was p ri m a rily co ncerned a bout havi ng the i r  IT 

staff consolidated to ITD and losing their a bi lity to be a ble to a d m in ister that staff to quickly 

establ ish priorit ies and respond to the very dyn a mic busi ness e nviro n m e nts each agency faces. 

It a ppea red that the IT h a rdware itself was real ly a second a ry issue but, n o ne the less, one 

where considera ble concern was expressed i n  that the i nsta l led base of hardwa re provides t he 

tools the agency IT staff utilize i n  their  pursuit of just "getting the job done". All of the agen cies 

expressed concerns a bout potentia l i m pacts to their  need for agi l ity in thei r  operations if the ir IT 

ha rdware was re located or conso l idated to ITD's data center. 

Each of the agencies appears to have ca pable a n d  t alented IT staff with e ntrepreneuri a l  

attitudes. Th is sh ows in  what they have b e e n  ab le  t o  a cco m pl ish with relatively l i mited budgets, 

the qua l ity of the prod ucts they prod uce, and the respect they have garnered by mem bers of 

their  age ncies and external  customers of their  prod ucts and work efforts. 

6. Impact on Service to Stakeholders 

The sco pe of ITD's server admin istratio n e nviro nment is extensive and the add it ion of the 

p roposed v irtua l server e nviro n ment and the a nticipated 18 virt u a l  servers n eeded to support 

the co nsol idation effort shou ld  have a m i n imal  i m pa ct on the current ITD staff. The refore, we 

a nticipate the age ncies wi l l  be able provide more focus on appl ication deve lo pment a nd 

customer service activities. 
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The Attorney General's office and the DMR OH a nd Gas Division expressed concerns about the 
possibility of licensing issues for application softwa re obtained via the Federa l Government. 

With all of the variety of organizational aHgnments and IT support scenarios that exist in states 

across the country, we a re confident any a pplication softwa re licensing issues will be 

administrative in nature requiring sim ple coordination with the respective Federal partners. 
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II .  BACKGRO UND 

On Septem be r  15,  2003, in res ponse to the 53th Legislative Asse m b ly' s passage of House Bi l l  1505 (Appe ndix F), 
the IT Functiona l  Conso l idat ion P roject presented its Fina l  Reco m me ndat ion Report.  The result of thei r  study 

was an im pleme ntatio n p lan  for the conso l idation of information technology fac i l it ies a n d  services for 48 state 
agencies. The result of th is  effo rt inc luded a consol id ation of emai l  a n d  fi le  and pr int services for all agencies, 
however, the Atto rney Gene ra l's  office, the State Water Comm ission, the Oil and Gas Division of the 

Department of M i neral  Reso u r,ce s { I nd ustrial Comm ission), and the P u bl ic Service Comm ission were exem pted 
from a co nso l idatio n of hardware req uired to suppo rt their pri m a ry business a pplications. 

The 63'd Legis lature passed Se nate B i l l  2021 (Appendix H}, which req u i res a p rivate consuitant to cond uct 
i nformatio n technology relocation a n d  consolidation study of information tech nology eq uipment operated by 
the Attorney General a n d  by agencies that have been exem pted under N . D .C.C. § 54-59-22 (Appe n d ix G) by the 
Office of Ma nagement  a n d  B udget ( O M B } .  Exem pted agencies include the I n d ustria l Comm ission De partment of 
M i neral Resou rces - Oil a nd Gas Division ( D M R), the State Water Co m m ission (SWC), and the Public Se rvice 
Comm ission ( PSC). 

On July 25, 2013, the State of North Da kota issued a Request for Proposal (RFP) to sol icit proposals fo r a 
consultant to cond uct i nfo rm ation technology re location a nd consol idat ion study of i nfo rmation technology 
equipm ent o perated by the Attorney General and agencies that have been exe m pted u nder N . D .C.C. § 54-59-22. 

On Septe m b e r  9, 2013, the State of North Da kota entered into a contract with UmmelG roup I nternatio nal,  Inc to 
com plete an i nform a t i o n  techno logy re location and conso l idation study and d evelop a report resulting from the 
study. 

As stated in  the R FP, t h is study wi l l :  

a .  Inc lude i n p ut from the Office of the Attorney Genera l, and re p resentatives from the exem pted agencies 
a n d  a review of the fea sibi lity and the desirabi l ity of rel ocat i ng a n d  conso l idating i nformation 
techno logy h a rdwa re of the Attorney G e neral and the age ncies exem pted by the Office of M a nagement 
and B udget to the I nformation Tech no logy Depa rtment's secure data center; 

b.  Address issues of cost, physica l  secu rity, cybersecurity, red u nd a ncy, staffi ng, im pact on service to 
sta keholders, a n d  im pact on contractua l  relationships for software and ha rdwa re with federa l 
partnershi ps; 

UL CRITICAL SUCCESS FACTORS 

There i s  no fool proof blueprint fo r conso l idation of IT resources, however, UmmelGroup has fo und that there 

a re a set of critica l success fa ctors t hat seem to be prese nt in most successful relocation a nd consol idation 
projects. 
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O ne of the key e lements to the success of a consolidation project is a sense of mission. All of the parties 

i nvolved have some very im portant things in common: they work for people of the State of North 
Dakota and they a re charged with doing the very best they can with the resources at hand. IT systems 
play a big role in the del ivery of services to the peop le and this role is growing. The mission of 

consolidation, therefore, is large as well .  

It is a given that not everyone i nvolved i n  a consolidation project wi l l be entire ly com mitted in the 
beginning of the project, but if the project management can instill the sense of mission to everyone 

i nvo lved in the project, then a strong basis exists for building trust and cooperation. 

"Trust is the ba ndwidth of co mmunication" K-E Sveiby 

From the interviews with a ll of the parties i nvolved, the U m melGro u p  team, w hich has experience on 
both sides of a number of sim i lar  conso lidations, has found a certain lack of m utual trust. This is  critical 
since tru st and cooperation a re, perhaps, the most important critica l success factors in consolidations 
such as th is. If both pa rties trust each other, then smal l  problems, even large o nes, can be overcome. If 
trust is lacking, however, the n  cooperatio n  is much more difficult.  The bottom line is that trust takes 
time to estab l ish and if, for whatever reasons, trust is lacking between organizations with a long 

relationship, then conscious effort must be made to rebui ld a n d  renew that trust. 

IT managers and professionals are not famous for their marketing skills, but marketing, continuous and 

persistent marketing, has proved to be a major success factor i n  relocation a n d  consolidation efforts. 

Those involved in managing this p roject must be consta ntly thinki ng of how to demonstrate to the 

others i n  the project what the benefits are and how they and their orga nizatio n can be nefit by its 
success. 

Relocation and Consolidation projects are by their very nature complicated . This means that extensive 
data gathering an d  p la nning at the beginning of the project are extremely important. Often, some 
seemingly trivial item will be overlooked that wil l  cause significant difficulties. While time is a n  
important element in a ny project of th is nature, refocation and conso l idatio n p rojects result in very long 
term relationships that wil l  span years or as in this case decades. UmmelGroup has fo und that planning 
is a very critical success facto r. 

On projects of this nature, UmrnelG roup has found that th ere needs to be clear l ines of comm unication 
between and withi n  a l l  of th e  agencies involved .  Often, IT professionals a re not great com m unicators, 
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"The SWC util izes informatio n technology to support a l m ost a l l  facets of the business operations 

su rro u n d i ng water resou rce management. Agency IT req u i reme nts a re genera l ly  driven by the 

scientific a p plications used for water resource a na lysis. Advanced data a na lysis, research, data 

modeling, a nd e ngineering a pplications a re ro utinely co mbined with customized appl ications 

that a re developed i nternal ly. Beca use of the wide range and diversity of a p plications used, the 

IT i nfrastructure m ust be open and exte nsible.  An open framework s u p po rts a wide range of 
d iverse a p p l ications, which makes it poss ib le to easily sca le and evolve the fT infrastructure to 

a ccommodate changes in current in itiat ives as we l l  as any new i n itiatives." 

(NO State Water Commission - IT Strategic Plan 2013-2015 - IT Architecture Review) 

2 .  Current lT Environment 

• The State Wate r Commission's main office is located in a sepa rate bui ld ing o n  the Ca pito l 

complex grounds.  

• SWC has a total staff of 90 s u p ported by 4 IT staff. 
• A network d iagram may be fo und i n  Appendix D. 

• SWC provides IT services to 6 remote locations. 
• SWC uti l izes Apple workstations. 

• SWC has fo ur Apple Xserve servers su pporting applications and d ata, five Mac Pro desktops 

running as servers s upporting back u ps and SCADA, and twelve Mac M i ni desktop com puters 

configured as servers providing web server, file services, i m agery, and d i rectory services. 
• SWC is us ing the BSD d istribution of Linux® for a couple of servers. 
• Apple's virtua l services a re used to support creation of virtual  server i nsta nces. 
• Approxim ately 100 TB of RAI D  5 server attached storage is i n stal led at the primary location.  
� Apple Xgrid is uti lized to p rovide p a ra l le l  computing c lusters for la rge model ing 

requireme nts. 
• A l l  a pp l ications have been developed us ing open-source technologies. 
• SWC provides IT support for SCADA (Supervisory Contro l  And Data Acq u isition) systems 

located at reservoirs. 
• S u p port is provided for RADAR ( RAdio Detection a nd Ra nging) a nd L IDAR ( Light Detection 

and Ranging -- a remote sensing technology that measures d ista nce by i l l u m inating a target 

with a laser and ana lyzing the reflected l ight) s u p plementatio n, a nd clo ud-seeding fl ight 

operations. 

3. Strengths of Current Environment 

• IT costs a re somewhat conta i ned through the use of open sou rce software and development 

too ls . 

., SWC has developed the a bi lity to use para l le l  p rocessing by s preading l a rge processi ng 

req u i re ments across multiple servers a nd desktop devices to significa ntly reduce time 

requ i re d  for modeling scena rios. This ca pabi l ity uti l izes u n used CPU cycles when cl ients a re 

doing other tasks or a re away from their workstatio n during nights a nd weekends. This is a 
fine exa m ple of SWC's innovation that has saved sign ifica nt staff ho u rs. 

• SWC's development for the clo ud-seed ing a p p licatio n  Is a nother nota ble innovation.  

• Daily a nd wee kly ta pe backups are ma inta ined off site. 
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<> Data a re rep licated to servers a nd storage facilities located at a n  SWC off site location that is 

being used to host d isaster recovery capa bi l ities. 
11> U ninterruptable power systems ( UPS) condition power and protect from power spikes, 

brown o uts, a n d  provide approximately 15 m i nutes of protection for power outage. 

.. Open source software typical ly has  no commercial support systems, and m ust rely o n  other 
users for support. 

o Apple a n nounced that the Xserve server hardware products would no longe r be 
ma n ufactured as of January 31, 2011 requiring a conversion to a different platform (likely 
Linux) in the near future. This is a significant effort that prod uces n o  tangible return - other  
than the abi l ity to keep processing. Fai lure to d o  the conversion results in  the inabi l ity to do 

other future updates because pre requisites cannot be met. 
e A conversion of a p pl ications a nd tools from Apple server e nviro nment, the e nvironment 

staff know and with which they are comfortable working, wi l l  be needed in the nea r future. 
e Apple Xgrid needs to be replaced; SWC is looking at the open source Pooch product. 
" No o bse rved fire protection in the server room.  
� There is a lack of a uxiliary (generator) power at the SWC main office to support the server 

room. 
" Duri ng non-business hours, personnel would not be avai lable to intervene in an extended 

power o utage would result in an exhaustion of the battery back ca pacity of U PS faci l ities. 

ill Management of the growing appl ication library is p lacing stress on IT staff resources as 
business demands grow. 

s SWC IT staff exp ressed a need for two additional IT staff during the budget p rocess but, 
a pparently, these were not requested beyond the agency level .  

.. The re is a dupl ication of effort because ITD provides life-cycle management for replacing 
servers and is responsible for scheduling OS u pdates and security patch management. 

o Anticipated increased cost to SWC in ITD service fees - pa rticularly for servers a nd storage. 
See section V.B.2 of this report for a more in-depth cost ana lysis. 

<11 SWC has a concern for loss of efficiency and agi l ity i n  their IT support in a consolidated IT 

hardware configuration .  

1.  Overview 

The Information Technology Departm e nt exists for the purpose of creating and operating a 
central ized IT facility, leading state agencies i n  d iscovering, a ssessing, a n d  implementing 

i nformation technologies. ITD is committed to better understa nding state agency needs a nd in 
assisting in the implementation of the proper technology sol ution to accomplish these needs. It 
is organ ized to provide a broad range of technologies including mai nframe and desktop 
computing, loca l and wide a rea networks, voice and data technologies, web, client server and 
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m a infra me softwa re development, video conferencing, a n d  emerging technologies. This is 

a cco m p l ished by invest i ng in  the development of h ig h ly ski l led employees a long with 

contracting outsid e  ve ndors who ma inta i n  a level of expertise that is not ava ila ble i n-house or  is 

l i m ited d u e  to the demands for a particular se rvice .  

(http://www. n d. gov /ltd/about-us/ orga ni r.ation al-structure) 

2.  Domain Capabilities 

a) Computer Systems 

b) Ente rprise Arch itecture and Strategic Planning 

c) Criminal  J ustice l nfo rrnation Sha ring (CJIS}  Coord i n ation .  This should not be confused with 

the Natio n a l  FBI CJIS progra m .  The N D-CJIS Boa rd has a key role in a pproving a nd enabl ing 

strategic pla n n i ng a ctivity focusing on publ ic  safety issues in  the State of North Dakota . The 

ITD Ch ief I nfo rma tio n Officer (CIO) is the cha irm a n  of this boa rd, a nd the ITD provides 

fu nding for the activities of the O IS Coordinator. 

d} N etwo rk Ad m inistration 

( 1 )  Wide Area Network {WAN} 

( 2 )  Loca l Area Netwo rk ( LAN) 

( 3 )  STAG E net Wire less Network 

(a) G u est 

( b) Member 

(4)  Charges fo r network traffic: 

{a ) Port con nectio n for a l l  network attachable  d evices. 

(b)  Ba ndwidth usage for data tra nsm ission.  

(c)  Included in  ITD's monthly cha rgeback bi l l i ng. 

e )  Sec u rity 

( 1 )  M ic rosoft's Active Directory is used for ide ntity m a nagement and a uthentication 

services for a ccess to the netwo rk and com mon open systems a p plications. 

(2) I B M' s  RACF provide secu rity ma nagement for the State's centra l e nte rprise server. 

(3) Firewa l ls  at network points of entry a n d  for sepa ration of network segments. 

(4) Virtual  Private Netwo rk (VPN) - has to be req uested by the agen cies for remote access 

i nto the State's network (STAG Enet} .  

(5) Anti-virus software for workstatio ns and servers. 

( 6 )  S PAM guard for e-ma i l .  

( 7 )  Al l ITD staff is subject to  a background check  w hich i nc lud es fingerpri nts wh ich a re sent 

to the FBI for eva luation.  

(a)  Perfo rmed thro ugh the Attorney General's (AG) office. 

( b )  Level & q ua l ity of check is set by the AG. 

(8) D isaster Recovery and Business Cont inuity 

ITD operates a fu l l  service disaster recovery site at a remote locatio n .  This site has 

compa rable powe r (with U PS and ge nerator backup),  fi re sup pression, air condit io n i ng, 

a n d  h u m i d ity co ntrols in p lace at this site s imi lar  to those servicing the main data center 

at  the Capitol complex. At this d isaster site, servers a re in  place that provide for ra pid ly 

re placing the p rocessing capabil ity of their Level 1 p rocessing ca pa b i l ities within one 
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hour. They have identified the fol lowing five disaster recovery levels. Each level 
indicates the recovery a ctivity and the timeframe for recovery. ITD will work with 
agen cies to identify a recovery level that best meets the agencies' needs for the cost 
they a re willing to pay. Disaster recovery is a n  a dded service to a n  agency's service level 
agreement a nd would be provided at an additio nal monthly cost. 
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" A comprehensive statewide com munications network, STAGEnet, provides protection 

agai nst most single  points of fai lure. 
" A diagram of the State's network may be found in Appe nd ix E. 
� ITD operates a central IBM mainframe computer system. 
� Storage Area Network {SAN) data storage facilities have the a b i l ity to support high vo lumes 

of data and high processing demands. 
e VMware based Virtual  se rver e nvironment supporting a h igh percentage of o pen systems 

serve r req uirements. 
<> A secure a nd comprehensive d isaster recovery faci lity is capable of supporting business 

continuity initiatives. 
• UrmnelGroup found ITD to be more than competent to handle the add itiona l  load pro posed 

by a ny or all  of the agencies under study. 

(; Size of the department - At 340 FTE, ITD o utnumbers the IT staff of the four subject 

d epa rtments combined by a factor of 30. The combined IT experience of this team can be 

measured in centuries, not just yea rs.  
0 Breadth of experience - With the number of individuals on staff, there is a broad base of 

experience upon which to draw for a lmost a ny reason, and the o dds are that someone on 

staff has either "done it" or knows someone who has. 
$ Econom ies of scale - There is considera b le "depth of staff." J ust based o n  workloads, there 

a re few areas where a skil l  is known by only one i ndividua l . 
e The State has clearly invested heavily in ITD. UmmelG roup is impressed with the recent 

remodeling of th e data center, the e m phasis on reso lving the re lative ly recent power 

probl ems, a nd the capabilities of the backup center . 
., The data center well  la id out, o rganized, and neat . Wiring was mostly hidden, what was 

visib l e  was neatly bund led a nd careful ly routed. 
� Fire protection was professional ly installed, and the ceil ing was be ing used as a return-air 

p lenu m . 
o Data ce nter security was obviously thought th rough and efforts had been taken to plug a ny 

secu rity "holes." We were signed-in, checked against our driver's license, given badges, 

escorted, and the whole thing logged on camera .  
<11 Professionalism is a major strength.  Without exception, with the individuals we 

interviewed, there were the traits of people confident in their positions, knowledge, a nd 

commitment to "doing the job right." It speaks well for the managers of ITD over yea rs of 

operation.  
• Proced ures have been develo ped to ensure up·-to-date documentation and an enterprise 

view of potentia l impacts of actions taken that can prove extremely valuable d u ring a major 

o utage. 
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The focus of UmmelG roup's recommendation is on the issue of consolidation for the four agencies 
studied, having found no specific value in a simple relocation of their IT hardware resources to ITD's 
Agency Data Center (see Recommendation Deta ils below). 

UmmelGroup recommends that the Attorney General, as the focal point for FBI CJlS activity for the State 
of North Dakota, servicing of criminal  history i nformation retrieval requirements of law e nforcement 
age ncies statewide, a nd their information exchange responsibi l ities with the FBI, their o perations are 
u nique and complex within the State, should not be co nsidered for consol idation .  The following list of 
responsibil ities would end up adding additional unwarranted co mplexity to the current CJIS 
communications structure a nd additional un-needed C.JIS control structures and proced ures to the ITD 
Data Center. 

1. I nteraction a n d  partnership with the FBI for the management a n d  dissemination of criminal 
h istory info rmation. 

2. The sto rage and ad ministration of sensitive CJ IS data storage as defined by FBI CJIS pol icy. 
3.  Ad ministration of access to CJIS data by crimina l j ustice agencies statewide i n  compliance with 

FBI CJIS po licy. 

While not recommended for consolidation, the Attorney Genera l's Office should be considered 
"part ners for the long run" with ITD for consulting, advice, and assistance on a regular basis. Over time, 
the Attorney Genera l's office may find certai n  ITD services an attractive option to continuing to grow 
their own computing capability for non-CJ IS i nformation processing needs. 

U mmelGroup further recommends that the other three agencies, (Publ ic Service Commission, DMR Oil 
& Gas, a nd State Water Commission) sho uld be considered for co nsolldation under the fo llowing 
stipu l ations: 

1. Agency lT staff remains assigned to t heir respective agency. 
2. ITD estab l ish a vi rtual  server envi ron ment that will facilitate the special computing n eeds of 

t hese three agencies. 
3. ITD make acco mmodations in their policies and procedures that e n a b le the agency IT staff to 

conti nue to perform a ppl icatio n  development activity that qu ickly responds to changing 
business requ irements. 

4. !TD provides the agency IT staff with sufficient administrative rights a nd control over their 
virtual  servers to facil itate deve lo pm ent and testing activities to include the ca pabi lity to insta l l  
new software a n d  reboot virtual servers as needed . 

5 .  Agency budgets a re adj usted acco rd ingly t o  acco unt for impact o f  p rojected increases i n  ITD 
service fees fol lowing conso lidation. 
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TESTIMONY OPPOSING SENATE BILL 2051 

Mister Chairman and committee members, I 'm Randy Christmann, Public 

Service Commissioner. The Public Service Commission is testifing today in 

opposition to Senate Bi l l  205 1 . 

The business process for the PSC, like the Water Commission and the 

Department of Mineral Resources, is science and engineering based . While a 

component of our IT requirements support basic data management and office 

automation , the core focus of our IT infrastructure is the direct support of the 

scientific and engineering applications that drive our business process. 

The Publ ic Service Commission presently houses and maintains its own 

servers to support various energy related regulatory functions. The Commission 

wou ld l ike to provide some background as to why we feel this is the best solution 

for our stakeholders. 

I n-house management of hardware and software al lows the PSC to stay 

closely integrated with our business partners which include both the mining 

industry and the Federal Office of Surface Mining (OSM), as required by the 

federal reclamation law. Transferring this function to a unified state IT department 

that is unfami l iar with these scientific functions, the federal requirements, or the 



needs of industry, would jeopardize the efficiency, seamlessness and cost 

effectiveness of the state's current coal regulatory process. 

Managing the state's coal regulatory and reclamation program requires 

the PSC to be, above al l  else, in sync with the federal Office of Surface Mining.  

After al l ,  to be authorized by OSM , our program must meet al l  of their standards 

as required by the federal reclamation law. Our business appl ications and server 

infrastructure are closely related and in some cases directly integrated with the 

OSM and industry. 

The Office of Surface Min ing , in its April 1 9 , 201 3 letter to Chairman Brian 

P. Kalk,  concerning the PSC's innovation and effective use of OSM provided IT 

resources,  stated : 

"Since 1 989, the PSC has been at the forefront in taking 

advantage of the IT equipment and software that is available 

from OSM for exclusive use in the state mining programs that 

we oversee pursuant to the federal Surface Min ing Control and 

Reclamation Act of 1 977. North Dakota was the first western 

state with large surface mines to develop an electronic 

permitting system which allows mining companies to fi le an 

entire mining permit appl ication on a CD and/or DVD. Likewise, 

the PSC has been a leader in the development of GIS 

appl ications that are used to track min ing and reclamation 

activities. To use the OSM provided software for these and 

other purposes, the states need to load it on their IT servers and 
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the software is subject to certain l icensing agreements when 

used . The PSC has signed a Memorandum of Agreement with 

OSM committing their p ledge to abide by al l  software l icensing 

agreements and to ensure proper access to our servers that 

supply these l icenses. We have found that there are usually 

fewer issues in loading the software and dealing with related 

programs when the state agency has local control of its IT 

servers, compared to a state that operates under a centralized 

server system. We bel ieve the PSC's abi l ity to implement new 

technology over the years has helped with its efficient 

administration of successful coal  regulatory and AML 

programs." 

In their 2014  evaluation report, OSM noted that development of this 

program is an ongoing and dynamic project. They further  stated , "The 

Reclamation Division uses new technology to become more efficient and make 

information more read ily avai lable to the public." 

Flexibi l ity is a lso needed to a llow the Commission to implement 

technolog ical advances, min imize cost, and maximize effectiveness in step with 

private enterprise. This interaction with our private sector business partners 

effectively leverages an optimum mix of state and federal software ,  while 

maintaining strict compatibi l ity with industry and other regulatory 

jurisd ictions. This process provides benefits and efficiencies far beyond the 
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federal dol lars that help support our agency. This process allows us to provide 

the h ighest qual ity service to the state at the lowest possible cost. 

The coal  industry is currently facing regulatory uncertainty from many 

d ifferent angles. Before adding even more uncertainty, you need to know the 

effects of add itional regulatory lag and lost opportunity costs which are inherent 

when placing a third party between the Commission and its IT infrastructure. That 

is a q uestion you need to ask yourself, because changing a core regulatory 

process which has been at the forefront of innovation wil l  introduce even more 

uncertainty for this key North Dakota industry whose viabi l ity is already in 

danger. 

If the North Dakota regu latory program encounters problems the result 

may be that the federal government regulates the coal industry, not North 

Dakota. So the next question that needs to be asked is, does this proposal 

provide enough increased security or enough cost savings to justify that 

additional risk? To help with answering that q uestion you funded an interim 

study. 

In the study results, on page 2, the Ummel Group included the following 

stipulations which must be met before consolidation can even be considered : 

• Current agency IT staff remains assigned to their respective agency. 

• ITD establish a virtua l  server environment that wi l l  facil itate the special  

computing needs of these three agencies. 
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• ITD make accommodations in their policies and procedures that enable 

the agency IT staff to continue to perform application development activity 

that al lows the agency to quickly respond to changing business 

requirements without sacrificing ITD management and security controls. 

• ITD provides agency IT staff with sufficient administrative rights and 

control over their own virtual servers to facil itate development and testing 

activities and to include the capabil ity to instal l  new software and reboot 

virtual servers as needed . 

• Agency budgets are adjusted accord ingly to account for impact of 

projected increases in ITD service fees fol lowing consolidation . 

Senate Bi l l  2051 goes far beyond the Limmel Group recommendation but 

it does not provide any assurance these stipulations will be 

implemented . Amazingly, in the preliminary cost estimate provided by ITD it 

appears that ITD will simply attempt to integrate these agencies into their current 

infrastructure without any regard to the unique business processes of these 

agencies and without any regard to the previously mentioned stipu lations. 

Regard ing cost savings which might justify the risks involved with th is bi l l ,  

frankly, there are none. ITD's preliminary cost estimate for the Publ ic Service 

Commission's portion of the fiscal note is $291  ,356/biennium. But that estimate 

uses a new and unpubl ished storage rate so I am very concerned that our cost 

I NCREASES will u ltimately be substantially higher! 
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Regard ing increased security, on page 24 of the study results the Ummel 

Group concluded , "ITD controls al l  of the networks for the State to the point 

where devices are connected to the network. I n  general ,  since al l  of the agencies 

involved use ITD's network security, consolidation would not change the 

cybersecurity profile of any of the agencies." No PSC server is exposed to the 

internet - al l  publ ic information is d isseminated through the PSC website already 

provided and managed by ITD. 

Considering the certainty of substantial increases in our costs and the fact 

Ummel Group found that consol idation would not change the cybersecurity 

profile of any of the agencies , there is no demonstrable benefit to consolidation.  

There is however significant risk to a North Dakota industry at a time when they 

are under extreme economic and regulatory pressure.  

Mister Chairman, this concludes my testimony. I wi l l  be happy to answer 

any questions. 
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N O RTH DAKOTA STATE WATER CO M M ISSIO N TESTI MONY 

RELATIVE TO S ENATE B ILL  2051 - -

P RESENTED TO TH E SENATE GOVERN M E NT A N D  VETERAN AFFAIRS CO M M ITIEE 

JAN UARY 9. 2015 

Good morning Chairman Dever, and mem bers of the Senate Government and Veterans Affa i rs 

Comm ittee, I am M ichel le Klose, North Da kota's Assista nt State Engineer to the N orth Da kota State 

Water Com m ission .  

O u r  agency has concerns with proposed Senate B i l l  2051. The goal o f  t h e  cu rrent law i s  t o  create cost 

savings through efficiencies in certa in information tech nology services . However, Senate Bi l l  2051 

removes a provision that provides agency flexibi l ity, and  it does not provide cost savings for the Water 

Commission .  As evidence of our concerns, I respectfu l ly request yo u r  consideration of the fo l lowing five 

points. 

1) There a re no cha nges needed to the cu rrent law to accom plish the goals of efficiencies, cost-savings, 

and  improved q ua l ity of service for information tech nology services discussed in this legislation. The 

cu rrent law, which was implemented over ten years ago, is sti l l  effective today in providing a process to 

accompl ish these goa ls. The process as defined by the existing law inserts the Office of Management 

and Budget ( O M B) as a neutral th ird pa rty to bala nce recommendations of the I nformation Technology 

Department with the n eeds of each state agency. The role of O M B  was spelled out in legislation and 

p rovides flexibi l ity to  a l low u n ique considerations to  be factored into decision-making related to  the  

de l ivery of  information tech nology services. At any point in  t ime u nder the  current law, OMB ca n 

review and make determ inations on consol idation, with consideration given to the creation of 

efficiencies, cost-savings, a n d  improved qua l ity of service . 

2) Flexibi l ity is needed for engineering and science-based agencies. Engineering and science-based 

agencies have d ifferent information tech nology needs compared to fina ncia l or  business-re lated 

agencies. The Water Commission has provided engineering and scientific resou rces since its inception .  

The Water Com m ission stores large vo lu mes of data that a re used b y  other state agencies, federal 

agencies, engineering firms, water resource districts, com m unities, and the genera l  pub l ic.  This 

information ca n range from ground water stud ies, l idar, well  d ri l l ing logs, and radar - to water use data . 



While ITD h as prod uced a state-of-the-art infrastructure that is ta i lored to address the traditional 

business m odel, they sim ply do not maintain the staff with ski l ls surrounding the tools and resou rces 

that are com m o n ly req uired within engineering and scientific d iscip l ines. Many of the tools used by the 

Water Com m ission - inc luding 40, Fortra n, Python, and a range of other tools are not supported by ITD. 

In addit ion to d ifferences in softwa re resou rces that support the engineering and scientific discipl ines, 

these a reas often req uire very different hardwa re arch itecture to su pport the types of appl ications and 

processes that a re com mon to engineering and scientific appl ications. G iven the sma l l  n u m ber of 

agencies involved with engineering and scientific appl ications, it is very difficult for ITD to develop and 

mainta in  the ski l l  set  to su pport these resources. 

3) The proposed legislation will resu lt in  substantia l cost increases for the State Water Com m ission and 

ca n not be considered a savings. O u r  agency i s  currently funded through the  state's Resou rces Trust 

Fund and some l imited federal progra m fu nding.  The Resou rces Trust Fund is used for water 

development projects across our state. For this bienn ium we received over 250 applications for state 

fu nding to be inc luded in our  state water p lan .  I ncreased operational  costs will ta ke dol lars away from 

avai lab le  project fu nding. When oil extraction taxes are coming in strong, there are some who would 

not consider cost to be a factor in decisions concern ing consol idation.  However, our agency a lso has a 

focus o n  susta inab le  infrastructu re and places an emphasis on being able to ta ke care of resources in the 

futu re as well as today. 

We have worked with ITD and have identified that conso lidation would req u i re a n  additional  $700,000 

in insta l lation costs and  $1.6 mil l ion in recurring costs per bienn ium for fu l l  consolidation .  The fisca l 

note attached to th is b i l l  has identified insta l lation costs of nearly $210,000 and recu rring biennia l  costs 

of more than $730,000 for partial consol idation as defined by ITD. Currently, the Water Com m ission 

maintains a budget of approximately $450,000 for al l  internal  IT resou rces. Of th is, approximately 

$95,000 is a l located for server ma intenance and su pport. Therefore, regardless of which path is 

selected the Water Com m ission is facing a n  increase that is nea rly 10 times current spending levels to 

ma intain the sa me services. In addition, the projected costs in  the fisca l note include some genera l  

assu m ptions t h a t  m a y  or may n o t  be rea l ized, which could drive costs even h igher. If t h e  point o f  the 

pro posed legislation is to prod uce efficiencies or cost savings, it is hard to see h ow these goals wi l l  be 

met with the removal of the cu rrent flexibi l ity in the law. 

4) The p ro posed legislation i ntroduces significant risks to our agency operations and the benefits have 

not been shown to outweigh im pacts. We respectfu l ly request that the Water Commission be a l lowed 



to contin ue to make information technology decisions that address our  u nique requirements. The 

agency is currently facing pressures with increased water supply demands for drinking water; increased 

g round water permitting for agriculture and industrial development; i ncreased federal rulemaking that 

proposes to restrict access and use of the waters of the state; a n d  even climatic conditions that elevate 

flooding risks and i mpacts to agricu ltu ra l  lands. These pressures combined with major changes to the IT 

infrastructure and related tool base that is used to manage these initiatives wil l  have significant impacts 

o n  the Water Com mission and wil l  make it m uch more difficult for the agency to respond to these 

increased demands. 

5)  Security was d iscussed at the Interim Information Technology hearing in  Septem ber 2014 as a major 

factor d riving the proposed change to the current law. However, the proposed legislation does n ot 

improve security. U nder current law and practice, ITD sti l l  p rovides security and security audits for 

agencies exempted by O M B  under this section of law. 

M r. Chairman and members of the com mittee, this concludes my testimony regarding Senate Bill 2051.  

I thank you for you r  consideration of o u r  concerns, a n d  I wi l l  be happy to a nswer a ny questions that you 

or other members of the com mittee m ight have. 
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Senate Bill 2051 
Senate Government and Veterans Affairs 

Jan uary 9 ,  20 1 5  

Testimony of Bruce E .  Hicks, Assistant Director 
North Dakota I ndustrial Commission - Department of Mineral Resources - Oil and Gas Division 

Chairman Dever and members of the Senate Government and Veterans Affairs Committee, my 
name is Bruce Hicks. I am the Assistant Director of the Oil and Gas Division of the North Dakota 
I ndustrial Commission.  

SB205 1 amends North Dakota Century Code (NDCC) § 54-59-22 and seeks to remove authority 
for the Office of Management and Budget to grant exemptions for IT consolidation .  Our 
department is opposed to this bill and we offer the following: 

Permanent Exemption granted in 2005 
• Pam Sharp's letter of 4-29-2005, "I am granting your request for a full and perma nent 

exemption from IT consolidation based on the authority provided to me in 
NDCC § 54-59-22."  

o Office of Management and Budget can only exempt agencies after advisement by the 
I nformation Technology Department 

• Since receiving exemption: 300 -7 321 7 users ; 1 40,000 -7 1 ,200,000 bopd 
o permanent exemption should not expire 

Consolidation Study by Ummel G roup 
• Costs-Ummel expected no cost savings 

o 20-30% cost increase experienced by other states 
o $1 ,400,000 bien increase DMR estimate 

• Physical Security-Ummel expected increased security 
o no improvement noted by other states 

• Cyber Security-Ummel expected no change 
o no change to less secure noted by other states 

• Redundancy-Ummel expected 1 5% improvement expected 
o State's experienced loss of staff, ITD billed back IT personnel at higher cost 

• Service-Ummel expected improvement 
o degradation in service noted by all other states 

C u rrent ITD Consolidation Implemented by DMR 
• Electronic Mail 
• Phone Service 
• Audio Streaming Services 
• Wireless Connectivity (StageNet) 
• VPN Services 
• Security I ntrusion Detection and Prevention 

Chairman Dever and members of the Senate Government and Veterans Affairs Committee, we 
urge you to vote "Do Not Pass" on SB2051 .  



NDIC-Oil and Gas Division Summary of Findings for IT Hardware Consolidation 
Findings Costs Physical Security 
Ummel Group Study 

NDIC Surveyed Agencies
' 

Colorado Oil and Gas Conservation 

Commission 

No Cost Savings Expected Increase Expected 

Not Quantified No Change 

Cyber Security Redundancy 

No Change Expected 1 5% Improvement Expected 

No Change Lost IT Staff 

Ohio Department of Natural Resources -
20-30% Increases 

Division of Oil & Gas Resources 
No Change 

No Change - Still receiving Lost two IT Staff - 3 ITD FTE 

Utah Oil and Gas 

Wyoming Oil and Gas Conservation 

Commission 

bogus emails dedicated to RBDMS 

No Improvement. DTS 

30% Increase estimated. Initially No Improvement. Physical experienced a huge data 
presented as a no cost increase securrty measures were breach in State Health Dept. 

activity by Department of adequate prior to records post consolidation. 

Technology Services (DTS). consolidation. $2Million required to repair 
securrty. 

Increased costs. Both direct and 

indirect cost increases. 
Additional charges for storage, 

back-up, and consulting fees. 

No Change 
Less secure. Servers have 
been "hacked" three times 
since consolidation. 

Three programers transferred to 

DTS. Two of three retasked back 

to agency to house and pay for at 
$75/hr. 

Existing staff unable to perform 

their duties until ITD resolves 
connection issues. 

Service 

Improvement Expected 

Degraded: "Down-Time" Increased and services were 

"off-line" more. Takes longer to get server back u p  

through ITD service call. 

Degraded: Reliabilrty decreased wrth longer time 

required to get servers back up under ITD control. 
\/Vhen server goes down it is down until ITD is 

contacted and provides service. 

Degraded: Agency, as a customer, has been poorly 

served by the DTS. RBDMS was being implemented 

at the time otherwise more issues would have been 

discussed. Less service provided for greater costs. 

Outages due to uprades results in 24-48 hour down 

periods. \/Vhat used to take days now takes months 

to accomplish. 

Degraded: Servers down for a week while ITD 

consolidated hardware and discovered, then resolved 
errors. Customers can no longer run queries on their 

databases. Addrtional constraints imposed by 

consolidation when new features are added or 

adjusted or when staff or procedures change. Access 
to data and webstte hampered. Lack of 

communication and planning. ITD makes changes 
wtthout agency consultation. 1 NDIC-OGD requested the Ummel Group consult with additional oll and gas regulatory agencies, specifically Utah and Ohio, as a part of their scope of Inquiry. The Ummel Group did not incorporate the OGD 

recommendation in their study. As a result, the OGD completed the activity and provides the comments as summarized above. 



Testimony on SB 205 1 
Jason Bohrer, President and CEO, Lignite Energy Council 

Presented before the Senate Government and Veterans Affairs Committee 

January 9, 20 1 5  

Good morning, my name is  Jason Bohrer, I am President of the Lignite Energy 

Council .  

I would l ike to respectfully submit the LEC ' s  comments for the record on the bi l l  

before the committee today that would consolidate the IT systems of the Publ ic 

Service Commission, State Water Commission, and Department of Mineral 

Resources . 

The Lignite Energy Council is  comprised of companies that rely upon North 

Dakota's plentiful lignite coal for their businesses. Our members support 

thousands of j obs throughout the State. 

The businesses and individuals of the Lignite Energy Council support efforts to 

increase efficient operation of state agencies and exercise wise stewardship of 

taxpayer resources. More efficient government means our members can focus on 

what they do best: maximizing the value of coal and powering the l ives of those in 

the Upper Midwest. And as direct consumers of services provided by the PSC, our 

members have first hand knowledge of the importance of stable and rel iable IT 

services. As such, we have some serious concerns with this proposal to 

consolidate their IT systems. 

In our long history of working with the PSC, our members have had no issue, 

problems, or concerns with the agency and the rel iability and security of their IT 

systems.  In fact, our members have worked together with the PSC on cutting edge 

technological services to increase efficiency and access to information in our 

industry. These efforts have been recognized by federal officials in the Office of 

Surface Mining for their innovation and effectiveness, and have served as models  

for other States to leverage the assets provided by OSM to make their own mining 

programs more effective. 

This leads to one of our concerns with this proposal . The PSC computer systems 

serve to aggregate information from federal partners and industry participants 



within the State's regulatory infrastrucure. This three-way conversation creates the 

need for a system that is suited for rigorous compliance with federal requirements 

while maintaining the abi lity to quickly adapt and integrate the innovations that 

come from the private sector's early adoption of technological improvements. 

This expertise has developed over a series of decades and we fear it cannot be 

easily replicated if the PSC server system is uprooted from its current location. 

In the coal industry, l ivelihoods depend upon compliance with State and federal 

regulations. Any threat that puts our permitting system at-risk, or puts our access 

to critical data at-risk is taken seriously by those who rely upon the PSC's systems. 

For this  reason, we share the concern for a IT system that is secure from 

cyberthreats and physical threats. But in the day to day operations of our 

businesses, the risk of unnecessary delays, or unexpected interoperability 

problems, or a regulatory mistake due to a steep learning curve are j ust as real and 

j ust as damaging as cyberthreats or physical threats. 

Therefore, our primary concern would be moving servers out of the PSC and into 

another agencies' j urisdiction. 

When coupled with the study' s  conclusion that consolidation would have no cost 

savings, potentially greater costs for the PSC, and no real benefit, we question the 

need for the PSC to be consol idated under this bi l l .  In short, a solution in search of 

a problem. Today' s  l ignite industry is  faced with many issues on the regulatory 

front, and we hope to avoid additional risk of problems or delays of permits, 

revisions, exchange of data or information, etc. due to the i ssues of another agency. 

Thank you for the opportunity to submit comments, and I would be happy to 

answer any questions the committee might have. 


