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Minutes: 

Chairman Nathe: opened the hearing on HB 1453. 

Rep. Ben Koppleman: District 16, introduced HB 1453. (1 :00-6:09) (See Attachment #1 ). 
I will be presenting amendments later. 

Rep. Olson: You state that recent redefining of terms for sharing permitted uses of this 
data by the US Department of Education , could you explain what that means? 

Rep. Koppleman: I could provide the particular decision that I am referencing , what they 
have done is redefined what for educational purposes would be and then are using that in a 
way to allow for data to be shared more easily. If a school district would like to contract 
through a third party to do certain comparisons they are basically opening the door by 
saying it is for educational purpose so they don't limit that, Family Educational Rights and 
Privacy Act (FERPA) doesn 't limit it specifically. It has created a conflict between the 
original intent and application of FERPA. If school districts followed that interpretation it 
would change the way data is handled. 

Rep. Mock: When you define state agencies what are you pertaining to? 

Rep. Koppleman: I was going to put a definition in there but was told that State agency is 
clearly defined as a political subdivision , so school districts are not considered a state 
agency. There instances like the School for the Blind or the School for the Deaf, that has 
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oversight by a state agency, so this would be a blurred line and they will be dealt with in the 
amendment. 

Rep. Mock: Some agencies will express concern that your allowable data, lines 10 
through 20 in the bill, I think will conflict from us and federal requirements. Do you know 
where we require information that is different than what is allowed in this bill? 

Rep. Koppleman: I talk about the immunizations records, they are not in my list that 
would need to and I have researched from various stakeholders that could identify areas 
that might have conflict. The list on page 1 was the list I received from the Superintendent 
of Public instruction. That is basically what is in this bill, but not allowing the list to be 
expanded without coming back to legislature for consent. I believe when the amendment 
is there it will take care of all the scenarios I have been made aware of. What you might 
hear in testimony is they don't like Line 21, because it says you can't expand this list at the 
whim of one agency, and that is on purpose. 

Chairman Nathe: You talk about Line 21 and 22. Right now SLEDS provides 
information to K-12 and Higher Ed and policy makers. If this bill passes there would be no 
reports on remediation, dual credit, graduation etc., so how do we get our information? 

Rep. Koppleman: I don't know that it would limit that. I did reach out to Lisa Feldner, 
who works on SLEDS. Take remediation for example, under this you would know in K-12 
what a student had completed then you could pick up with Higher Education to see what 
remediation they had to take. So if you wanted to draw a parallel to this you would be able 
to . Same thing is true with Job Service, if you are drawing a parallel with the student 
information. They could use the data sharing agreement to do that. I would be happy to 
consider if there is one or two things missing in amendments. 

Chairman Nathe: So us as policy makers and we tell SLEDS we want information for A, 
B, C that is outside of this list, we need that information to make decisions on $100 million 
dollar issues yet according to line 21 and 22, they would not be able to give us any 
information outside of this list, is that correct? 

Rep. Koppleman: Quite honestly state agencies as far as student data wouldn't have 
any information out of this list period. The only agency that would have information from 
this list would be a local school district. 
Chairman Nathe: But if the legislature said we wanted information on this and this and it 
is not on the list we could not get that information according to the bill. Wouldn't that limit 
the ability for the legislature to make a policy decision? 

Rep. Koppleman: That could be a possibility, if it is done through legislation. I believe the 
prudence data points are there that I gleaned from the agencies I have talked with. If you 
wanted to compare how many kids wanted to be firemen, you couldn 't do that with this list, 
but I would argue, what reason would want to know that information. 
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Chairman Nathe: So we could make more informed decisions, especially since 
sometimes millions of dollars is attached. 

Representative NathanToman: District 34. In support of HB 1453. This is a 
collaboration of parents to protect the data. We don't want the data breached for our 
children. (17:42) 

Rep. 0. Johnson: Is there any indication of breaches in North Dakota? 

Representative Toman: It didn't specifically mention that. We have had the Blue Cross 
Blue Shield and University System data breach. 

Rep. Kelsh: Is there an indication of who is doing the breaching? 

Representative Toman: Data on the move has dropped since 2007, which is a category 
they have in the example, which is data sharing agreements. It was 25% and dropped to 
10%. It is the percent of the out of the 675 million records that have been breached is the 
percentage of the data that was breached. Data on the move if I e-mail you something and 
put it in the cloud or inside the power schools and moving back and forth , where you are 
sharing information across the wire. 

Chairman Nathe: Is that a North Dakota number or a National number? 

Representative Toman: It is the national number, I don't have the North Dakota number 
but I can send it with the e-mail. 

Jerry Ketterling: Information Security specialist. In support of HB 1453. (20:55-24:26) 
80 million records have been breached lately. If you have ever had to replace your credit 
card you know what I am talking about. There has been 30 states introducing legislation to 
address this problem and 24 states have passed laws. This is an issue that transcends 
state boundaries. HB 1453 does not limit class room instruction. It does put in place a 
framework of what data can be shared and provides the circumstances under which data 
can be shared . I urge a do pass on HB 1453. 

Chairman Nathe: Are the private schools subject to data breaching? 

Jerry Ketterling : It doesn't seem to be a problem there. 

Amy Jirsa-Smith: Parent. (25:19- 26:10) I support HB 1453. I had my credit card 
breached here also. I would like to see this bill pass also. 

Rep. Mock: You are the second person to testify about credit card security breaches as 
why this bill should be passed , does this bill address that issue? 

Amy Jirsa-Smith: It is an example of how data can be breached . 
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Tom Freier: Executive Director of ND Family Alliance.(27:26-27:49) (See Attachment #2) 
in support of HB 1453. 

Loyal Karges: Parent. In support of HB 1453. It could be a fifth amendment issue. I 
have heard stories of people being coerced in to giving information that isn't relevant to a 
student situation or a student - teacher situation. It isn't clear on what information is 
deemed necessary. 

Chairman Nathe: Any other support for HB 1453? None. Any opposition for HB 1453? 

Jeff Fastnacht: Superintendent of Ellendale School (28:00-37:55) in opposition to HB 
1453. (See Attachment# 3,4,5 ). 

Rep. Koppleman: Once the amendments are done you will see some of your ideas are 
integrated into them. Looking at the list on top of page two about data collection by the 
state assessment, that data is right of the DPI sheet of what they collect. How can it be 
too restrictive if they are already doing it and in my conversations with the Superintendent it 
seems to be adequate data. How do you think it is too slim a list? 

Jeff Fastnacht: I took that idea directly from my guidance counselor, who receives the 
boxes of ND State Assessment, maybe it will be different with Smarter Balance, or ACT 
from the state, on their boxes comes preprinted labels. On the preprinted label is Jeff, 
my name, that is not on the list. 

Rep. Kelsh : Is the student data the problem or is the mining of the data the problem? 
What data doesn't people like to be accessible and what are you doing to make this more 
secure? 

Jeff Fastnacht: I haven't had a person come to me specifically noting any data we keep. 
We believe we need to do due diligence when keeping all your data. Some people need 
the data and use it for the child's education. When we tell them we are using the data 
inside the school the people are saying ok, we are good. 

Chairman Nathe: We have 50,000 parents who have children in the K-12 system, how 
much do you hear complaints on this issue? 

Jeff Fastnacht: Little to none. We do a good job of informing parents. Maybe that 
dispels it. 

Chairman Nathe: Has there been a breach or close calls or anything like that? 

Jeff Fastnacht: None that I know of, the greater concern is the person going outside the 
walls of their classroom and talking about a child in the public ear. 

Dr. Nick Klemisch: Director of Special Education for the Sheyenne Valley Special 
Education Unit: (43:00- 47:05) in opposition to HB 1453. (See Attachment #6). 
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Rep. Meier: Could you provide the committee a list of all the requirements you have to put 
in to your data collection. 

Dr. Nick Klemisch: Yes. 

Rep. Olson: Are you aware of the changes that Representative Koppelman referred to in 
his testimony? 

Dr. Nick Klemish: I would defer to Department of Public Instruction. 

Lisa Feldner: Vice Chancellor of North Dakota University System, (48:00-53: 18) in 
opposition to HB 1453. (See Attachment# 7) . 

Rep. Olson: Are you aware of the changes that occurred in FERPA that Rep. 
Koppleman was referring too? 

Lisa Feldner: FERPA has ongoing changes, I am not sure which ones he was referring 
to but they will be tighting up security regarding to third party vendors and they will be 
tightening that at the federal level as well. 

Rep. Koppleman: As I read line 21 it says a state agency by means of a data sharing 
agreement may not expand the list. It doesn't say they can't use data sharing agreements. 
So if you wanted to know if children graduated early or not, line 17 says courses or units 
the student has completed together with the grades obtained and line 18 says the dates of 
student enrollment which would suggest they graduated early. How could you not have 
compiled this data without expanding this list through a data sharing agreement like you 
suggested? 

Lisa Feldner: That is why I am concerned about the way the language is written? I don't 
know. I'm not sure that we could have. That would have required a new sharing 
agreement. Do you want to be in the position of not knowing if we can? 

Rep. Meier: Can we receive a list of what North Dakota requires for current data collecting 
to go along side with what is collected with FERPA? 

Lisa Feldner: Directory information is defined broadly in FERPA and then you can report 
less, it is a broad category. 

Rep. Meier: We have requirements under FERPA in North Dakota correct? 

Lisa Feldner: No, we don't report anything to FERPA. It is just a guidline to say what 
can't be reported as personal. 

Lisa Feldner: I will go over the written testimony from Craig Nansen Director of 
Technology for Minot Public Schools (57:00- 59:45) In opposition to HB 1453. (See 
Attachment# 8). 
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Jody French: Director of the ND Educational Technology Council , in opposition to HB 
1453. (1 :00:00- 1 :02:55). (See Attachment# 9) . 

Aimme Copas: Executive Director of North DCEL, in opposition of HB 1453. (See 
Attachment #10) .(1 :03:08-1 :04: 47) 

Rep. Koppleman: You said you have a data bill for student privacy and there is one to 
tighten it up or is that the same bill? 

Aimme Copas: That is the same bill, Senator Poolmans bill , it talks about how the SLEDS 
committees are formed and it tightens up some of the data and privacy issues within that. 

Andy Peterson: President of Greater North Dakota Chamber( 1 :05:00 - 1 :06:39) in 
opposition of HB 1453. (See Attachment# 11 ). 

Steve Snow: Director of Management Information System. In opposition to HB 1453. 
(1 :06:00- 1: 09:35). (See Attachment# 12). 

Rep. Kelsh: How specific is the information is on family income or does it say it is below 
the threshold to get free and reduced meals? 

Steve Snow: All we collect the indicator, the family income, so they qualify for the 
program. 

Rep. Koppleman: The new language added in Section 2 prevents the youth risk behavior 
survey, in Section 2 where you are referencing without the prior written consent of a 
student age 18 or older or if the parent doesn't consent. So it is only prohibited if the 
student is over 18 don't consent. When researching this I was told they make it optional for 
a student. This would simply make the consent go back to the parent. That pertains to the 
non- curricular portion or non- standards based portion of the ACT where they ask what 
would you like to be or what profession would you like to go into and they use that data to 
make reports. Both would be allowable with parental consent would they not? 

Steve Snow: I am not sure if the language would prevent that completely . The way I 
read it if the test requires either optional or mandatory a series of questions, religious 
behavior or preference being one of those, we cannot require the test if the bill is passed as 
written. 

Rep. Koppleman: I would like to clarify that with you and get an opinion from counsel if 
that helps. 

Jonathan Byers: Criminal and Regulatory Division Director for the Attorney General : ( 
1:13:07-1 :14:37) The Attorney General is the agency that is tasked with administering ND 
offender registration program. For adults and students we gather a lot of data. We gather 
data on students such as cell phone numbers, age, birth date, etc. The plain language on 
page one prevents us from doing that. We gather treatment information, discipline 
records, police reports, and pre-sentence reports. We try to get the best picture out about 
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the offenders risk factor. We are in opposition because it limits a lot of what we do with 
registered offenders. 

Kirby Kruger: Director of the Division of Disease Control for the North Dakota Department 
of Health. (1: 15:00- 1: 17:49). In opposition to HB 1453. (See Attachment #13). 

Chairman Nathe: Any more opposition of HB 1453? Seeing none? Closed the hearing 
on HB 1453. 
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Chairman Nathe: reopened opened the hearing on HB 1453. This bill has to do with 
collection and dissemination of student information. 

Rep. B. Koppelman: (2 :00- 29:33). Explained proposed amendments 15.0452.03003. 
(See Attachment #1 &2) . 

Rep. Hunskor: When the bill was heard from we heard from the Attorney General , the 
Health Department and different entities did you talk with different people, are they satisfied 
with this? 

Rep. B. Koppelman: The Health Department did make one final change in here and they 
are good . The Attorney General's office was going to let me know if there was any concern 
but they did not contact me. I tried to go through all the testimony and identify the 
concerns. The two things I could not fix was, some did not want a penalty and the second 
was don't put any restrictions on state agencies. I didn't allow it to be opened ended but I 
was sensitive to not take away their ability to collect the data they collect now. 

Rep. Schreiber Beck: Your last statement " I believe" we have addressed this. I am 
really concerned . Who will benefit from this bill? I think it will be attorneys. I realize we 
are trying to limit the data collection . 

Rep. B. Koppelman: When I say I believe it is because this is the third amendment. 
The first two amendments were available for all the parties to read that were involved and I 
have reached out to all the interested parties that I know of. That tesitified . If the chair 
wants us to take more time, we would be open to that. We wanted to be open ended . 
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I am not saying all the agencies will like this bill , because any bill that limits their authority 
they will not like. But it took care of the detailed concerns from the testimonies. I did speak 
to all the primary testifiers. 

Chairman Nathe: I am concerned of unintended consequences. I know you have 
exemptions,. I wonder if it would allow tracking of adult and juvenile registered sex 
offenders and the levels that they are at. I know you have in here exemptions for the 
Department of Corrections and Rehabilitation, but are we restricting the Attorney General's 
office? 

Rep. B. Koppelman: The Bureau of Criminal Investigation is part of the Attorney 
General's office. I did reach out to Liz at the Attorney General's office and she was going 
to let me know if they had concerns. If you want to allow some more time, I will talk with 
them. 

Rep. Rohr: On page 2 line 13 it indicated "or from hosting student information system" 
can you give me some examples of that? 

Rep. B. Koppelman: That would be power school or Ty-net which is the system that 
houses Special Education and individualized education plans and different details. It is 
important for the portability from school to school so if the Special Education student 
moves all their records go with them . They are not directly accessible to a state agency to 
just peruse for their data. 

Rep. Rohr: On Page 7 a lot of parents have concerns about the biometric information 
issued on line 10 other than gym class what other curriculum would require biometric 
evaluation and information? 

Rep. B. Koppelman: If you use biometric in a broad sense such as a heartbeat monitor 
or blood pressure cuff, a health class or some of the dual credit like pre-nursing programs. 

Chairman Nathe: On Page 5 line 4 "a person willfully" how do we prove this is 
"willfully"? You say if it happens over and over, but how do we decide it is "willfully"? 

Rep. B. Koppelman: According to Anita Thomas, she did not see the need to put that in 
there. There is definitions of "willfully" and it would be like anything else. They have to 
interview other people, find witnesses or find records that suggest that. There is times 
where a person could lie and say they didn't do it "willfully". 

Rep. Mock: On Page 5 line 5. Why did you reduce the penalty to "up to ten thousand 
dollars" instead of "ten thousand dollars"? 

Rep. B. Koppelman: Because it is a civil penalty. It was designed to give the judge 
latitude in those situations to decide the level of the violation. 

Rep. Mock: The way you just described it though if it is a civil penalty the judge already 
has that discretion that he might not collect on a full penalty why would you further reduce 
it? • 
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Rep. B. Koppelman: It was viewed that it was a ten thousand dollar penalty no matter 
what and that is not consistent with how civil circumstances normally play out. We wanted 
it to have some level of reasonable relationship. 

Chairman Nathe: Committee please note the written testimony from : Laurie Dechery : 
Associate General Counsel for Lifetouch National School gave written testimony in 
oppostition to HB 1453. (See Attachment# 3). 

Rep. B. Koppelman: Moved to adopt amendment 15.0452.03003 to HB 1453. 

Rep. Rohr: seconded. 

A Roll Call Vote was taken. Yes: 12 No: 0 Absent: 1. Motion Carried 

Rep. Rohr: Moved a Do Pass as Amended on HB 1453. 

Vice Chairman Schatz: seconded. 

Rep. Kelsh: On the survey part of it a parent cannot allow anyone under 18 to participate 
in any survey that is not related to school district contract standards and in the assessment 
section there it doesn't allow them to identify with a mental or psychological condition , does 
this limit the school district in knowing what the problems are? 

Rep. Koppleman: I believe the answer is no. The survey portion is written different on 
purpose is getting parental consent on any of those details. If the district wanted to know 
like about learning disabilities they would have a parent sign a release for this. For the 
school district to pull and find all these things and do that in absence of parental knowledge 
and consent I think is troubling. They would need the parental consent. 

A Roll Call Vote was taken. Yes: 4 No: 8 Absent: 1. Motion failed. 

Chairman Nathe: Any other discussion? 

Rep. Zubke: Moved Do Not Pass as amended on HB 1453. 

Rep.D.Johnson: seconded. 

A Roll Call Vote was taken. Yes: 8 No: 4 Absent: 1. Motion Carried 

Rep. Schreiber Beck: will carry the bill. 
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PROPOSED AMENDMENTS TO HOUSE BILL NO. 1453 

Page 1, line 11, replace "age" with "date of birth" 

Page 1, line 13, after "race" insert "and ethnicity" 

Page 1, line 15, after "student's" insert "teacher of record." 

Page 1, line 15, after the first "school" insert an underscored comma 

Page 1, line 18, after "enrollment" insert "and attendance information" 

Page 1, line 19, after the "1." insert: "The student's disciplinary record; 

k." 

Page 1, line 19, after "unique" insert "state" 

Page 1, line 19, remove ", as used in PowerSchool" 

Page 1, replace line 20 with: 

"I. The student's participation in state and federal education programs." 

Page 1, line 21, replace "6." with "Subsection 1 does not apply to: 

a. The bureau of criminal investigation; 

Q,. The center for distance education; 

c. The department of corrections and rehabilitation; 

d. The state department of health with respect to the collection and 
retention of student immunization records and the investigation and 
reportability of infectious diseases; 

e. North Dakota vision services - school for the blind; 

t. The school for the deaf; 

g,_ The state board of higher education; 

~ Workforce safety and insurance; or 

L. The youth correctional center. 

~ Nothing in this section precludes a state agency from entering a data 
sharing agreement or from hosting a student information system. However. 
g" 

Page 1, line 21, replace "a data sharing contract" with "such activity" 

Page 2, line 1, replace "state assessment administrator" with "entity other than school 
district" 

Page 2, line 3, replace "An entity administering" with : 

Page No. 1 15.0452.03003 



".1. If an entity other than a school district administers" 

Page 2, line 3, after "students" insert ". that entity" 

Page 2, line 5, replace ".1." with "a." 

Page 2, line 7, replace "2." with "h.:." 

Page 2, line 8, replace "3." with "c." 

Page 2, line 8, after "race" insert "and ethnicity" 

Page 2, line 9, replace "4." with "d." 

Page 2, line 10, replace "5." with "e." 

Page 2, replace line 11 with: 

"t The student's participation in state and federal education programs. 

2. This section does not apply to the administration of the ACT or the national 
assessment of educational progress." 

Page 2, line 12, replace "Disclosable" with "School district responsibility" 

Page 2, remove lines 13 through 31 

Page 3, replace lines 1 through 29 with: 

".1. The board of each school district shall determine what constitutes directory 
information within the district. 

2. The board of each school district shall develop a policy to address the use 
and disclosure of directory information and shall identify, by name or title, 
those individuals who have access to directory information. The board 
shall review the policy annually. 

3. Directory information about a student may be disclosed only if: 

a. The student or the student's parent in the case of a student who is 
younger than eighteen has been notified of: 

(1) The intent to disclose the directory information; 

(2) The proposed recipient of the directory information; and 

(3) The purpose of the proposed disclosure: and 

Q,_ The student or the student's parent in the case of a student who is 
younger than eighteen has been given an opportunity to opt out of the 
disclosure. 

c. For purposes of this subsection. notification means a posting on the 
school district's website." 

Page 4, line 2, after "person" insert "willfully" 

Page 4, line 3, replace "the" with "an" 

Page 4, line 3, replace the first "of" with "up to" 
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Page 4, line 22, remove the underscored colon 

Page 4, remove lines 23 through 31 

Page 5, replace lines 1 through 5 with "any matter not directly related to the state or school 
district content standards or the student's grade level curriculum." 

Page 5, line 20, replace "implement a program under which" with "issue to" 

Page 5, line 20, remove "is provided with" 

Page 5, line 21, replace "his or her" with "the student's" 

Page 5, line 23, remove "prohibit their child's participation in the program. A student age" 

Page 5, line 24, replace "eighteen or older may refuse to accept such a device" with "decline 
permission for the student to bring the device home or to remove the device from the 
school" 

Page 5, line 30, after "any" insert "individualized" 

Page 6, line 2, after "expressions" insert:", provided that the prohibition of this section does not 
extend to: 

~ School nurses or other health care professionals delivering health 
care services to students; or 

Q,_ Classes or related activities in which the scanning. monitoring, or 
recording of such information is a required curricular element" 

Page 6, line 3, replace "Scans. monitors, or records the" with "Reviews a" 

Page 6, line 3, replace the underscored semicolon with an underscored comma 

Page 6, line 4, remove "3. Monitors or tracks the student's" 

Page 6, line 4, after "communications" insert an underscored comma 

Page 6, line 4, after "storage" insert", except if there is a reasonable suspicion that a law is 
being broken. that a policy is being violated, or that an individual is in imminent danger" 

Page 6, line 5, replace "4." with "3." 

Page 6, line 5, after "location" insert", except as necessary for the provision of transportation 
services" 

Page 6, line 8, remove "Survey items - " 

Page 6, after line 8 insert "i" 

Page 6, line 11, replace "i" with "~" 

Page 6, line 12, replace "2." with "b." 

Page 6, line 14, replace "3." with ".Q.,_" 

Page 6, line 16, replace "4." with"~" 

Page 6, line 18, replace "5." with "e." 

Page 6, line 20, replace "6." with "L" 
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Page 6, line 21, replace tlLtl with tl~tl 

Page 6, line 23, replace tl8. ti with tlh.tl 

Page 6, line 24, replace tl9. ti with tlL.tl 

Page 6, line 25, replace tl10. ti with tl1" 

Page 6, after line 26, insert: 

tl2 . Nothing in this section precludes a student from taking a survey in 
accordance with the requirements of section 2 of this Act. 

SECTION 6. A new section to chapter 15.1-21 of the North Dakota Century Code 
is created and enacted as follows: 

Additional requirements - Penalty. 

1.:. In order to validate that student data is protected. as required by law. a 
school district may consult with the information technology department, or 
a designee of the department, before the district acquires or initiates the 
utilization of any technology options. 

2. a. A school district may not enter an agreement with a vendor of 
technology, including software. if the agreement permits the vendor to 
collect and retain student data for any purpose, unless the district 
contractually and specifically requests or requires that the data be 
collected and retained by the vendor. Such a requirement by the 
district is limited to school district or educational purposes. 

b. Any vendor that willfully violates an agreement under this section is 
subject to a class A misdemeanor and to a civil penalty in an amount 
up to ten thousand dollars per violation. 

3. Each school district shall develop and implement a policy that clearly sets 
forth which individuals, by name or title. are authorized to access specified 
student data. The board shall review the policy annually. ti 

Renumber accordingly 
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Carrier: Schreiber Beck 

Insert LC: 15.0452.03003 Title: 04000 

REPORT OF STANDING COMMITTEE 
HB 1453: Education Committee (Rep. Nathe, Chairman) recommends AMENDMENTS 

AS FOLLOWS and when so amended , recommends DO NOT PASS (8 YEAS, 
4 NAYS, 1 ABSENT AND NOT VOTING) . HB 1453 was placed on the Sixth order on 
the calendar. 

Page 1, line 11 , replace "age" with "date of birth" 

Page 1, line 13, after "race" insert "and ethnicity" 

Page 1, line 15, after "student's" insert "teacher of record." 

Page 1, line 15, after the first "school" insert an underscored comma 

Page 1, line 18, after "enrollment" insert "and attendance information" 

Page 1, line 19, after the "i" insert: "The student's disciplinary record ; 

Page 1, line 19, after "unique" insert "state" 

Page 1, line 19, remove ", as used in PowerSchool" 

Page 1, replace line 20 with : 

"I. The student's participation in state and federal education programs." 

Page 1, line 21 , replace "6" with "Subsection 1 does not apply to: 

fL The bureau of criminal investigation; 

~ The center for distance education; 

~ The department of corrections and rehabilitation ; 

~ The state department of health with respect to the collection and 
retention of student immunization records and the investigation and 
reportability of infectious diseases; 

~ North Dakota vision services - school for the blind; 

t The school for the deaf; 

g_,_ The state board of higher education; 

tL Workforce safety and insurance; or 

L. The youth correctional center. 

~ Nothing in this section precludes a state agency from entering a data 
sharing agreement or from hosting a student information system. 
However, a" 

Page 1, line 21 , replace "a data sharing contract" with "such activity" 

Page 2, line 1, replace "state assessment administrator" with "entity other than school 
district" 

Page 2, line 3, replace "An entity administering" with : 

(1) DESK (3) COMMITTEE Page 1 h_stcomrep_30_009 
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".L If an entity other than a school district administers" 

Page 2, line 3, after "students" insert", that entity" 

Page 2, line 5, replace ".L" with "a." 

Page 2, line 7, replace "~" with "Q,_" 

Page 2, line 8, replace "~" with"~" 

Page 2, line 8, after "race" insert "and ethnicity" 

Page 2, line 9, replace "4." with "Q,_" 

Page 2, line 10, replace "§.,_" with "e." 

Page 2, replace line 11 with : 

"t. The student's participation in state and federal education programs. 

~ This section does not apply to the administration of the ACT or the 
national assessment of educational progress." 

Page 2, line 12, replace "Disclosable" with "School district responsibility" 

Page 2, remove lines 13 through 31 

Page 3, replace lines 1 through 29 with : 

".L The board of each school district shall determine what constitutes 
directory information within the district. 

~ The board of each school district shall develop a policy to address the 
use and disclosure of directorv information and shall identify, by name or 
title, those individuals who have access to directory information . The 
board shall review the policy annually. 

~ Directory information about a student may be disclosed only if: 

SL The student or the student's parent in the case of a student who is 
younger than eighteen has been notified of: 

(1) The intent to disclose the directory information; 

(2) The proposed recipient of the directory information; and 

(3) The purpose of the proposed disclosure; and 

Q,_ The student or the student's parent in the case of a student who is 
younger than eighteen has been given an opportunity to opt out of 
the disclosure. 

c. For purposes of this subsection, notification means a posting on the 
school district's website." 

Page 4, line 2, after "person" insert "willfully" 

Page 4, line 3, replace "the" with "an" 

Page 4, line 3, replace the first "of' with "up to" 
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Page 4, line 22, remove the underscored colon 

Page 4, remove lines 23 through 31 

Page 5, replace lines 1 through 5 with "any matter not directly related to the state or school 
district content standards or the student's grade level curriculum." 

Page 5, line 20, replace "implement a program under which" with "issue to" 

Page 5, line 20, remove "is provided with" 

Page 5, line 21, replace "his or her" with "the student's" 

Page 5, line 23, remove "prohibit their child's participation in the program. A student age" 

Page 5, line 24, replace "eighteen or older may refuse to accept such a device" with "decline 
permission for the student to bring the device home or to remove the device from the 
school" 

Page 5, line 30, after "any" insert "individualized" 

Page 6, line 2, after "expressions" insert: ", provided that the prohibition of this section does 
not extend to: 

a. School nurses or other health care professionals delivering health 
care services to students: or 

~ Classes or related activities in which the scanning, monitoring, or 
recording of such information is a required curricular element" 

Page 6, line 3, replace "Scans, monitors, or records the" with "Reviews a" 

Page 6, line 3, replace the underscored semicolon with an underscored comma 

Page 6, line 4, remove "~ Monitors or tracks the student's" 

Page 6, line 4, after "communications" insert an underscored comma 

Page 6, line 4, after "storage" insert", except if there is a reasonable suspicion that a law is 
being broken, that a policy is being violated, or that an individual is in imminent 
danger" 

Page 6, line 5, replace "~" with "~" 

Page 6, line 5, after "location" insert", except as necessary for the provision of transportation 
services" 

Page 6, line 8, remove "Survey items - " 

Page 6, after line 8 insert ".1." 

Page 6, line 11, replace ".1." with ".§.:." 

Page 6, line 12, replace "£." with "b." 

Page 6, line 14, replace "~" with "~" 

Page 6, line 16, replace "4." with "Q,," 

Page 6, line 18, replace"§,," with "e." 

(1) DESK (3) COMMITTEE Page 3 h_stcomrep_30_009 
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Page 6, line 20, replace "6." with "t." 

Page 6, line 21, replace "L.." with "9.:." 

Page 6, line 23, replace "§.,_" with "tL" 

Page 6, line 24, replace "~" with "L." 

Page 6, line 25, replace "~" with "i" 

Page 6, after line 26, insert: 

Module ID: h_stcomrep_30_009 
Carrier: Schreiber Beck 

Insert LC: 15.0452.03003 Title: 04000 

"2. Nothing in this section precludes a student from taking a survey in 
accordance with the requirements of section 2 of this Act. 

SECTION 6. A new section to chapter 15.1-21 of the North Dakota Century 
Code is created and enacted as follows: 

Additional requirements - Penalty . 

.1- In order to validate that student data is protected. as required by law. a 
school district may consult with the information technology department. 
or a designee of the department. before the district acquires or initiates 
the utilization of any technology options. 

2. f!:. A school district may not enter an agreement with a vendor of 
technology, including software. if the agreement permits the vendor 
to collect and retain student data for any purpose. unless the district 
contractually and specifically requests or requires that the data be 
collected and retained by the vendor. Such a requirement by the 
district is limited to school district or educational purposes. 

Q,_ Any vendor that willfully violates an agreement under this section is 
subject to a class A misdemeanor and to a civil penalty in an amount 
up to ten thousand dollars per violation . 

;1. Each school district shall develop and implement a policy that clearly sets 
forth which individuals. by name or title. are authorized to access 
specified student data. The board shall review the policy annually." 

Renumber accordingly 
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Testimony on HB 1453 

Mr. Chairman and members of the Education Committee, I am Rep. Ben 

Koppelman from District 16 in West Fargo, ND, and am here to testify in 

favor of HB1453. 

HB 1453 was introduced out of concerns for data privacy and security. 

Parents are concerned with the idea that their child's data may be 

collected with very few restrictions as to the data points collected and to 

the use of that data. Traditionally FERP A has protected against the 

improper use of student data, but with recent redefining of terms for 

sharing and permitted uses of such data by the US Department of 

Education and the expansion of commercial data mining efforts, it has 

become necessary to put additional safeguards in place. The bill also 

recognizes the age of consent for a student within the state of ND, and 

when a parent needs to be involved for permission. I have worked with 

and plan to continue to work with the Supt. of Public Instruction, as well 

as representatives from the Ed. Tech. Council, SLDS, COE, NDCEL, and 

local districts to work through concerns and clarifications, and make 



appropriate amendments that will ensure the intent of this bill is 

carried out without unintended consequences. 

Page 1 of the bill is intended to create a defined list of data points that 

may be collected and maintained by state agencies. This list appears to 

be appropriate as these items are items that the state currently collects 

and has collected in recent years, but stops short of allowing an open­

ended amount of data point collection. For the purposes of this bill, 

local school districts are not considered state agencies. Some 

amendments may be needed for this section in relation to some 

institutions that blur the lines between a state agency and a political 

subdivision, as well as an allowance for the state to continue to collect 

the student immunization records. 

Page 2 limits the data points that may be collected by a third party state 

assessment administrator. These data points are also consistent with 

current practices, but limit the expansion of that data collection. The 

use of directory information, commonly referred to as yearbook data, is 

also defined on this page as well the permitted uses of such data. 

Parents may opt out of the sharing of such data. 

Page 3 defines personally identifiable information that may be shared 

with parental consent, and whom it may be shared with. 



r----------- - - - - -- -

Page 4 includes a penalty for violation of the aforementioned sections, 

as well as the applicability of those sections. Section 2 begins with 

defining surveys that include certain types of data that would require 

the consent of the parent prior to student participation. Such surveys 

would have to be available for viewing, and the parent would have to be 

notified if refusing such survey could cause a student to lose a benefit or 

opportunity. 

On page 5, Section 3 would require parental input prior to the 

implementation of one-to-one devises that would be brought home by 

the student to complete coursework. Section 4 limits the types of 

electronic observation and monitoring that may be used without 

parental permission. This section is not intended to limit the use of 

internet content filters or electronic devises used by school nurses, but 

rather provide some parental oversight of the "next-generation" 

classroom observation and data collection techniques that may be used 

in the future, and that are highlighted in the US Dept. of Education's 

publication titled "Grit, Tenacity, and Perseverance. 

Section 5, on page 6, limits any questions or survey items on state 

assessments that do not directly pertain to the state standards. 

3 



In researching for this bill, I was pleased to find out that the SLDS 

system was housed inside the state and that third parties are not used 

to manage this data, thus limiting the opportunity for improper use of or 

hacking of student data. However, it was pointed out, by some 

discussions with the groups that I received input from, that the highest 

risk to student data is by personnel at the district level through the use 

of third party technology solutions and employee permissions/ logins. 

Many of our school districts do not have technology directors or staff to 

properly vet some of these technology solutions and create the proper 

protocols. Therefore, I plan to bring amendment to ensure proper 

policies are in place at the district level, and to encourage collaboration 

between ITO and the district when choosing and implementing 

technology solutions. 

In closing, I want the committee to know that I have the utmost respect 

for those that work hard to ensure data privacy and protection within 

our state, and hope to continue to work with these individuals to make 

this bill workable and appropriate. As a parent of two school aged 

children, I don't believe in open-ended data collection, but I am 

supportive of a reasonable and responsible data collection effort. 



Members of the committee, I respectfully request that you give this bill a 

Do-Pass recommendation, and I would be happy to stand for any 

questions. 
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Mr. Chairman and members of the House Education Committee, North Dakota Family Alliance wishes to 

go on record in support of HB 1453 as introduced. 

NDFA supports the restrictions on the collection and dissemination of student information as 

safeguarding student data and protecting the identity of the children of North Dakota should be a 

priority of everyone. 

As NDFA views all legislative bills dealing with education, we ask a number of questions. The questions 

that pertain to HB 1453 are: 

• Does House Bill 1453 strengthen or weaken parental control of our children's education? 

• Does House Bill 1453 strengthen or weaken its collection of data and tracking of our children or 

individual family units? 

• Does House Bill 1453 impose ideals that strengthen or weaken conservative values or 

undermine Christian heritage or legacy? 

Common Sense Media says that "Nine of ten American voters are concerned about advertisers using 

personal data to market to children, and an overwhelming bipartisan consensus has emerged in support 

of proposals geared towards safeguarding children's personal information." (2014 poll by Benenson 

Strategy Group). 

Regarding the data collection on information of our children being secure, we all know that nothing is 

secure anywhere on line as we have seen security breach after security breach in the local and national 

headlines. Safeguarding student privacy by ensuring data security should be a top priority for school 

officials especially when districts contract with outside vendors to store or manage student information. 

Unfortunately, this isn't always the case. Almost every school district in the country uses cloud 

computing to house information such as grades, attendance records, bus routes, health records, along 

with details about students' achievements, activities, absences, disabilities and learning styles in an 

effort to tailor instruction to the individual child. The hope is that personalized, data-driven education 

will ultimately improve students' graduation rates and career prospects. 

3220 18th St South Ste 8 · Fargo, ND 58104 · Phone : 701-364-0676 

www.ndfa.org · admin@ndfa.org f 
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Most districts contract with a third-party vendor to house and manage the data . However, schools' 

contracts with vendors often do not clearly spell out how the information can and cannot be used. 

Parents may not be aware of the security and privacy risks to their children because schools are not 

required to notify parents or obtain their consent before sharing student's details with vendors who 

perform institutional functions. 

Schools are sharing student data with more educational technology providers and with other companies 

partly to keep up with mounting student testing and reporting requirements and partly to keep down 

internal technology costs. That outsourcing has been made easier because of changes to federal 

regulation under the Family Educational Rights and Privacy Act. 

That law requires schools to obtain a parent's permission before sharing information in their children's 

records . But the Education Department updated its rules, allowing schools to disclose student 

information to contractors and other outside parties to whom they outsource school functions -

without notifying parents. 

Students are in school for a fixed number of years, but their data can live on in the district's student 

information system long after they graduate and turn 18. Vendors could also retain student data even 

after their contract with the district ends. Often cloud service agreements fail to provide data security or 

data deletion. 

Other states are aligning with what data can be accessed; Oklahoma enacted a law that requires the 

State Board of Education to publicly post a list of the kinds of data it collects about individual students 

and to develop detailed student data privacy policies and security measures. The New York State 

Assembly recently passed a bill that prohibits schools from sharing personally identifiable data about 

students without parental consent. 

As we look at HB 1453 we believe it is a step in the right direction giving the parents, not schools, the 

right to control their children's exact and specific information, even if it's in the hands of private 

companies. We believe HB 1453 strengthens the data collection process by giving explicit guidelines on 

what can and cannot be retrieved from the children and their family. HB 1453 strengthens North Dakota 

families' privacy regarding values and beliefs to include religious affiliation. 

The North Dakota Family Alliance respectfully requests a Do Pass on HB 1453. 



.. 11:3 -ftB lt/53 
-;i_/q I 1 s» 

Ellendale Public School Superintendent 
Jeff G. Fastnacht 

321 N 1st St, PO Box 400 
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Phone: (701 ) 349 -3232 
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Date: Friday, January 30, 2015 

To : Honorable Rep. B. Koppleman 

High School Principal 
Matthew Herman 

Elementary Principal 
Dan Girard 

Business Manager 
Lana Norton 

From: Mr. Jeff Fastnacht, Superintendent, Ellendale Public School 

RE: HB 1453 Data Security & Privacy 

Board of Education 
Cay Durheim, President 

Scott Wertz, Vice Pres 
Kent Schimke, Director 

Charlene Kinzler, Director 
Michele Thorpe, Director 

Rep. Koppleman I want to begin by thanking you for taking the time to review HB 1453 with me 
yesterday. During our review of the bill and its intended impact on state agencies and schools you 
asked me to provide some feedback on parts that we thought could be improved. 

I have taken time today to discuss the bill more deeply with Mr. Allen Peterson, NDCDE, Mr. Rob 
Kaspari , EduTech , Mrs . Lisa Felder, NDUS, and several of my own faculty that deal with student data 
each and every day . It is with their insights and my own beliefs that I provide these thoughts to you 
today . 

Section -01. Based on your intention that these limitations would only affect state agencies and not 
schools I would still argue that they are much too limited. I believe information such as immunization 
records should be on your list. This bill would strip the immunization data held by the ND Dept. of 
Health and reduce their ability to address medical needs in the time of a crisis . This is never truer 
than now, with the rampant spread of measles in our country . 

Section -03. In all due respect school districts are already addressing these concerns under FERPA. 
Parents must be afforded the ability to opt-out of directory information dissemination . This section is 
duplicating the present duties of the local school board to determine what is and is not directory 
information and who it can be distributed . The list you have outlined in this section , in my view, is 
overly restrictive and I believe should aga in be set by a local school board . 

Section -04 . Per our conversation you indicated this section is to eliminate an expansion of FERPA by 
the DOE . However, based on the wording of this section, it would appear that even with parent 
permission schools would be unable to share directory, phone numbers, or emails with all for profit 
companies . One such example for Ellendale, and I believe most schools have a similar service , is 
Parentlink. This system provides automated calling, text, and emails to our parents . If I am unable 
to provide that service how do parents get important information about storm closures or campus 
emergencies? I believe parents today expect this type of service. 

Section 3. As discussed this would be a deal breaker for Ellendale and our 1: 1 iPad initiative. We are 
moving from paper bound static learning tools to dynamic engaging media rich tools due to our 1: 1 
program . This section would allow parents to completely opt out of our learning program . I reali ze 
some may have concerns but 24/7 filtering , application locks and training have provided enhanced 
security for our parents. We have had only a few concerns from parents and these have been dealt 
with successfully by our technology department. Opting out would be like not accepting any-all text 
books, but still expecting an education. 

In short Rep. Koppleman I believe the intentions of HB 1453 can be better se rved by putting support 
behind SB 2326 . 

AN EQUAL OPPORTUNITY EM PLOYER 
Th e Ellendale Schoo l Dist r ict does not discriminate on th e basi s of race, natio na l origin, 

sex, o r handicap in its educational program , activ ities, and employm ent practices . 



Ellendale Public School 
ANNUAL NOTIFICATION of DIRECTORY INFORMATION 

The Family Educational Rights and Privacy Act (FERPA), a Federal law, requires that Ellendale Public 
School, with certain exceptions, obtain your written consent prior to the disclosure of personally 
identifiable information from your child's educat ion records. However, Ellendale Public School may 
disclose appropriately designated "directory informa t ion" without written conse nt, unless you have 
advised the District to the contrary in accordance with district procedures. 
The primary purpose of directory information is to allow the Ellendale Public School to include this type 
of information from your child's education records in certain school publ ications. Examples include: 

• A playbill, showing your student's role in a drama production; 
• The annual yearbook; 
• Honor roll or other recognition lists; 
• Graduation programs; and 
• Sports programs (students first & last name, grade, height & weight) 
• NDHSAA web site (student first & last name, grade, height, & weight) 
• District web site & social media (first name and photo only) 

Directory information, which is information that is generally not considered harmful or an invasion 
of privacy if released, can also be disclosed to outside organizations without a parent's prior written 
consent. Outside organizations include, but are not limited to, companies that manufacture class rings 
or publish yearbooks. In addition, two federal laws require school districts receiving assistance under 
the Elementary and Secondary Education Act of 1965 (ESEA) to provide military recruiters, upon 
request, with three directory information categories - names, addresses and telephone listings -
unless parents have advised the school district that they do not want their student's information 
disclosed without their prior written consent. 

If you do not want Ellendale Public School to disclose directory information from your child's 
education records without your prior written consent, you must notify the District in writing by 
September 1st of any given school year. Ellendale Public School has designated the following 
information as directory information: 

• Student's name • Address 
• Date of birth • Dates of attendance 
• Grade level • Participation in officially 
• Weight and height of recognized activities and 

members of athletic teams sports 

• Telephone listing 
• Degrees, honors, and 

awards received 
• Photograph 

For a complete copy of the district's student record policy or any questions, contact your school 
principal. If you wish to limit distribution of directory information for your child please complete the 
bottom portion and return it to your child's principal. 

--- ---------- -- - ----------- ------ ---- ---- -- -- -- ---- -------------- -- ------ Cut He re -- ---- -- - --- ---------- ------ -- -- ----- ---------- ------ --- - ---

Request to Withhold Directory Information for the (List Years) ________ School Year: 

_Please DO NOT release ANY directory information. 
_Please DO NOT release the following part or parts of directory information: (check all that apply) 

Name _ Telephone Number _ Photograph 
_Other (specify) _________________________ _ 

_ I DO NOT wish Directory Information, as defined above, to be released to military recruiters 
without my prior written consent. 

Student's Name ------------------------ Grade ___ _ 

Parent/Guardian Signature-------------------- Date ____ _ 

Note : If the student is a high school senior or is otherwise scheduled to graduate, this opt-out request 
will continue to remain effective a~er the student has graduated from high school. 

AN EQUAL OPPORTUNITY EMPLOYER 
The Ellendale School District does not discriminate on the basis of race, national origin, 

sex, or handicap in its educational program, activities, and employment practices . 
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Federal Fund Assurances 

~~i i ~~b~ii-r~p~n~ -to' OP1 ·a-~d-ihe ·u S-[k;p~n~~~t .. ~i Ed~~~ti~~ t~ ~~~bi~ 1h·e,;,· t~ perf~~-; thei; d~,i~~ unde-r e~~h ·pr~9;a~; ~~-d-~~-i~i~i~ ;~~~~d; . provide 1ntonnat1on and attord access 10 the records to enable them 10 carry out their duties 
Will submit data on truancy rates and the frequency. seriousness and incidence of violence and drug-related suspensions and expulsions in elementar1 and secondary schools 
Will not deny equal access or a fair opportunity to meet or discriminate against any group officia lly affiliated vlith the Boy Scouts. of America or any other youth group lis ted in Title 36 of the United States Code as a patriotic society that 
wishes to conduct a meeting within a designated open forum or limited public forum 
Will provide on a request made by mllitary recnllters or an Institution of higher education_ access to secondary school students or their parents request that 1hls Information not be released without prior written parental consent The school 
district .shall notify parents of the opt ion to make this request and shall comply with any such requests 
V.'111 administer the State's standards-based assessment in reading math and science and will administer the State assessment with the highest level of inclusion of students folto\ving all accepted testing procedures Failure to do so may result 
in loss of federal funding 
\.Viii participate if selected in the State National Assessment of Educational Progress in .1th and 8th grade reading and mathematics carried out under Section 411(b)(2.J of the National Education Statistics Act of 1994 
Will publlcize and disseminate to parents teachers other staff students and community the results of the State standards-based assessment in individual school perfonmince profiles that include statistically sound disaggregated data 
Maintained fiscal effort by expending combined state and local resources per student for the preceding fiscal year at a level of at least 90 percent of the combined fiscal effort for the second preceding fiscal year 
\Mil administer the State's standard-based assessment in English language proficiency for those students who qualify as limited English proficient or English Language Learners 

Tnmsferabiliry 

The participating School District assures that it 

• V1ill combine Til le II Part A funds for authorized acti vities under Title I Part A or Title II Part A of the No Child Left Behind Act 

-



Google Apps for Education 

Data Mining Exhibit 

Google Login - personal email xxx .xxxxxx@gmail.com 
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Testimony in Opposition of HB 1453 
by Jeff Fastnacht, Superintendent 

Good Morning Chairman Nathe & House Education Committee Members. 

Board of Education 
Cay Durheim, President 

Scott Wertz, Vice Pres 
Kent Schimke, Director 

Charlene Kinzler, Director 
Michele Thorpe, Director 

I am Jeff Fastnacht, Superintendent at Ellendale Public School. I am also the President of 
the North Dakota Educational Technology Council, appointed by Governor Dalrymple. I 
serve on the North Dakota Education Data Management Committee, and am the Vice­
President of the ND Assoc of School Administrators. 

Before I share my concerns with HB 1453 let me say everyone here I am sure is concerned 
about student data and data privacy. I have two children in school and I hope that I treat 
every one of my students with the same concern about their personal and data safety as I 
would for my own. None of my comments today will diminish that fact. 

I have spoken to Rep. Koppleman about this bill previously and shared some of my concerns 
while keeping an open ear to his concerns. As we discussed this bill, in several areas we 
had differing views on how the bill would actually be interpreted. I will share these with 
you. Rep. Koppleman did ask me to craft alternate language which I did earnestly attempt, 
but I will tell the committee now it became apparent to me that too much was need to fix 
this bill, so I recommend support to SB 2326. * attachment 1 * 

In part 02. - the bill restricts the collection of state assessment administrators. This very 
narrow list I believe applies to schools as we administer the state assessment (NDSA, ACT, 
and MAP). 

Directory information in part 03 is also strictly limited in the scope of what we can disclose 
and to whom. This section of the bill is an opt-out, which is preferable, but the limitations 
on whom the information can be disclosed is overly restrictive. Based on this bill schools 
would not: 

• Put sports scores in the Aberdeen News (Aberdeen SD) newspaper or send them to 
the AP. 

• Distribute a program listing couples at a prom. 
• Identify students earning a 4.0 on an honor roll. 
• Identify actors on a play bill. 
• Recognize any student on a schools web site. Even if they were the ND 

Distinguished Student. 
The concerns addressed by this section of the bill are already legislated by FERPA and 
annual notifications of directory information, that all schools must distribute annually. 
*attachment 2*. We are also bound by federal legislation and ND Assurances that we will 
provide access to directory information to institutions of higher education and the military 

AN EQUAL OPPORTUNITY EMPLOYER 
The Ellendale School District does not discriminate on the basis of race, national origin , 

sex, or handicap in its educational program, activities, and employment practices. 



unless the parents opt-out. Again, I believe we are addressing the concerns of the bill. 
* attachment 3* 

The concerns become paramount in section 04. In this section the bill address personally 
identifiable information and strictly limits this to directory information plus a few items. 

First, I do not support the opt-in provision. I fully support that schools can and should 
provide more information to parents on what and to whom they share information. 
However, it should remain an opt-out. An opt-in provision would dramatically increase the 
potential for mistakes, opt-in tracking (resulting in more data), and efficiencies of systems. 

Secondly, this section would eliminate many of the valuable and worthwhile tools we use to 
achieve greater student achievement, enhance communication, and teach. 
Examples of each - Greater Student Achievement 

• DIBELS - a reading diagnostic, used bi-weekly in elementary schools to track reading 
fluency and decoding. * For Profit - so we could not share data with them. 

• NWEA MAP - a state supported interim assessment. *For Profit - so we could not 
share data with them. 

Enhance Communication 
• Parentlink or AlertNow - used to message/call families to inform them of what is 

happening in the school or during emergencies. * More identifiable information and 
for profit. 

• District Apps - used to share attendance, grades, announcements, news, etc with 
parents. 

Teaching 
• MyBigCampus - digital instructional tool. 
• Overdrive - elibrary service. 
• Google Apps for Education 

In regard to GAFE Rep. Koppleman and others are concerned with data mining . Which is a 
concern of ours as well and due to pressure from schools was changed in the spring of 
2014. * attachment 4 * 

Lastly, Ellendale is a K-12 1: 1 school. Section 3 is a concern to us not because we believe 
parents should not have a voice, to the contrary they need more of a voice. However, when 
the decision is made to move to a digital curriculum supported by a device, opting out, does 
not leave the family with many options. The content and learning tools are now 100% 
etools. Opting out is like opting out of everything. You can view our parent information at 
htto: //www .ellendale. k12.nd. us/tech/parent ipad .html 

I could continue on with my concerns but let me offer some alternatives. 
Support SB 2326. 
Support funding to educate and train a data steward in each and every school. We 
need to build the skills of those supporting technology in even the smallest schools. 
Support the DPI and EduTech with funding to create informational portals for all 
parents on what data is kept and how it is used. 

Thank you for your time, I w ill stand for any questions you may have. 

• 

• 
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My name is Dr. Nick Klemisch and I serve as the Director of Special Education for the 
Sheyenne Valley Special Education Unit. l oversee special education and related 
services for six school districts in Eastern North Dakota. I am also the Chairman of · 
the ND Special Education Study Council and am the Vice-President of the ND 
Education Technology Council, appointed by the Governor. 

Currently, all school districts in the state of North Dakota utilize a web-based 
program called Tienet. Tienet is a FERPA compliant paperwork-management 
system that is used to fulfill the compliance components under the Individuals with 
Disabilities Education Act, as well as state requirements. From within Tienet, all 
documents pertaining to students who meet special education eligibility 
requirements can be found. The information within these documents is extremely 
detailed in an effort develop a comprehensive plan to meet the individual needs for 
our special education students. Tienet is comprised of things like Individualized 
Education Programs, Integrated Written Assessment Reports, Student Profiles, 
Assessment Pla-ns, ett ... The IEPs, for example, prnvid.-ea tnmplete ovetvfew of the 
student containing all contact information, date of birth, present level academic 
functioning, annual goals, adaptations, services .. .it is a comprehensive document. 

Tienet has created a platform to make life much more simplified for special 
education teachers and administrators to readily access and compile information. It 
is a unified process, whereas before Tienet, districts were left to develop their own 
system for the completion of paperwork. In addition, Tienet has allowed educators 
across the state to develop a greater consistency between districts, which is 
apparent when students transfer within the state. It has allowed the North Dakota 
Department of Public Instruction direct access to our special education students 
that allow them to complete the necessary information that they must report to the 
federal government. 

As I read the HB 1453, specifically Section 1, it would put Tienet in jeopardy. The 
documents contained within are fiiled with an immense amount of information, 
much greater than those items allowed in this Bill. Should this Bill pass, it would 
force the state and districts to go back in time to the days of old. We would no 
longer have direct access to student information for the purpose of special 
education. When students transfer from within the state to another district, the new 
school would have to wait until that information is received. This can and would put 
districts in compromising situations, especially when the new student requires a 
plethora of services. 

I would encourage this committee to consider alternatives that work with schools 
and the state. Thank you. 
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Chair and Committee Members: my name is Lisa Feldner, Vice Chancellor for the NOUS and I'm here 
today in opposition to HB1453 as introduced . Representative Koppelman and I have talked a couple of 

times about sections of the bill that raise very serious concerns for me as the Chairman of the ND 
Statewide Longitudinal Data System. 

Lines 8-20 on page 1 talk specifically about the data that state agencies would be allowed to collect 
about a student. This list fails to include important fields needed by the Health Department for 

immunizations, a very real concern considering we are experiencing a measles outbreak. The School for 
the Deaf, School for the Blind, the Center for Distance Education, and the State Industrial School are 
state agencies and would need to collect more information on their students than what is contained in 
this list. 

Lines 21-22 would limit the ND Statewide Longitudinal Data System from providing the reports that it 
currently provides to K-12, higher education, workforce, and policy makers. Data sharing agreements 
are the fundamental instrument by which the SLDS performs its function . The agreements provide the 
authorization and permission by owners of the data for its use . The agreements provide the audit trail 
and documentation for the SLDS. There would be no reports on remediation, AP & Dual credit effects, 
graduates employed in ND, or predictive analytics, to name a few . 

Subsections 3 & 4 on pages 2-3 define directory information which conflicts with the fede ral Family 
Educational Rights and Privacy Act (FERPA) . This would put schools in the position of not knowing 
whether to follow state law and federal law. In addition, there is existing century code directing the 
SLDS to provide directory information of high school students to all institutions of higher education in 
ND. 

Line 3 on page 6 violates the Children 's Internet Protection Act that directs all entities receiving 
Universal Services Funds to use Internet filtering techniques to protect children from harmful online 
content. The state network provided to schools by ITD utilizes filters that scan Internet content as it 
enters the K-12 network. 

I ask for a do not pass on HB 1453 and am available to answer your questions. Thank you. 

North Dakota University System I Creating the NOUS Edge I Find out how at NDUS.edu 



Chairman Nathe & House Education Committee Members. 

I am Craig Nansen, Director of Technology for Minot Public Schools. I am also a board member for 
the Educational Technology Committee, appointed by Governor Dalrymple. 

I have questions and concerns about HB 1453. 

What constitutes a state agency? Is an REA (Regional Education Agency) a state agency? Some of the 
REAs are managing data for the schools in their region and they are collecting more detailed data 
than HB 1543 permits. 

The State Longitudinal Data System (SLDS), which funded by the ND Legislature and is hosted by 
the state ITD, is becoming the data warehouse for most schools in North Dakota. It is replacing 
Viewpoint and other locally hosted data warehouses in most school districts and contains more 
student specific data than this bill allows. Current information that is being uploaded to SLDS that 
would not be allowed under this bill includes addresses, phone numbers, homeless or student in 
transition data, daily attendance, native language, and possibly discipline records. 

This bill would limit the information collected using the special education TIENET system which is 
done through DPI and hosted by the state. The data in TIENET includes IEPs and evaluations, 
including psychological evaluations. In the words of the person who manages TIENET for Souris 
Valley Special Services this would be "crippling" to the special education units in North Dakota. 

In Minot and Grand Forks we need to know if the student is a military dependent. This is used to 
prepare funding reports to receive Impact Aid from the federal govermnent. This would not be 
allowed under this bill. 

Parents income level is needed for Free and Reduced reporting for many federal programs. 

In HB 1453 there are several statements about the use of technology in schools: 

"may not use any technology to measure or record student's biometric information" 

In my opinion, based on reading this bill, this would not allow the use of scales for weighing which 
is essential in some programs such as wrestling. It would not allow physical education instructors to 
measure students heart rate. It would not allow adaptive technologies that allow handicapped 
students to control computers and carry on conversations with their facial expressions such as 
blinking and eye movements. 

"may not use any technology to monitor or track the student's internet browsing habits" 

This would eliminate software that teachers use to monitor computers in their labs and classrooms 
which helps them keep students on task and check for understanding. 

This would eliminate the use of filter reports on a specific computer for a date and time when a 
student was suspected of browsing to unacceptable sites. 
This would eliminate methods we use to find sh1dents who are intentionally bypassing the state 
filter which we are required to use for rate funding and CIPA (Child Internet Protection Act) . 

\ 



"may not use any technology to monitor or track student's electronic communications or data 
storage" 

This bill would not allow schools to track threatening or bullying email messages or other electronic 
communications. We have always had access to archived email through Sendit- and legal 
authorities such as the FBI have had access to it. 

We provide data storage for students and periodically check for videos and games stored there in 
violation of copyright law. We also check for software that the student my have in their data storage 
area for bypassing our network security. 

"may not use any technology to monitor or track student's location" 

This may eliminate schools using gps tracking on school and activity buses. This is helpful in in­
climate weather where we want to know where the bus is and we know who is on the bus. 

Sincerely, 

Craig Nansen, 
Director of Technology 
Minot Public School District #1 
215 2nd St SE 
Minot, ND 58701 
craig.nansen@minot.k12.nd.us 
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Mr. Chairman and members of the committee, my name is Jody French and I serve as Director of the 
ND Educational Technology Council. The North Dakota Educational Technology Council (ND ETC) is 
the state board responsible for developing technology systems and coordinating their use to enhance 
and support educational opportunities for elementary and secondary education as cited in NDCC 54-
59. 

The Educational Technology Council is made up of twelve members representing eleven stakeholder 
groups including Superintendents, Teachers, NDDPI, NDCEL, NDSBA and several others. EduTech 
and the ND Center for Distance Education are under the ETC and all are employees of the Information 
Technology Department. 

This bill presents challenges for state agencies to provide daily services to school administrators and 
educators. By identifying only eleven pieces of student data that are allowed to be collected, the bill 
offers little flexibility for state agencies to respond to their customer's needs. 

For example, students enrolling in courses at the Center for Distance Education would not be able to 
place an online request and payment for a course they wish to take due to the ability to collect payment 
information. EduTech would not be able to use their password reminder system because it collects 
responses to questions to help students change their password on demand. Educational research from 
the State Longitudinal Data system would be limited to the eleven approved data items. Any new 
research would need to wait until the next biennium when this legislation could possibly be adjusted. 

School districts, including the NDCDE, will be challenged with managing multiple parental consent 
forms in order to comply with the items in Section 4. Educators would have to manage checklists for 
each item indicating which students can and cannot participate in use of that specific technology. 

This survey participation section eliminates a wide range of legitimate assessment topics, some of 
which are necessary for NDCDE and local schools to maintain current curriculum without censoring 
sections that are perceived to be covered by this section . Also, because NDCDE is required to attract 
revenue, it must concern itself with customer satisfaction and continual improvement so the use of 
surveys is critical. 

When I first read the bill , I was unable to understand the limitations. I found it hard to comprehend that 
EduTech wouldn 't be able to support their customers in efficient ways, that the State Longitudinal Data 
System wouldn't be able to continue their work to improve teaching and learning and that the Center for 
Distance Education couldn't conduct commerce with students in ND. 

State agencies and schools have working committees and policies that work to ensure student data 
privacy. ETC organizations have conducted training for administrators, teachers, counselors and 
anyone who has access to our data systems. Our organizations continue to research and embrace 
ways to improve the ways we manage student data. Limiting collection and flexibility will likely not result 
in improved security but significant loss of service. 
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Chairman Nathe, members of the House Education Committee, for the record my 
name is Aimee Copas, and I serve as the Executive Director for the North Dakota 
Council of Educational Leaders. My testimony is in opposition to the HB 1453 as it is 
currently is written in relation to student data collection and dissemination. 

A number of individuals have spent a good deal of time has been spent with Rep. 
Koppelman in an honest attempt to understand the type of data protection he is 
looking for. However, after much intense conversation, we believe truly is 
important that we enter into this conversation with a level of trust for the system 
and our educators and public officials to do their job - the good North Dakotan's 
who protect information, and our ability to appropriately train and assure student 
data is held sacred. We do have safeguards that currently in place. As a parent, this 
is just as important to me as any legislator in the state. 

The bill as written has a number of unintended consequences that are very real 
within the language. Examples of consequences include: 

• Limits/prohibits data sharing agreements between state agencies that well 
serve the legislature of North Dakota to make informed decisions. 

• Limitation.s of educational leaders to make good decisions regarding 
curriculum with related technology. (1/1 technology, software decisions that 
should be locally vetted) 

• Student safety (both involved student and surrounding students) with regard 
to medical information, protection from themselves and others while 
utilizing tools such as the internet. 

• Potential risks to validity of information with surveys such as the Youth Risk 
Behavior Survey. 

As educational leaders, it is incumbent upon us to value and protect student data 
and student information at every level. We are assisted in this process with already 
existing FERPA laws. We certainly support data privacy training and would take 
that role very seriously. However, there are also expectations to utilize information 
to inform instruction and to allow excellence in practice. For these reasons we are 
unable to support HB 1453 and recommend a do not pass. 

There is currently a bill in the senate that works with our Data Privacy law as it 
stands and tightens it to assure students and citizens are protected. NDCEL 
supports that prudent approach. 

2/q/r<: 
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HB 1453 
February 9, 2015 

Greater North Dakota Chamber 

Chairman Nathe and members of the committee, my name is Andy Peterson; I am the 
President/CEO of the Greater North Dakota Chamber. GNDC is working on behalf of our more 
than 1, 100 members to build the strongest business environment in North Dakota. GNDC also 
represents the National Association of Manufacturers and works closely with the U.S . Chamber 
of Commerce. As a group, we stand in opposition to House Bill 1453. 

The Greater North Dakota and the business community as a whole takes great pride in having an 
educational system that produces the future's business leaders. We discussed last week how 
North Dakota' s current standards are the best to achieve that goal. Another integral component 

to producing a highly educated future workforce is the sharing of information in a respectful and 
responsible manner. 

We trust educational leaders 
The bill in front of you seeks to limit the sharing of data about a student in the North Dakota 

educational system. To pass this bill would do a huge disservice to the youth of North Dakota. 
We trust our educational leaders. We trust that the information being shared is in the best 
interest of students and that no data is being collected or shared with any intent other than to 
encourage the success of students. 

Better Outlook for the Future 
The business community is concerned that this bill arbitrarily limits the information that can be 
shared and we ' ll see some distinctive gaps. At the end of the day, why wouldn' t we want more 
information? Why wouldn' t we want to have the appropriate information gathered to get the 
best and clearest picture of how our students are doing compared to each other, compared 
nationally and compared globally. The more information we have, the better the outlook for the 

future. 

We at GNDC trust our educational leaders and trust that they have the best intentions for 

our students. We respectfully request a DO NOT PASS recommendation on House Bill 1453. 
Thank you for your time and I would be happy to answer any questions. 

Champions ~-;) Business 

( 
PO Box 2639 P: 701·222-0929 

Bismarck, ND 58502 F: 701-222-1611 

www.ndchamber.com 
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Chairman Nathe and Members of the Committee: 

My name is Steve Snow and I am the director of the MIS (Management 

Information Systems) unit with the Department of Public Instruction (DPI). I am 

here to speak in opposition to HB 1453. 

The list of exclusive student data elements prevents the collection of the 

Suspension/Expulsion/Truancy data as required by current federal and state law. 

This data is critical to decision makers (at both the school, district and state level) 

with program and service improvements, staff time allocations, and helping ensure 

student safety. 

The newly added language in Section 2of15.1-19 (page 4 of the bill) prevents 

the Youth Risk Behavior Survey (YRBS). The results of the YRBS has be 

instrumental in securing millions in grant dollars for schools. 

The newly added language in Section 5of15.1-21(page6 of the bill) prevents 

the state or districts from requiring and funding the administration of the ACT 

College readiness exam. The ACT is currently required as part of the state 

scholarship. The majority of North Dakota students will likely take the ACT exam as 

Page I of2 



el part of their college preparations; without state funding, the cost is shifted to the 

student's parents or guardians. 

DPI supports and encourages parental involvement in their student's 

education. DPI also supports transparency and providing parents (and other decision 

makers) with the information needed to make informed decisions while still ensuring 

the privacy rights of that student. In order to do this schools, districts and the state 

need to perform purposeful data collections. The level of specificity proposed can 

prevent schools, districts and the state from quickly adapting to changing needs of 

public education. 

Chairman Nathe and members of the committee that concludes my prepared 

testimony and I will be glad to answers any questions you may have 

Page 2 of2 



Testimony 
House Bill 1453 

House Education Committee 
February 9, 2015; 9:00 a.m. 

North Dakota Department of Health 

~13 
H 6 Jc.f53 

2-1 Cf{ ts 

Good morning Chairman Nathe and members of the House Education Committee. 
My name is Kirby Kruger, and I am the Director of the Division of Disease 
Control for the North Dakota Department of Health. I am here today to testify in 
opposition to HB 1453. 

The Division of Disease Control relies on working cooperatively with schools to 
determine immunization and exemption rates in schools. Additionally, we work 
closely with schools to investigate and prevent cases of contagious diseases, such 
as meningitis, tuberculosis and vaccine-preventable diseases. With the current 
outbreak of measles in the United States, it is imperative that we be able to work 
with schools to collect important information on immunization and infectious 
disease investigations. The department is concerned that this bill would prohibit 
schools from working with us on important public health issues. 

Furthermore, we believe that HB1453 would not allow health care providers to 
report immunizations to the state' s immunization registry if the recipient of the 
immunization is a student, and would prohibit health care providers from reporting 
diseases diagnosed in students to the department. 

Federal law included in the Federal Educational Rights and Privacy Act (FERPA) 
currently protects the privacy of student education records. FERP A allows 
educational agencies and institutions to disclose personally identifiable, non­
directory information to appropriate officials in connection with a health or safety 
emergency. Additionally, the Health Insurance Portability and Accountability Act 
(HIP AA) protects any of the health information that the Department of Health 
collects on students. 

This concludes my testimony. I am happy to answer any questions you may have. 
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PROPOSED AMENDMENTS TO HOUSE BILL NO. 1453 

Page 1, line 11 , replace "age" with "date of birth" 

Page 1, line 13, after "race" insert "and ethnicity" 

Page 1, line 15, after "student's" insert "teacher of record ," 

Page 1, line 15, after the first "school" insert an underscored comma 

Page 1, line 18, after "enrollment" insert "and attendance information" 

Page 1, line 19, after the "i." insert: "The student's disciplinary record ; 

~" 

Page 1, line 19, after "unique" insert "state" 

Page 1, line 19, remove ". as used in PowerSchool" 

Page 1, line 20, replace 'K" with "L." 

Page 1, line 20, replace "A list of federal programs in which the student participates" with "The 
student's participation in state and federal education programs" 

Page 1, line 21 , replace "6" with "Subsection 1 does not apply to: 

a. The bureau of criminal investigation; 

b. The center for distance education ; 

c. The department of corrections and rehabilitation; 

Q_,_ The state department of health with respect to the collection and 
retention of student immunization records and the investigation and 
reportability of infectious diseases; 

e. North Dakota vision services - school for the blind ; 

L The school for the deaf; 

a. The state board of higher education ; 

b..:. Workforce safety and insurance; or 

L The youth correctional center. 

~ Nothing in this section precludes a state agency from entering a data 
sharing agreement or from hosting a student information system . However. 
~II 

Page 1, line 21 , replace "a data sharing contract" with "such activity" 

Page 2, line 1, replace "state assessment administrator" with "entity other than school 
district" 

Page 2, line 3, replace "An entity administering" with: 
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"1_,_ If an entity other than a school district administers" 

Page 2, line 3, after "students" insert ", that entity" 

Page 2, line 5, replace "1_,_" with "~" 

Page 2, line 7, replace"~" with "Q.,_" 

Page 2, line 8, replace "~"with "£:_" 

Page 2, line 8, after "race" insert "and ethnicity" 

Page 2, line 9, replace "4." with "Q,_" 

Page 2, line 10, replace "~" with "e." 

Page 2, line 11 , replace "~" with ''L." 

Page 2, line 11 , replace "A list of federal programs in which the student participates" with "The 
student's participation in state and federal education programs" 

Page 2, after line 11 , insert: 

"~ This section does not apply to the administration of the ACT or the national 
assessment of educational progress." 

Page 2, line 12, replace "Disclosable" with "School district responsibility" 

Page 2, remove lines 13 through 31 

Page 3, replace lines 1 through 29 with : 

"1 . The board of each school district shall determine what constitutes directory 
information within the district. 

~ The board of each school district shall develop a policy to address the use 
and disclosure of directory information and shall identify, by name or title , 
those individuals who have access to directory information. The board 
shall review the policy annually. 

~ Directory information about a student may be disclosed only if: 

~ The student or the student's parent in the case of a student who is 
younger than eighteen has been notified of: 

(1) The intent to disclose the directory information; 

(2) The proposed recipient of the directory information; and 

(3) The purpose of the proposed disclosure; and 

.!:L The student or the student's parent in the case of a student who is 
younger than eighteen has been given an opportunity to opt out of the 
disclosure. 

_g__,_ For purposes of this subsection , notification means a posting on the 
school district's website." 

Page 4, line 2, after "person" insert "willfully" 

Page 4, line 3, replace "the" with "an" 
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Page 4 , line 3, replace the first "of" with "up to" 

Page 4, line 22, remove the underscored colon 

Page 4, remove lines 23 through 31 

Page 5, replace lines 1 through 5 with "any matter not directly related to the state or school 
district content standards or the student's grade level curriculum ." 

Page 5, line 20, replace "implement a program under which" with "issue to" 

Page 5, line 20, remove "is provided with" 

Page 5, line 21 , replace "his or her" with "the student's" 

Page 5, line 23, remove "prohibit their child's participation in the program. A student age" 

Page 5, line 24, replace "eighteen or older may refuse to accept such a device" with "decline 
permission for the student to bring the device home or to remove the device from the 
school" 

Page 5, line 30, after "any" insert "individualized" 

Page 6, line 2, after "expressions" insert: ", provided that the prohibition of this section does not 
extend to: 

~ School nurses or other health care professionals delivering health 
care services to students; or 

Q,. Classes or related activities in which the scanning, monitoring, or 
recording of such information is a required curricular element" 

Page 6, line 3, replace "Scans, monitors, or records the" with "Reviews a" 

Page 6, line 3, replace the underscored semicolon with an underscored comma 

Page 6, line 4, remove "~ Monitors or tracks the student's" 

Page 6, line 4, after "communications" insert an underscored comma 

Page 6, line 4, after "storage" insert ", except if there is a reasonable suspicion that a law is 
being broken, that a policy is being violated, or that an individual is in imminent danger" 

Page 6, line 5, replace "4." with"~" 

Page 6, line 5, after "location" insert ", except as necessary for the provision of transportation 
services" 

Page 6, line 8, remove "Survey items - " 

Page 6, after line 8 insert "..L" 

Page 6, line 11 , replace "..L" with "~" 

Page 6, line 12, replace "~" with "b." 

Page 6, line 14, replace "~"with "_g_,_" 

Page 6, line 16, replace "4." with"~" 

Page 6, line 18, replace "~" with "e." 

Page No. 3 15.0452.03003 



Page 6, line 20, replace "6." with ":l" 

Page 6, line 21 , replace "L" with "a." 
Page 6, line 23, replace "§.,_" with "h_" 

Page 6, line 24, replace "~" with "L." 

Page 6, line 25, replace "10." with "i." 

Page 6, after line 26, insert: 

"2. Nothing in this section precludes a student from taking a survey in 
accordance with the requirements of section 2 of this Act. 

"SECTION 6. A new section to chapter 15.1-21 of the North Dakota Century Code 
is created and enacted as follows : 

Additional requirements - Penalty. 

i In order to validate that student data is protected, as required by law, a 
school district may consult with the information technology department. or 
a designee of the department. before the district acquires or initiates the 
utilization of any technology options. 

£. .§..:. A school district may not enter an agreement with a vendor of 
technology, including software. if the agreement permits the vendor to 
collect and retain student data for any purpose. unless the district 
contractually and specifically requests or requires that the data be 
collected and retained by the vendor. Such a requirement by the 
district is limited to school district or educational purposes. 

~ Any vendor that willfully violates an agreement under this section is 
subject to a class A misdemeanor and to a civil penalty in an amount 
up to ten thousand dollars per violation . 

~ Each school district shall develop and implement a policy that clearly sets 
forth which individuals. by name or title. are authorized to access specified 
student data. The board shall review the policy annually." 

Renumber accordingly 
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15.0452.03003 

Sixty-fourth 
Legislative Assembly 
of North Dakota 

Introduced by 

HOUSE BILL NO. 1453 

Representatives B. Koppelman , Rick C. Becker, Dosch, Kasper, Rohr, Sanford , Schatz, 
Toman 

Senators Larsen, Luick, Rust, Schaible 

1 A BILL for an Act to create and enact chapter 15.1-02.1 , a new section to chapter 15.1-19, and 

2 three new sections to chapter 15.1-21 of the North Dakota Century Code, relating to restrictions 

3 on the collection and dissemination of student information; and to provide a penalty. 

4 BE IT ENACTED BY THE LEGISLATIVE ASSEMBLY OF NORTH DAKOTA: 

5 SECTION 1. Chapter 15.1-02.1 of the North Dakota Century Code is created and enacted 

6 as follows: 

7 15.1 -02.1-01 . Student information - Collection by state agency - Limitation. 

8 1. A state agency may not collect any information about a student other than the 

9 

10 

11 

12 

13 

14 

15 

16 

17 

18 

19 

20 

21 

22 

following : 

§.:. The student's name; 

~ The student's agedate of birth; 

c. The student's gender; 

d. The student's race and ethnicity; 

e. The student's grade level ; 

t The student's teacher of record , school, and school district of enrollment; 

9.:. The student's state assessment scores; 

h. Courses or units the student has completed. together with the grades obtained; 

L. The student's dates of enrollment and attendance information; 

L The student's disciplinary record ; 

k. The student's unique state identification number, as used in Po•.verSchool; and 

k-:1. A list of federal programs in ·which the student participates The student's 

participation in state and federal education programs. 

23 £. ASubsection 1 does not apply to: 

Page No. 1 15.0452.03003 



Sixty-fourth 
Legislative Assembly 

a. The bureau of criminal investigation; 

b. The center for distance education ; 

c. The department of corrections and rehabilitation; 

1 

2 

3 

4 

5 

6 

7 

8 

9 

d. The state department of health with respect to the collection and, retention of 

student immunization records and the investigation and reportabi lity of infectious 

diseases; 

10 

11 

e. North Dakota vision services - school for the blind ; 

f. The school for the deaf" 

g. The state board of higher education ; 

h. Workforce safety and insurance; or 

i. The youth correctional center. 

12 3. Nothing in this section precludes a state agency from entering a data sharing 

13 agreement or from hosting a student information system. However. a state agency 

14 may not. by means of a data sharing contractsuch activity, expand the list of permitted 

15 information set forth in this section. 

16 15.1-02.1-02. Student information - Collection by state assessment 

17 administratorentity other than school district - Limitation. 

18 /\n entity administering 

19 1. If an entity other than a school district administers state assessments to public school 

20 

21 

students , that entity may not collect any information about a student other than the 

following: 

22 +. a. The student's unique identification number. as derived from a state or school 

23 district database; 

24 &. b. The student's gender; 

25 &.- c. The student's race and ethnicity; 

26 4.- d. The student's grade level; 

27 &.- e. The student's school and school district of enrollment; and 

28 6-:- f. /\list of federal programs in which the student participates The student's 

29 participation in state and federal education programs. 

30 2. This section does not apply to the administration of the ACT or the national 

31 assessment of educational progress. 
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1 15.1-02.1-03. Directory information - DisolosableSchool district responsibility. 

2 .L /\ school district may disclose directory information about a student only if: 

3 

4 

5 

6 

7 

8 

9 

10 

11 

12 

13 

14 

15 

16 

17 

18 

a. The student or the student's parent in the case of a student who is younger than 

eighteen has been notified of: 

ill The intent to disclose the director)' information: 

@ The proposed recipient of the directory information: and 

ffi The purpose of the proposed disclosure; 

b. The student or the student's parent in the case of a student .. vho is younger than 

eighteen has been given an opportunity to opt out of the disclosure; and 

c. The disclosure is limited to: 

ill The student's school newspaper or yearbook; 

@ A newspaper in this state; 

ffi A club or organization at the student's school; 

HJ An honor roll or other student recognition list: 

£fil A graduation program; 

@) A sports related publication that provides specific information about 

particular students for the purpose of an athletic activity or function; or 

ill A parent teacher organization. 

19 ~ For purposes of this section. directory information means a student's: 

20 

21 

22 

23 

24 

25 

26 

27 

a. Name: 

c. Photograph; 

d. Grade level; 

e. Participation in school district sponsored activities: and 

f. Height and weight if required for participation in certain athletic activities. 

15.1 02.1 04. Personally identifiable student information Requirements 

for disclosure. 

28 1. /\ school district may disclose a student's personally identifiable information only if: 

29 

30 

31 

a. The student or the student's parent in the case of a student who is younger than 

eighteen has been notified of : 

ill The intent to disclose the personally identifiable information; 
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£:£) The proposed recipient of the personally identifiable information; 

@} The purpose of the proposed disclosure; 

b. The student or the student's parent in the ease of a student ·nho is younger than 

eighteen has provided written permission for the disclosure; and 

o. The recipient of the information is: 

ill Another student enrolled in the school or the parent of another student 

enrolled in the school; or 

£:£) /\not for profit organization that requests the information for a specific 

purpose. which the student's sohool district determines is beneficial to the 

student, and agrees in writing to use the personally identifiable student 

information onlv for the stated purpose and to return or destroy the 

information upon the fulfillment of that purpose or 1.vithin one year of the 

receipt. whiohever comes first. 

14 2. For purposes of this section. "personally identifiable information" means: 

15 

16 

17 

18 

a. /\ny information listed as disclosable direotory information if the information is to 

be disclosed for a purpose not permitted under seotion 15.1 02.1 01; 

b. The address. telephone number. and email address of a student and 

o. The address. telephone number. and email address of a student's parent. 

19 1. The board of each school district shall determine what constitutes directory information 

20 within the district. 

21 2. The board of each school district shall develop a policy to address the use and 

22 

23 

disclosure of directory information and shall identify, by name or title. those individuals 

who have access to directory information. The board shall review the policy annually. 

24 3. Directory information about a student may be disclosed only if: 

25 

26 

27 

28 

29 

30 

31 

a. The student or the student's parent in the case of a student who is younger than 

eighteen has been notified of: 

(1) The intent to disclose the directory information; 

(2) The proposed recipient of the directory information; and 

(3) The purpose of the proposed disclosure; and 

---~b_. The student or the student's parent in the case of a student who is younger than 

eighteen has been given an opportunity to opt out of the disclosure. 
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c. For purposes of this subsection . notification means a posting on the school 

2 district's website. 

3 15.1-02.1-04. Penalty. 

4 A person willfully violating this chapter is subject to a class A misdemeanor and to a civil 

5 penalty in #lean amount efup to ten thousand dollars per violation. The impermissible disclosure 

6 of each student's information is deemed to be a violation for purposes of this section. 

7 15.1-02.1-05. Applicability of chapter. 

8 Nothing in this chapter limits the release of school district records to or the administrative 

9 use of school district records by: 

10 1. A court; 

11 2. An employee of a school district. a state agency, or the bureau of Indian education. 

12 

13 

14 

15 

provided that: 

§..:. The individual is acting within the scope of the individual's employment; and 

~ The individual's employment bears a direct relationship to the provision of 

elementary or secondary education ; or 

16 ~ Any other governmental entity if there is a reasonable belief that an individual is or 

17 may be in imminent danger. 

18 SECTION 2. A new section to chapter 15.1-19 of the North Dakota Century Code is created 

19 and enacted as follows : 

20 Participation in surveys. 

21 .L Without the prior written consent of a student age eighteen or older and without prior 

22 

23 

24 

25 

26 

27 

28 

29 

30 

31 

written consent from a student's parent. in the case of a student under the age of 

eighteen. a school district may not permit a student to participate in or respond to a 

survey, analysis. evaluation. or questionnaire. which seeks information pertaining to~ 

a. The political beliefs of the student, the student's parent. or a family member; 

b. Mental or psvchological conditions of the student. the student's parent. or a family 

member; 

c. The sexual behavior of or attitudes regarding sexual behavior held by the 

student, the student's parent. or a family member; 

d. Illegal . antisocial. self incriminating. or demeaning behavior engaged in by the 

student, the student's parent, or a family member; 
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e. Critical appraisals of individuals ;vith whom the student has a familial or close 

relationship ; 

f. Legally recognized privileged relationships; 

9::: Religious practices. affiliations. or beliefs of the student. the student's parent. or a 

family member: 

h. Gun ownership by the student, the student's parent. or a family member: and 

L. Income of the student. the student's parent. or a family member.any matter not 

directly related to the state or school district content standards or the student's 

grade level curriculum . 

10 ~ The written consent required under subsection 1 must be specific to each identified 

11 survey, analysis, evaluation, or questionnaire. 

12 3. If a student's failure to participate in a survey. analysis, evaluation. or questionnaire. 

13 

14 

15 

as set forth in subsection 1. will cause or could cause a student to lose direct or 

indirect benefits, those consequences must be specifically communicated to the 

student and the student's parent. by means of a written document. 

16 4. Any individual from whom consent is required. in accordance with this section. must 

upon request be: 17 

18 

19 

~ Provided with a copy of the survey. analysis, evaluation, or questionnaire; or 

b. Permitted to view the survey, analysis. evaluation . or questionnaire. at the school 

20 in which the student is enrolled. 

21 SECTION 3. A new section to chapter 15.1-21 of the North Dakota Century Code is created 

22 and enacted as follows: 

23 Provision of electronic devices to students. 

24 Before a school district may implement a program under which issue to a student is provided 

25 with his or herthe student's own laptop, netbook. tablet computer. or other mobile-computing 

26 device. the student's parent. in the case of a student under the age of eighteen must be notified 

27 of the program and provided with an opportunity to prohibit their child's participation in the 

28 program./\ student age eighteen or older may refuse to accept such a devicedecline permission 

29 for the student to bring the device home or to remove the device from the school. 

30 SECTION 4. A new section to chapter 15.1-21 of the North Dakota Century Code is created 

31 and enacted as follows: 
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1 Information and communication monitoring. 

2 Without written parental consent in the case of a student under the age of eighteen and 

3 without written consent from a student age eighteen or older. a school district may not utilize 

4 any individualized technology that: 

5 1.,. Scans. monitors. or records the student's biometric information. body temperature, 

6 

7 

8 

9 

10 

11 

vital signs, posture, or facial expressions . provided that the prohibition of this section 

does not extend to: 

a. School nurses or other health care professionals delivering health care services 

to students; or 

b. Classes or related activities in which the scanning , monitoring, or recording of 

such information is a required curricular element; 

12 ~ Scans. monitors. or records theReviews a student's internet browsing habitsi" , 

13 Q_,_ Monitors or tracks the student's electronic communications. or data storage. except if 

14 

15 

there is a reasonable suspicion that a law is being broken, that a policy is being 

violated, or that an individual, is in imminent danger; or 

16 4.-3. Monitors or tracks the student's location . except as necessary for the provision of 

17 transportation services. 

18 SECTION 5. A new section to chapter 15.1-21 of the North Dakota Century Code is created 

19 and enacted as follows: 

20 Assessment questions - Sur\'e'( items Limitations. 

21 1. Any assessment required by this state or by a school district may not include any 

22 

23 

questions or survey items, whether mandatory or optional. that seek information 

pertaining to: 

24 + _E.:. The political beliefs of the student. the student's parent. or a family member; 

25 2-:-_ b_. Mental or psychological conditions of the student. the student's parent. or a family 

26 member; 

27 &.-___Q_, The sexual behavior of or attitudes regarding sexual behavior held by the 

28 student. the student's parent. or a family member; 

29 4.-~ Illegal, antisocial. self-incriminating. or demeaning behavior engaged in by the 

30 student. the student's parent. or a family member; 
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1 &.-~ Critical appraisals of individuals with whom the student has a familial or close 

2 relationship; 

3 &.-_ _ f. Legally recognized privileged relationships; 

4 ~ g. Religious practices. affiliations. or beliefs of the student, the student's parent, or a 

5 family member; 

6 & _ h_. Gun ownership by the student. the student's parent. or a family member; 

7 9'-__ i. Income of the student, the student's parent. or a family member; or 

8 4-0-:-___L Any other matter not directly related to the content of the assessment. as 

9 identified in state or school district standards. 

10 2. Nothing in this section precludes a student from taking a survey in accordance with the 

11 requi rements of section 2 of this Act. 

12 SECTION 6. A new section to chapter 15.1-21 of the North Dakota Century Code is created 

13 and enacted as follows: 

14 Additional requirements - Penalty. 

15 1. In order to validate that student data is protected, as required by law, a school district 

16 

17 

18 

may consult with the information technology department, or a designee of the 

department, before the district acquires or initiates the utilization of any technology 

options. 

19 2. a. A school district may not enter an agreement with a vendor of technology, 

20 

21 

22 

23 

24 

25 

26 

including software, if the agreement permits the vendor to collect and retain 

student data for any purpose. unless the district contractually and specifically 

requests or requires that the data be collected and retained by the vendor. Such 

a requirement by the district is limited to school district or educational purposes. 

b. Any vendor that willfully violates an agreement under this section is subject to a 

class A misdemeanor and to a civil penalty in an amount up to ten thousand 

dollars per violation. 

27 3. Each school district shall develop and implement a policy that clearly sets forth which 

28 

29 

individuals, by name or title , are authorized to access specified student data. The 

board shall review the policy annually. 
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d--f 1tol 1S 
TESTIMONY ON HB 1453 

HOUSE EDUCATION COMMITTEE 

Chairman Nathe and House Education Committee members, for the record my name is Laurie Dechery, I am 

the Associate General Counsel for Lifetouch National School Studios Inc. (Lifetouch) which has been in the 

school photography business, partnering with schools to capture memories and celebrate achievements, for 

78 years. Lifetouch is 100% employee-owned, and currently provide direct services to approximately 274 

North Dakota schools, with 3 territory offices and 4 portrait studios in the state. 

Lifetouch is committed to child safety and student privacy. We are extremely proud of our SmileSafe ® child 

safety initiative in partnership with participating schools and the National Center for Missing and Exploited 

Children. Lifetouch is among the 13 initial signatories of the K-12 School Service Provider Pledge to Safeguard 

Student Privacy introduced in October 2014 (see www.studentprivacypledge.org ). We fully support the North 

Dakota legislature's efforts to address the important issue of student data privacy and security. 

However, at the same time, we have significant concerns with HB 1453, in particular as it pertains to 

mandating parental consent as a condition to any release of student data to school service providers. We 

believe that such a mandate would result in unintended consequences, notably by increasing the 

administrative burden of schools and districts. Moreover, the criminal sanctions and civil penalties associated 

with violation of HB 1453, however minor, could have a crippling effect on school personnel. 

Schools routinely rely on outside parties, including volunteers and contractors, to perform basic administrative 

tasks, and these engagements often require sharing student information. Privacy laws generally- and the 

Family Educational Rights in Privacy Act (FERPA) in particular -- recognize that these third parties who act on 

behalf of an organization should be treated as an integral part of the organization itself, so long as the 

organization remains in control of the data . Inviting parents to opt-out of school systems simply because 

certain functions are outsourced could be disruptive to the overall functioning of the school. 

In the case of Lifetouch, while the purchase of school pictures by parents is of course entirely voluntary, the 

school photographer is typically engaged to photograph every child in the school. We receive basic roster 

information from schools in order to facilitate Picture Day, and we deliver to schools and districts a variety of 

image-based products and services at no charge to the school. Examples include student ID cards for lunch, 

library and transportation purposes as well as digital images for the school to use for student recognition, 

awards, teacher tools, yearbooks, memory books and class composites. Pursuant to the requirements of 

FERPA- and because it's the right thing to do -we use school data only for the limited purpose for which it is 

disclosed, and securely destroy the information when it is no longer needed for that purpose. 

We appreciate the opportunity to provide input on HB 1453 and would be more than happy to propose 
revisions or alternative legislation that would accomplish legislative goals to protect children while avoiding 
unintended consequences. 

Presented by: Todd D. Kranda - Lobbyist for Lifetouch National School Studios Inc. 



ln the event a child goes missing, a 

Lifetouch SmileSafe Kids• ID card can be 

used by law enforcement,. in conjunction 

with parents and the National Center for 

Missing & Exploited Children, to obtain a 

current photograph f rom a Ufetouch 2417 

rapid response team. SmileSafe Kids 

cards are complimentary in participating 

schools photographed by Ufetouch. 

A MEASURE OF SECURITY 
FROM A SCHGEJL PORTRAIT. 

Since 2004, Ufe1ouch has produced more 

than 300 million cards and the company's 

portraits nave assisted in the recovery of 

children in 20 states. 

LIF-ETOUCH 1N NORTH DAKOTA 





Lifetouch Na tional Schaal Studios In c. {"Lifetouch") is a trusted provider af school services, providing portrait and 
photography services to schools and fam ilies throughout North America since 1936. In preparation fo r Picture 
Day, Lifetouch requires certain directory-type information from your school ("School Data"), to be used as 
follo ws: 

To produce and deliver to schools the portrait-based products and services needed for the school's 
administrative purposes and/or for use in the school yearbook (the "School Service Items"); and 
To deliver Picture Day notices on behalf of your school and provide parents of students photographed 
opportunities to purchase portraits. 

Th e following FAQs are intended to further demonstrate Lifetouch's com mitm ent to responsible stewardship of 
your School Data. 

What School Data does Lifetouch collect? 

Th e data we need for Picture Day depends upon the specifi c se rvices and deliverab les Lifeto uch is providing your schoo l. We 
limit col lection to on ly that which is necessary fo r an authorized schoo l purpose. We co llect basic rost er and class room 
information in advance of Picture Day to ensure a perfect name-image match for each port rait and for efficient distri bution 
w it hin th e schoo l. If permitted, we co llect parents' email addresses in order to deliver Picture Day-relat ed comm unicat ions on 
your behalf. In such cases, we do not retain or use such information for any ot her purpose unless th e parent affirmat ively opts in 
t o rece ive updates and promot ional offers from Lifetouch. 

In addition, School Data may be incorporated into Schoo l Service It ems. For exa mple, if Lifeto uch is producing student ID ca rds, 
we need t he student ID nu mber to do the job. Schoo ls ul t imately decide how much, or how lit tl e, information is used in 
producing School Service It ems. 

How does Lifetouch use School Data? 

Lifetouch uses School Data so lely as necessary t o creat e, offer and deliver student images and school administrative services t o 
t he schoo l and fam il ies of the students. Lifetouch wi ll not sell or license such data to others. To t he extent service providers are 
employed by Lifetouch t o assist in fulfilli ng Lifetouch's obligations, we req ui re compliance with strict confident iality and security 
measures. 

Li fetouch retains Schoo l Data only as necessa ry and permiss ible t o promote th e sa le of portraits to pa rents, t o retrieve the 
images to supply pict ure ord ers for the cu rrent schoo l yea r and to suppo rt th e schoo l fo r an approved administrative pu rpose. 
Once such data is no longer needed fo r these purposes, it is secure ly destroyed. Wh ile retained, images remain under Lifetouch's 
cont rol and treated as confidential information. 

What about FERPA -does the law allow disclosure of School Data to Lifetouch? 

Yes. Li fetouch acknowledges its ob ligations as a serv ice provider t o your school for st udent and staff photography pursuant t o t he 
federal Fami ly Education al Rights and Privacy Act (FERPA), 20 U.S.C. §1232g and it s implementing regulat ions, 34 CFR part 99. As 
such, we affirm that Lifetouch has a legitimate need fo r certain Schoo l Data to provide photograph ic se rvices and products fo r 
th e schoo l's administrat ive needs. Your school retains t he authority t o contro l Lifetouch's use of Schoo l Data, includ ing the right 
t o require th e return or destruct ion of any Schoo l Data provided to Lifetouch at any ti me. 

Add itionally, Lifetouch will strive lo meet any add itional data handl ing requ irements as prescribed by state law and/or schoo l 
district policies, as long as we are notified of t he same prio r to disclosure . 
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How does lifetouch protect School Data? 

Lifetouch employs a variety of physica l, techn ica l and organ iza tional security measures to help protect Schoo l Data from 
unauthorized access and use. 

Faci lities. Lifetouch produces portraits and School Service Items within its own U.S.-based photo labs. Lifetouch network devices 
are located in secu re datacenter facilit ies under direct control by Lifetouch employees. These facilities emp loy physica l security 
contro ls such as restricted role-based access, entry logs and vjdeo monitoring. 

Networks. Devices storing or providing access to Schoo l Data are protected with the same multi-layered security strategies that 
we use to protect Lifetouch's sensit ive and confidentia l business records. Image databases supporting our photo processing labs 
and websites are separated from associated data fil es conta ining identifiable information, and all databases are protected by 
firewa lls, monitoring, vulnerability scann ing and authenticat ion procedures. We perform regu lar network penetrat ion test ing 
and intrusion prevention methods. Our syste ms enab le secure transmission of Schoo l Data from and to t he Lifetouch network 
with encryption techno logies. 

Perso nnel. Lifetouch's policy is to co llect, use and disclose personal information only in ways that are consistent with our 
respect for an individual's privacy. We require Lifetouch employees to sign confidentiality agreements as a cond ition of 
employment, and provid e training on the appropriate use and handling of School Data. Access to Schoo l Data is limited to t hose 
who need it to perform their j obs. We take appropriate measures to enforce these po licies . 

Enterprise. A comprehensive set of IT po licies based on ISO 27001/ 2 governs information systems practices and procedures 
throughout the Lifetou ch enterprise. As a Leve l 2 merchant transacting over one million credit card transact ions per year, 
Lifetouch is subject to annua l third party cert ificat ion of its comp liance with the Payment Card Industry's Data Security Standard. 

Lifetouch is greatly concerned about child safety and we take great pride in our SmileSafe 
l<ids ® child safety program. The SmileSafe l<ids program was developed in 2004 in partnership 
with the National Center for Missing and Exploited Children {NCMEC}, to provide to parents a 
picture ID card for their children that might be used by the parent in the event the child is 
missing. The card is a useful resource for parents in everyday situations - for example, to 
show store personnel in the event p child becomes lost while shopping. 

Moreover, in the devastating event of actual child abduction, the SmileSafe l<ids ID card may 
be used to facilitate 24x7 transfer of a high-quality portrait to NCMEC to assist in search 
efforts, but only if requested by the parent and confirmed by law enforcement that an open 
case exists. As of June 2014, this program has assisted in the recovery of 51 missing children 
and has been recognized by privacy authorities as a praiseworthy example of "Privacy by 
Design." 
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