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Explanation or reason for introduction of bill/resolution:

Medical information identity theft

Minutes: Testimony 1, 2, 3

Committee reconvened.

(00:11) Representative Corey Mock, District 42 introduced and sponsored HB 1435.
Provided testimony (Testimony 1), discussed the bill and recommended an amendment for
wording.

(8:46) Parrell Grossman, Director of the Attorney General's Consumer Protection and
Antitrust Division testified in support of the bill (Testimony 2).

(16:24) Representative M. Nelson: Would it be legal if authorization for a release of
information were written within the lengthy terms of service on a website to which people
must agree in order to continue?

Parrell Grossman: It could possibly be legal.

Representative Kasper: Does the Attorney General have an opinion on if our personal
medical information is a protected right under the fourth amendment?

Parrell Grossman: There is certainly a good argument that information like that is
protected, but we prefer specific statutory authority.

Representative Kasper: In the Affordable Health Act, the federal government wants to
acquire citizens' medical information. Does this bill provide protection for ND citizen who
does not want medical information shared with the federal government?

Parrell Grossman: Not immediately. | am concerned you might run into preemption
issues.

Representative Kreun: What is the penalty?
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Parrell Grossman: A first offense is a Class B felony if it exceeds $1000, otherwise it is a
Class C felony. A subsequent offense is a Class A felony.

(28:51) Sheldon Wolf, North Dakota Health Information Technology Director testified
regarding changes to the bill (Testimony 3).

Chairman Keiser closed the hearing.

Chairman Keiser. We have several suggested amendments.
Representative Gruchella motioned to adopt all amendments.
Representative Boschee seconded.

Voice vote to adopt amendments.

Representative Kasper motioned for Do Pass as amended.
Representative Johnson seconded.

(37:36) Representative Corey Mock questioned wording on the amendments.
(38:33) Parrell Grossman asked to hear wording of the amendments.
Roll call vote.

Yes: 14

No: 0

Absent: 1

Chairman: Carried by Representative Gruchella.
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PROPOSED AMENDMENTS TO HOUSE BILL NO. 1435 )
Page 1, line 1, replace "54-59-26" with "51-30-06" ¢ 4
Page 1, line 12, overstrike "number" and insert immediately thereafter "information"
Page 1, line 19, remove "in"
Page 1, remove line 20

Page 1, line 21, remove "would permit access to an individual's financial accounts"

Page 2, line 1, replace "number" with "information"
Page 3, line 3, after "Health" insert "insurance"
Page 4, remove lines 1 through 30

Page 5, remove lines 1 through 30

Page 6, remove lines 1 and 2

Page 6, after line 2 insert:

"SECTION 3. AMENDMENT. Section 51-30-06 of the North Dakota Century Code
is amended and reenacted as follows:

51-30-06. Alternate compliance.

Notwithstanding section 51-30-05, a person that maintains its own notification
procedures as part of an information security policy for the treatment of personal
information and is otherwise consistent with the timing requirements of this chapter is
deemed to be in compliance with the notification requirements of this chapter if the
person notifies subject individuals in accordance with its policies in the event of a
breach of security of the system. A financial institution, trust company, or credit union
that is subject to, examined for, and in compliance with the federal interagency
guidance on response programs for unauthorized access to customer information and
customer notice is deemed-te-be in compliance with this chapter. A covered entity,
business associate, or subcontractor subject to breach notification requirements under
title 45, Code of Federal Regulations, subpart D, part 164, is considered to be in
compliance with this chapter."

Renumber accordingly

Page No. 1
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Roll Call Vote #: _/
2013 HOUSE STANDING COMMITTEE

ROLL CALL VOTES

BILL/RESOLUTIONNO. /¢3S

House Industry, Business, and Labor Committee

Legislative Council Amendment Number j/ 3“ ﬂ/) ’)/ - Q / @O )

Action Taken: [ ] Do Pass [ ] Do NotPass [ ] Amended @/Adopt Amendment

[] Rerefer to Appropriations

[ ] Reconsider

[ ] Consent Calendar

/ ,
Motion Made By (7/\1/( /,% 4,%\ ‘Seconded By ‘gﬂ’ §(/u;/

Representatives

Yes

No

Representatives

Yes

No

Chairman George Keiser

Rep. Bill Amerman

Vice Chairman Gary Sukut

Rep. Joshua Boschee

Rep. Thomas Beadle

Rep. Edmund Gruchalla

Rep. Rick Becker

Rep. Marvin Nelson

Rep. Robert Frantsvog

Rep. Nancy Johnson

Rep. Jim Kasper

Rep. Curtiss Kreun

Rep. Scott Louser

Rep. Dan Ruby

Rep. Don Vigesaa

N
Nt

;
.

Total Yes )

No

Absent

Floor Assignment

If the vote is on an amendment, briefly indicate intent:
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Representatives
Chairman George Keiser
Vice Chairman Gary Sukut
Rep. Thomas Beadle
Rep. Rick Becker
Rep. Robert Frantsvog
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Rep. Jim Kasper
Rep. Curtiss Kreun
Rep. Scott Louser
Rep. Dan Ruby
Rep. Don Vigesaa
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If the vote is on an amendment, briefly indicate intent:




Com Standing Committee Report Module ID: h_stcomrep_18_012
January 31, 2013 3:14pm Carrier: Gruchalla
Insert LC: 13.0771.01001 Title: 02000

REPORT OF STANDING COMMITTEE

HB 1435: Industry, Business and Labor Committee (Rep. Keiser, Chairman)
recommends AMENDMENTS AS FOLLOWS and when so amended, recommends
DO PASS (14 YEAS, 0 NAYS, 1 ABSENT AND NOT VOTING). HB 1435 was placed
on the Sixth order on the calendar.

Page 1, line 1, replace "54-59-26" with "51-30-06"

Page 1, line 12, overstrike "number" and insert immediately thereafter "information"

Page 1, line 19, remove "in"

Page 1, remove line 20

Page 1, line 21, remove "would permit access to an individual's financial accounts"

Page 2, line 1, replace "number" with "information”
Page 3, line 3, after "Health" insert "insurance"
Page 4, remove lines 1 through 30

Page 5, remove lines 1 through 30

Page 6, remove lines 1 and 2

Page 6, after line 2 insert:

"SECTION 3. AMENDMENT. Section 51-30-06 of the North Dakota Century
Code is amended and reenacted as follows:

51-30-06. Alternate compliance.

Notwithstanding section 51-30-05, a person that maintains its own
notification procedures as part of an information security policy for the treatment of
personal information and is otherwise consistent with the timing requirements of this
chapter is deemed to be in compliance with the notification requirements of this
chapter if the person notifies subject individuals in accordance with its policies in the
event of a breach of security of the system. A financial institution, trust company, or
credit union that is subject to, examined for, and in compliance with the federal
interagency guidance on response programs for unauthorized access to customer
information and customer notice is deemed-te-be in compliance with this chapter. A
covered entity, business associate, or subcontractor subject to breach notification
requirements under title 45, Code of Federal Regulations, subpart D, part 164, is
considered to be in compliance with this chapter."

Renumber accordingly

(1) DESK (3) COMMITTEE Page 1 h_stcomrep_18_012
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1435
3/19/13
20143

[ ] Conference Committee

Committee Clerk Signature W’

Explanation or reason for introduction of bill/resolution:

Relating to medical information identity theft.

Minutes: See “attached testimony.”

Vice Chairman Larsen opens the hearing for HB 1435

Rep. Mock introduces HB 1435 to the committee and is in support of HB 1435. See
attached testimony #1. Clarifies sections of HB 1435.

(0:06:35) Paul Grossman Director, Consumer Protection and Antitrust Division from
the office of Attorney General. See attached Testimony #2 Senator Axness questioned
about BCBS card has stolen and used. Senator Dever asked about the use medical
information already covered under identity theft laws and penalties. Senator Larsen asked
about what types and how many identity thefts.

(0:14:51) heldon Wolf, the ND Health Information Technology Director. Provided
information for HB 1435. See attached testimony #3. 1652

Vice Chairman Larsen closes the hearing on HB 1435
Senator Anderson Motions for Do pass

Senator Axness seconds

Do Pass 5-0-0

Senator Anderson will carry to the floor.



Date: 3=19-133
Roll Call Vote #:; [

2013 SENATE STANDING COMMITTEE
ROLL CALL VOTES
BILL/RESOLUTIONNO. _ |4 » 8

Senate Human Services Committee

[ ] Check here for Conference Committee

Legislative Council Amendment Number

Action Taken: & Do Pass [] Do Not Pass [] Amended [] Adopt Amendment

[ ] Rerefer to Appropriations [ ] Reconsider

Motion Made By 9o/,  Andersor/ Seconded BY S o/ Byww<s

Senators No Senator Yes | No

Chariman Judy Lee Senator Tyler Axness ,

Vice Chairman Oley Larsen

Senator Dick Dever

NNANER

Senator Howard Anderson, Jr.

Total (Yes) 5 No o

Absent

Floor Assignment Sew Buclersor/

If the vote is on an amendment, briefly indicate intent:



Com Standing Committee Report Module ID: s_stcomrep_48_012
March 19, 2013 1:01pm Carrier: Anderson

REPORT OF STANDING COMMITTEE
HB 1435, as engrossed: Human Services Committee (Sen.J. Lee, Chairman)
recommends DO PASS (5 YEAS, 0NAYS, 0ABSENT AND NOT VOTING).
Engrossed HB 1435 was placed on the Fourteenth order on the calendar.

(1) DESK (3) COMMITTEE Page 1 s_stcomrep_48_012
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Mitigating Medical Identity Theft

Medical identity theft accounts for 3 percent of identity theft crimes, or 249,000 of the estimated 8.3 million people who had

their identities stolen in 2005, according to the Federal Trade Commission. But what exactly is medical identity theft and
why does the World Privacy Forum say it is the most difficult of identity theft crimes to correct?

This practice brief explores medical identity theft, its ramifications, and how HIM professionals and others can work
together to prevent, investigate, and mitigate the damages it causes.

Defining Medical Identity Theft

Medical identity theft is the mappropriate or unauthorized misrepresentation of ndividually identifiable health mformation for
the purpose of obtamning access to property or services, which may result in long-lasting harm to an individual nteracting

with the healthcare continuum.2 It “frequently results in erroneous entries being put into existing medical records, and can
mvolve the creation of fictitious medical records in the victim’s name. Medical identity theft typically leaves a trail of falsified
information in medical records that can plague victims’ medical and financial lives for years.”g

Examples of medical identity theft include situations wherein an individual accesses medical services in another individual’s

‘ame to:

¢ Obtamn benefits or services for which the mdividual is not eligible
¢ Obtaim services for which the individual will not pay

e Perpetrate other fraud or illegal activity (such as erroneous billings or drug-seeking behavior for personaluse or illegal
distribution)

“The Cascading Effect of Medical Identity Theft,” [below], demonstrates how medical identity theft affects an individual and
his or her healthcare from the mnitial theft to corrupted health records.

| R i B | -
| Medicalidentity thaft begins with | f
| the rh:;: of ::dll?ild'ual‘ly E::ﬁ:‘blo » " Individually identifiable hedth information elements come

| ) . from multipbe sources.
| health mlermation. |
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The Victims and the Implications

Medical identity theft is a lucrative form ofidentity theft. A stolen Social Security number has an estimated street value of$ 1

per identity; the price ofstolen medical identity information averages a much higher street value, at an average of $50 per
identity.11

.'he primary victim of medical identity theft is usually an individual-—a patient, potential patient, health plan member, or
healthcare consumer. Individuals who are particularly vulnerable include those with developmental or mtellectual disabilities,

mmors, newboms, the elderly, and persons whose mformation may be imcluded on public registries (e.g., cancer registry).
Thieves often target the recently deceased.

Secondary victims include, but are not limited to, parties who generate, manage, use, or transfer individually identifiable
health information. Examples include healthcare providers, health plans, and society as a whole.

Individuals

There have been numerous cases where mdividuals have been the primary victims of medical identity theft. In one case, an

ndividual received a $44,000 bill for a surgery he never had.2 In a second case, a victim was told her children would be
taken away from her because her newborn baby tested positive for methamphetamines. The victim hadn’t recently delivered
a baby. In yet a third case, a victim was almost arrested when she went to a pharmacy to have a prescription filled and a
well-meaning clerk noticed the identity theft flag on her records and called the police.2

Medical identity theft can be difficult to discover. An individual may have no idea he or she is a victim of a crime as it often
remains hidden n complex payment systems, databases, and medical records. Unfortunately it may not be detected until
much later, when a victim has some reason to scrutmize his or her records and discovers imformation that does not belong.

Individuals who report medical identity theft to the police may find it treated as a property crime and not a high priority for

lmited law enforcement resources. Some victms may even find themselves having to convince police they are mdeed victims
and not the offenders responsible for the crime.

One victim hired an attorney to sort out the damage to her records. She avoided the hospital where the identity thief was

library.ahima.org/xpedio/groups/public/documents/ahima/boki_039058.hcsp?dDocName=bok1_039058 210
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treated, because of the inaccuracies in her health record as a result of the medical identity theft. Eventually, she was seen in a
different hospital. Unfortunately, the inaccurate records of the thief’s diagnosis and treatment had circulated and intermingled
with her own records, causing her concerns about her healthcare because she has a serious blood-clottng disorder and the

qong medication could be life-threatening 2

ere is no single place individuals can go to locate and correct inaccurate medical information. Individuals must identify all
parties who received incorrect health information n their name and convince the custodians of such information to correct
the information. This may prove challenging as the custodian may not allow access to information that has been identified as
belonging to the identity thief and not the victim. Until such time as all records are corrected, medical identity theft victims
may receive incorrect or even deadly treatment.

Providers and Plans

Healthcare providers and health plans may be secondary victims of medical identity theft. A provider who incorrectly bills
the victim of identity theft may find it necessary to write off all its healthcare expenses related to treatment of the identity
thief. In addition, the provider may experience difficulty n rescinding claims that were made prior to the determmation of the

theft. Both the provider and the plan may also incur significant expense as they work with the victim to correct records and
mitigate further risk.

A provider or plan that is unaware of the identity theft may disclose maccurate mformation to others or render or sponsor
services to the mdividual that are mappropriate to that mdividual. Cormmon law is not yet clear on legal actions that can be
taken against a provider or plan related to negligence, malpractice, or other legal action.

Providers may unknowingly submit incorrect precertification or claims and accompanying health information to health plans
to justify treatment or payment for the health services rendered. The health plan may preapprove and pay the claim and
pply the amount paid agamst the mdividual’s annual or lifetime benefit allowance.

In addttion, the health plan may maintan the naccurate mformation m its database and may share the information with the
MIB Group, Inc. This corporation, owned by msurance companies, maintains a database for members to exchange
confidential mformation about individuals who apply for health and other types of insurance benefits.

Additionally, until such time as all third-party payer records are corrected, victims could be denied payment for health
services rendered or be denied additional health, disability, or life insurance coverage should it be sought.

Healthcare providers and health plans may suffer permanent damage to their reputations, which may result n rreversible
busmness consequences.

Society

The impact of medical identity theft on society is significant as well. Private-pay patients may find themselves paying more to
healthcare providers to offset write-offs for medicalidentity theft. Purchasers of msurance may see increased rates to offset

losses insurance companies may incur. Tax payers may pay additional taxes for govemment-provided benefits to offSet the
cost ofundiscovered or unrecovered claims.

Tax payers also pay for increased federal and state law enforcement services to cover mvestigation, prosecution,
incarceration, and enforcement with regard to medical identity theft. Tax payers might even be subsidizing drug-seeking
behaviors when the stolen identification is used to obtain narcotics and pam-Kkillers under false pretenses.

.Preventing and Detecting Medical Identity Theft

The prevention and detection of medical identity theft requires diligent monitoring and appropriate response. Responses may
mclude a variety of admmistrative, technical, or physical safeguards. HIM professionals (as well as privacy and security

library.ahima.org/xpedio/groups/public/documents/ahima/bok1_039058.ncsp?dDocName=bok1_039058 3/10
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officers and other organizational leaders), individuals, healthcare organizations, health plans, and other stakeholders who
may be affected must work in cooperation to establish prevention and detection programs.

The furst line of defense may well rest with the individual. Individuals are encouraged to practice the same preventive
'asures for medical identity theft as they would for financial identity theft. Common preventive measures include:

¢ Sharing personal and health insurance information only with trusted providers.

e Monitoring the explanation of benefits received from insurers and obtaming a summary each year of all the benefits

paid in the patient’s or guarantor’s name.

Contacting the insurer and provider about charges for care that was not received, even when there is no money

owed.

e Maintaining copies of healthcare records.

e Checking personal credit history for medical liens.

¢ Demanding that providers and insurance companies correct errors or append and amend medical records to alert a
user to mappropriate content.

¢ Questioning “fiee” medical services or treatments (sometimes illicit entities use the lure of “free” services to obtain

names and msurance mformation for use in fraudulent claim submissions). Individuals should always question what is

being offered and who is paying the cost. If not satisfied with the answers, they should decline the offer.

Protecting health msurance nformation. Individuals should safeguard msurance cards, explanation of benefits, and

health plan correspondence in the same way they would safeguard credit cards.

e Refusing to provide insurance numbers to telephone marketers or door-to-door solicitors 22

In addition, AHIMA recommends obtaining and maintaming personal health records that mclude copies of significant health
mformation from each healthcare provider.

research and consultmg company Gartner, Inc., offers health msurers the following recommendations to mitigate risk of
dical identity theft:

Empower consumers to avoid being victimized. Incorporate specialized consumer education on Web sites or direct
mail. Educate consumers to closely monitor their explanations of benefits and treat their insurance cards as securely
as their credit cards.

Provide more frequent summaries of services to allow consumers more proactive viewing of their past treatments to
identify early signs of fraud.

e Educate providers about medical identity theft and encourage them to ask for a photo identification before treating
patients.

e Make benefit cards more secure by incorporating the member’s photo directly on the ID card.

Deploy pattern-recognition technology. By integrating a variety of data sources, payers can compare analyses of

customary claims experience and repeatable fraudulent patterns against current claims information.

e Address security gaps for all health information exchanges before trust erodes.

Institute sophisticated security monitoring measures and implement a broadly accepted, executive-supported

information security charter for effective security policy and governance. 19

A risk analysis is the foundation of any sound privacy and security program for a healthcare provider or health plan; it is also
a requirement of the HIPAA security rule. From the perspective of medical identity theft prevention, the risk analysis
process is an appropriate method of identifymg threats and vulnerabilities to medical information and determining if existing
privacy and security controls are sufficient to prevent medical identity theft.

A proper risk analysis mchudes:

e Asset inventory and prioritization
o Threat and viilnerahilitv identification

library.ahima.org/xpedio/groups/public/documents/ahima/bok1_039058.hcsp?dDocName=bok1_039058 4/10
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Examination of existing security controls associated with addressing identified threats and vulnerabilities
Determming the likelihood of exposure to identified threats and vulnerabilities

Determining the impact (fiscal, workflow, etc.) associated with the exercise of a threat or vulnerability exploitation
Deterrnmmg, prioritizmg, and mitigating identified risks

The risk analysis should address three areas clearly articulated in the HIPAA security rule: admmistrative, physical, and
technical safeguards. It should be noted that the primary cause of security breaches is related to the people or business side

of an organization’s operations. The most extensive section on safeguards in the HIPAA security rule does not focus on
technology. It focuses on administration.

HIM professionals can guide their organizations in establishing the following measures to prevent and detect medical identity
theft:

Ensure appropriate background checks of employees and business associates, both prior to hiring and m high-risk
areas, as well as periodically after hiring. Consider minimizing the use of noncredentialed or nonlicensed individuals n
temporary positions if they are not bound by professional codes of conduct or ethics.

Establish patient verification processes that may include obtaining and storing photo IDs or other means of identity
verification or authentication if utilizing e-mail or Internet access. Make sure that the initial process is thorough, as
determinations will be relied upon by subsequent users. The entire verification process and any data collected must be
protected in accordance with the HIPAA security rule.

Minimize the use of Social Security numbers for identification. Avoid displaying the number on any document, screen,
or data collection field. Where possible the entire Social Security nurber should be suppressed, and where it is
absolutely necessary only the last four or six digits should be visible.

Store ndividually identifiable health information n a secure manner and ensure that admmistrative, technical, and
physical safeguards are m place, such as restricted access and locks.

. ¢ Consider securing a release of lability to cover the entity against possible claims by any individual who may choose
not to use the secure storage provided.

Inplement and comply with organizational policies for the appropriate disposal, destruction, and reuse of any media

used to collect and store individually identifiable health information.
Implement and comply with organizational policies and procedures that provide safeguards to ensure the security and
privacy of individually identifiable health information collected, mamtamed, and transmitted electronically:

o Limit access to electronic mdividually identifiable health mformation to a mmmum necessary basis.
Establish mmimum necessary access controls.

Require unique user identification and password controls.
Implement encryption practices for transmitting individually identifiable health mformation.
Install appropriate hardware and software protective mechanisms such as firewalls and protected networks.
Audit routinely to determine appropriate access to mformation, including access to individually identifiable
health imformation by staff with a newly assigned user ID.
o Elmnmate open network jacks in unsecured areas that could provide unauthorized access.
Create an “alert” process for medical records where identity verification may be required upon patient admission.
Develop a proactive identity theft response plan or policy that clearly outlines the response process:
o Identify current and evolving federal and state laws applicable to identity theft, reporting, and disclosure.
o Conmplete a preemption analysis addressmg HIPAA’s permitted disclosures to law enforcement (§164.512(2)
(5)) versus state law, determining when there is a need for court order, subpoena, or patient authorization. 1!
o Identify the organization’s obligations to report or disclose to law enforcement or governnment agencies
. mformation related to medical identity theft.
Develop ongomg staff training programs to ensure work force understanding of organizational policies and practices
developed to provide protection and appropriate use and disclosure of individually identifiable health information.

o O o o o
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Medical Identity Theft Response Checklist for Consumers

Consumer awareness is critical for timely detection of and thorough response to a medical identity theft

Qcident. Consumers may follow this checklist for proactive guidance and quick action.

printable version of checklist]

1. Explore the resource “Tools for Victims” provided by the Federal Trade Commission
(available online at www.ftc.gov/bep/edwmicrosites/idtheft/tools.html). Consider completing the
universal affidavit to submit to creditors.

2. Review credit reports, correct them, and place a “Fraud Alert” on them.

3. Ifa Social Securtty number is suspected of being used nappropriately, contact the Social
Security Admmistration’s fraud hotline at (800) 269-0721.

4. In the case of stolen or misdirected mail, contact the US Postal Service at (800) 275-8777 to
obtamn the number of the local US Postal Inspector.

5. For stolen passports, contact the US Department of State at (877) 487-2778 or
http//travel.state.gov.

6. If the thiefhas stolen checks, contact both check verification companies: Telecheck ([800]

366-2425) and the mternational Check Services Company ([800] 526-5380) to place a fraud
alert on the account to ensure that counterfeit checks will be refused.

7. Contact the health mformation manager or the privacy officer at the provider organization or
the antifraud hotline at the health plan where the medical identity theft appears to have occurred.

8. Request an accounting of disclosures. If the provider or plan refuses access to medical

records, file a complaint with the Office for Civil Rights at Health and Human Services at (866)
627-7748 or www.hhs.gov/ocr/privacyhowtofile.htm.

9. Take detailed notes of all conversations related to the medical identity theft. Write down the

date, name, and contact information of everyone contacted, as well as the content of the
conversation.

10. Make copies of any letters, reports, documents, and e-mail sent or received regarding the
identity theft.

11. Work with the organization where the medical identity theft occurred to stop the flow of the

incorrect information, correct the existing inaccurate health record entries, and determme where
incorrect nformation was sent.

12. File a police report and send copies with correct mformation to insurers, providers, and
credit bureaus once the identity theft has been confirmed.

13. File a complamt with the attorney general in the state where the identity theft occurred. The
National Association of Attorneys General provides state-by-state information at
www.naag.org/attorneys_general.php.

14. Check with state authorities for resources. Many states provide consumer protection and
education related to insurance and accept online complaints. To determine if a state has a state

msurance denartment for anline caomnlaints visit the Natinnal Assnciation of Tnqurance

library.ahima.org/xpedio/groups/public/documents/ahima/bok1_039058.hcsp?dDocName=boki_039058
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Commissioners at www.naic.org and file a complaint as appropriate.

Mitigating mMedical Identity | hett

15. File a complamt with the Identity Theft Data Clearinghouse, operated by the Federal Trade
Commission and the Intemet Crime Complaint Center. Information available for filing a
omplaint can be found at httpsv/rn.fic. gov/pls/dod/widtpubl§ startup?Z ORG_CODE=PU03.

16. Contact the Office of the Inspector General, HHS TIPS Hotlme at (800) 447-8477 or by |
e-mail at HHS Tips(@oit.hhs. gov for suspected Medicare or Medicaid fraud. [note: nformation
updated December 2008]

17. Review health records to make sure they have been corrected prior to seeking healthcare. l

18. Change all personal identification numbers and passwords for protected accounts, sites,
access points, etc. Choose unique personal identification numbers and complex passwords
rather than common ones (e.g., mother’s maiden name, birth date, or pet name). J

Responding to Medical Identity Theft Incidents

Effectively responding to incidents of medical identity theft requires the collaborative efforts of individual victims, HIM
professionals, privacy and security officers, other organizational leaders, and other extermnal stakeholders.

Individuals may be the first to learn about an incident of identity theft invotving their health mformation. Should they become
aware of medical identity theft they are encouraged to:

Contact the health mformation manager or privacy officer at the provider organization or antifraud hotline at the health
plan where the medical identity theft appears to have occurred.

Request an accounting of disclosures from the relevant healthcare providers or health plans.

Take detailed notes of conversations. Write down the date, name, and contact mformation of everyone contacted as
well as the content of the conversation.

Make copies of any letters or e-mail sent or received regarding the identity theft.

Work with the organization where the medical identity theft occurred to stop the flow of incorrect information, correct
the health record entries, and determine where incorrect information was sent.

File a police report and send copies with correct information to msurers, providers, and credit bureaus once the
identity theft has been confirmed.

File a complaint with the attormey general in the state where the identity theft occurred. The National Association of
Attomeys General provides state-by-state information at www.naag.org/attorneys _general.php.

File a complaint with the state nsurance department, if possible. Many states provide consumer protection and
education related to msurance fraud and accept online complaints. To determine if a state has a state insurance
department for online complaints, visit the National Association of Insurance Commissioners at wWww.naic.org.

File a complant with the 1dentity Theft Data Clearinghouse, operated by the Federal Trade Commission and the
Intemet Crime Complaint Center at www.ftc.gov/bep/edwmicrosites/idtheft/consumers/filing-a-report.html.

Contact the Office of the Inspector General, HHS TIPS Hotline at (800) 447-8477 or by e-mail at
HHSTips@oit.hhs.gov for suspected Medicare or Medicaid fraud. [note: information updated December 2008
Check and correct credit reports as appropriate.

Review health records to make sure they have been corrected prior to seeking healthcare.

Every organization that collects, maintains, uses, or transmits individually identifiable health mformation should have a policy
and procedure and response team for responding to medical identity theft. This process may be covered under the security
mcident response. This framework will help the organization mplement an efficient, effective, and comprehensive ncident
response and stop the continued flow of information that may otherwise negatively affect the victim and others.

“The Data Breach Investigation and Mitigation Checklist” nublished in the Januarv 2008 .Journal of AHIMA (and availahle

library.ahima.org/xpedio/groups/public/documents/ahima/bok1_039058.hcsp?dD ocName=bok1_039058
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online in the FORE lerary HIM Body of Knowledge at www.ahima. 01g) offers organlzatlons gu1dance on the steps they
should take to address medical identity theft.

8‘!\4 professionals can assist victims and their organizations by:

¢ Coleading the appointment of a medical identity theft response team and working with the team to conduct a risk
analysis, discuss medical identity theft mitigation and response, draft policies and procedures, and educate leadership.

¢ Training HIM staff as to appropriate responses to identity theft events.

¢ Giving victims a fiee copy of their health information before and after it is corrected.

¢ Setting up mechanisms to correct inaccurate information. Consider establishing Jane or John Doe records in which
the identity thief’s information is maintained separately from the victims with links to the original record.

¢ Implementing legal hold policies and procedures.

® Assisting victims in identifying those who may possess inaccurate records by providing a full accounting of
disclosures.

¢ Supporting victims as they attempt to navigate their way through the complex systemns that hold copies of incorrect

information about them.

e Providing victims with a list of resources and contact information (see the checklist on the preceding page).
e Staying abreast of medical identity theft-related legislation that may be drafted at the state and federal level and
providing constructive input and feedback.

HIM professionals can offer victims of medical identity theft the checklist of actions and resources shown [above].

Medical identity theft is a complex and evolving crime that can only be dealt with through a concerted effort. Consumer
mvolvement is paramount to the success of any strategy. HIM professionals collaborating with all stakeholders have a
‘nique opportunity to contribute to solutions that will prevent, investigate, and mitigate the damages of medical identity theft.

All victims of medical identity theft require and deserve every protection and support that healthcare industry stakeholders
can develop and apply. An effective protective program starts with front-end preventive safeguards and ends with follow-
through that reaches wherever incorrect information has flowed.

AHIMA challenges the healthcare industry and all mdividuals to organize efforts for proactive steps to stemthe impact of

this quietly growing threat. Only by reporting all instances of fraudulent activities can the medical identity theft be addressed
and mitigated.

Notes

1. Federal Trade Commission. “FTC Releases Survey of Identity Theft in the U.S. Study Shows 8.3 Million Victims in
2005.” November 27, 2007. Press release. Available online at www.ftc.gov/opa/2007/11/idtheft.shtm.

2. The elements that define individually identifiable health information are listed in the HIPAA privacy rule, 42 U.S.C.
Sec. 1320d (6).

3. World Privacy Forum. “The Medical Identity Theft Information Page.” Available online at
www.worldprivacyforum. org/medicalidentitytheft. html.

4. McKay, Jim. “Identity Theft Steals Millions from Government Health Programs.” Government Technology. Feb.
13, 2008. Available online at www.govtech.com.

5. Grffin, R. Morgan. “The Scary Truth about Medical Identity Theft.” WebMD February 2, 2007. Available online at
www, webmd.conva-to-z- guides/features/scary-truth-medical- identity-theft.

. 6. Rys, Richard. “The Imposter in the ER.”” MSNBC.com. March 13, 2008. Available online at
/ sn.conyid/23392229.
7. Tbid.
8. ConsumerReports org. “Prevent Medlcal Identity Thetft.” February 1 1 2008. Available onlmne at
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9. Blue Cross Blue Shield Association. “What You Can Do to Help Prevent Healthcare Fraud and Abuse.” Available
online at www.bcbs.com/blueresources/anti- fraud/what-you-can-do.html

10. Lopez, Jorge, et al “Gartner’s Top Predictions for Industry Leaders, 2007 and Beyond.” December 2006. Available
11.

online at www. gartner.com.
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HOUSE JUDICIARY COMMITTEE 6 14/35

GEORGE J. KEISER, CHAIRMAN TS
JANUARY 30, 2013 Jo 2a/3

TESTIMONY BY
PARRELL D. GROSSMAN
DIRECTOR, CONSUMER PROTECTION AND ANTITRUST DIVISION
OFFICE OF ATTORNEY GENERAL
IN SUPPORT OF
HOUSE BILL NO. 1435 (SECTIONS 1 AND 2)

Mr. Chairman and members of the House Industry, Business and Labor Committee. |
am Parrell Grossman, Director of the Attorney General's Consumer Protection and
Antitrust Division. | appear on behalf of the Attorney General in support of Sections 1
and 2 of House Bill 1435, with proposed amendments.

Identity Theft continues to be a priority for the Attorney General and Consumer
Protection Division. The Identity theft problem continues to grow on a national and state
basis. The Consumer Protection Division acts as a clearinghouse for ID theft victims.
We process ID theft complaints and assist consumers when their identities have been
stolen. The Attorney General's Office has received 112 ID Theft complaints in the
current biennium, since July 1, 2011. The Consumer Protection Division has received
76 ID theft complaints in 2012. ID theft was the number two complaint category in the
Attorney General's Top Ten Complaints in 2012.

With some likely unintended consequences for the changes proposed on page 1, lines
18-21, the changes to the definition of “personal identifying information” enhance
protections for potential “identity theft victims.

Attached are proposed amendments to lines 18 through 21 that address “an individual's
financial institution account number, credit card number, or debit card number.” | have
discussed the Attorney General’s proposed amendments with Representative Mock, the
prime sponsor of HB1435, and he supports the proposed amendments. Current law
provides that “[t]he identifying number of a depository account in a financial institution”
is personal identifying information. The proposed changes in lines 18 through 21
appear to synchronize this definition with a similar definition in section 51-30-01 of North
Dakota’s Data Security Breach Law, specifically subdivision (a)(4) of subsection 4, as

contained in current law and set forth on page 3, lines 17 through 20, of House Bill
1435.

| was involved in drafting that definition and specific legislation in the 2005 legislative
session, as enacted by the Legislature at that time. | worked with the North Dakota
Banker’'s Association on that language to ensure that a data security breach or other
inadvertent release of an account nhumber only did not constitute a security breach that
would trigger a security breach notice requirement that would be burdensome or
otherwise impose unnecessary compliance costs on financial institutions. There did not



appear to be any real risk to an account holder in circumstances in which an access
code, security code, or password was not compromised or released in conjunction with
the account number. Without the access codes, an individual would not be able to steal
another person’s identity or access the financial account.

However, the perspective and potential consequences to identity theft victims change in
regard to the definition in the identity theft statute. The initial change proposed in this
legislation would provide less protection to potential victims. There is a risk to
consumers when account numbers, without access codes, are stolen, misused, et
cetera. Imposing this new requirement would now provide less protection to account
holders. While many retailers require the 3 or 4 digit code on the credit card before
authorizing purchases with that credit card, there are retailers or other businesses that
will accept charges on a credit card without any security code. Just recently an
employee of the Attorney General's Office disclosed that a spouse had used her credit
card (with permission) to book hotel rooms on a website for a third party hotel
reservation entity. The business did not require any security or access codes.

The Attorney General requests this Committee amend lines 18 through 21 to state as
follows: “ An individual’'s financial institution account number, credit card number, or
debit card number (period). The attached amendments will make this change.

All the other changes in Section 1 of this legislation are improvements. The Attorney
General also supports the changes and improvements in Section 2 addressing data
security breaches.

The Attorney General is neutral on Section 3 of this legislation.
The Attorney General respectfully asks the House Judiciary Committee to adopt the
proposed amendments and give Sections 1 and 2 of House Bill 1435, a “Do Pass”

recommendation.

Thank you for your time and consideration. | would be pleased to try and answer any
questions.



PROPOSED AMENDMENTS TO HOUSE BILL NO. 1435
HOUSE INDUSTRY, BUSINESS AND LABOR COMMITTEE
GEORGE J. KEISER, CHAIRMAN
JANUARY 30, 2013

PRESENTED BY
PARRELL D. GROSSMAN, DIRECTOR
CONSUMER PROTECTION & ANTITRUST DIVISION
OFFICE OF ATTORNEY GENERAL
Page 1, line 19, replace “in” with a period
Page 1, remove line 20

Page 1, line 21, remove “would permit access to an individual’s financial account”

Renumber accordingly
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TESTIMONY BEFORE THE HOUSE
INDUSTRY, BUSINESS AND LABOR COMMITTEE

HOUSE BILL 1435

JANUARY 30, 2013
Mr. Chairman, members of the committee, I am Sheldon Wolf, the ND Health
Information Technology Director. I am here today to provide information and
suggest a couple of changes to House Bill 1435 on behalf of the Health
information Technology Office and the Health Information Technology Advisory

Committee (HITAC) (see attached).

HITAC is charged with making recommendations and implementing a statewide
interoperable health information infrastructure that is consistent with emerging
national standards and promotes interoperability of health information systems for
the purpose of improving health care quality, patient safety, and overall efficiency
of health care and public health services. Section 2 would specifically require
notification of any breach that may happen through the North Dakota Health
Information Network (NDHIN). Section 3 of this bill specifically addresses a
requirement that the administrative code include a protocol to address identity

theft.

As part of our work, we try to coordinate policies and procedures with current state
and federal regulations regarding the protection of an individual’s health
information. As we were reviewing this section, we noted that for covered entities,
(NDHIN, providers, health plans and business associates) the requirements being
added in section 2 may be covered by the health insurance portability and
accountability act (HIPAA). Specifically, Part 164 of title 45 of the code of federal

regulations. Therefore, we would recommend that you treat covered entities that

01/29/2013 Page 1 House-Industry Business and Labor 1-30-2013.docx



are required to report breaches like you do financial entities at NDCC 51-30-06.

To do this, we suggest the following amendment:

Page 3, after line 30 insert:

SECTION 3. AMENDMENT. Section 51-30-06 of the North Dakota
Century Code is amended and reenacted as follows:
51-30-06. Alternate compliance.
Notwithstanding section 51-30-05, a person that maintains its own notification
procedures as part of an information security policy for the treatment of personal
information and is otherwise consistent with the timing requirements of this
chapter is deemed to be in compliance with the notification requirements of this
chapter if the person notifies subject individuals in accordance with its policies in
the event of a breach of security of the system. A financial institution, trust
company, or credit union that is subject to, examined for, and in compliance with
the federal interagency guidance on response programs for unauthorized access to

customer information and customer notice is deemed considered to be in

compliance with this chapter. A covered entity, business associate, or

subcontractor subject to the breach notification requirements of Subpart D of Part

164 of title 45 of the Code of Federal Regulations is considered to be in

compliance with this chapter.

Additionally, the health information technology office is specifically required in
Section 3 of the bill (line 25-27 on page 4) to include in administrative rules a
protocol for an individual to address identity theft or other errors that result in
erroneous medical records being included in the health information exchange.

The health information exchange does not create medical record information. It

01/29/2013 Page 2 House-Industry Business and Labor 1-30-2013.docx



serves only as a conduit and consolidator of information from disparate systems
when a provider requests information through the network. To ensure that these
records are modified or deleted correctly, the individual should work directly with

the provider that created the record and not the health information exchange.

The health information technology office does not have any authority to require a
provider to change their records. However, HIPAA specifically addresses how
individuals can request an amendment of protected health information in Part 164
of title 45 of the code of federal regulations (see attached). Therefore, this should
be the process that an individual uses to amend their records with health care

providers.

In summary, since there is a federal regulation specifically outlining the process for
an individual to amend their records, the health information exchange is not the
original creator of the medical records and the health information technology office
does not have any authority to make a provider change a medical record, please

consider removing the proposed additional sentence starting on line 25 of page 4.

Please consider both of these changes and thank you for the opportunity to appear

before you today, I would be happy to address any questions.

01/29/2013 Page 3 House-Industry Business and Labor 1-30-2013.docx
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ELECTRONIC CODE OF FEDERAL REGULATIONS

e-CFR Data is current as of January 25, 2013

Title 45: Public Welfare
PART 164—SECURITY AND PRIVACY
Subpart E—Privacy of Individually Identifiable Health Information

§ 164.526 Amendment of protected health information,

(a) Standard: Right to amend . (1) Right to amend . An individual has the right to have a covered
entity amend protected health information or a record about the individual in a designated record set
for as long as the protected health information is maintained in the designated record set.

(2) Denial of amendment . A covered entity may deny an individual's request for amendment, if it
determines that the protected health information or record that is the subject of the request:

(i) Was not created by the covered entity, unless the individual provides a reasonable basis to
believe that the originator of protected health information is no longer available to act on the requested
amendment;

(i) Is not part of the designated record set;
(iiiy Would not be available for inspection under § 164.524; or

(iv) Is accurate and complete.

(b) Implementation specifications: requests for amendment and timely action . (1) Individual's
request for amendment . The covered entity must permit an individual to request that the covered
entity amend the protected health information maintained in the designated record set. The covered
entity may require individuals to make requests for amendment in writing and to provide a reason to
support a requested amendment, provided that it informs individuals in advance of such requirements.

(2) Timely action by the covered entity . (i) The covered entity must act on the individual's request
for an amendment no later than 60 days after receipt of such a request, as follows.

(A) If the covered entity grants the requested amendment, in whole or in part, it must take the
actions required by paragraphs (c)(1) and (2) of this section.

(B) If the covered entity denies the requested amendment, in whole or in part, it must provide the
individual with a written denial, in accordance with paragraph (d)(1) of this section.

(ii) If the covered entity is unable to act on the amendment within the time required by paragraph
(b)(2)(i) of this section, the covered entity may extend the time for such action by no more than 30
days, provided that:

(A) The covered entity, within the time limit set by paragraph (b)(2)(i) of this section, provides the
individual with a written statement of the reasons for the delay and the date by which the covered
entity will complete its action on the request; and

(B) The covered entity may have only one such extension of time for action on a request for an
amendment.
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(c) Implementation specifications: Accepting the amendment . If the covered entity accepts the
requested amendment, in whole or in part, the covered entity must comply with the following
requirements.

(1) Making the amendment . The covered entity must make the appropriate amendment to the
protected health information or record that is the subject of the request for amendment by, at a
minimum, identifying the records in the designated record set that are affected by the amendment and
appending or otherwise providing a link to the location of the amendment.

(2) Informing the individual . In accordance with paragraph (b) of this section, the covered entity
must timely inform the individual that the amendment is accepted and obtain the individual's
identification of and agreement to have the covered entity notify the relevant persons with which the
amendment needs to be shared in accordance with paragraph (c)(3) of this section.

(3) Informing others . The covered entity must make reasonable efforts to inform and provide the
amendment within a reasonable time to:

(i) Persons identified by the individual as having received protected health information about the
individual and needing the amendment; and

(i) Persons, including business associates, that the covered entity knows have the protected
health information that is the subject of the amendment and that may have relied, or could foreseeably
rely, on such information to the detriment of the individual.

(d) Implementation specifications: Denying the amendment . If the covered entity denies the
requested amendment, in whole or in part, the covered entity must comply with the following
requirements.

(1) Denial . The covered entity must provide the individual with a timely, written denial, in
accordance with paragraph (b)(2) of this section. The denial must use plain language and contain:

(i) The basis for the denial, in accordance with paragraph (a)(2) of this section;

(i) The individual's right to submit a written statement disagreeing with the denial and how the
individual may file such a statement;

(i) A statement that, if the individual does not submit a statement of disagreement, the individual
may request that the covered entity provide the individual's request for amendment and the denial with
any future disclosures of the protected health information that is the subject of the amendment; and

(iv) A description of how the individual may complain to the covered entity pursuant to the
complaint procedures established in § 164.530(d) or to the Secretary pursuant to the procedures
established in § 160.306. The description must include the name, or title, and telephone number of the
contact person or office designated in § 164.530(a)(1)(ii).

(2) Statement of disagreement . The covered entity must permit the individual to submit to the
covered entity a written statement disagreeing with the denial of all or part of a requested amendment
and the basis of such disagreement. The covered entity may reasonably limit the length of a statement
of disagreement.

(3) Rebuttal statement . The covered entity may prepare a written rebuttal to the individual's
statement of disagreement. Whenever such a rebuttal is prepared, the covered entity must provide a
copy to the individual who submitted the statement of disagreement.

(4) Recordkeeping . The covered entity must, as appropriate, identify the record or protected
health information in the designated record set that is the subject of the disputed amendment and
append or otherwise link the individual's request for an amendment, the covered entity's denial of the
request, the individual's statement of disagreement, if any, and the covered entity's rebuttal, if any, to
the designated record set.
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(5) Future disclosures . (i) If a statement of disagreement has been submitted by the individual,
the covered entity must include the material appended in accordance with paragraph (d)(4) of this
section, or, at the election of the covered entity, an accurate summary of any such information, with
any subsequent disclosure of the protected health information to which the disagreement relates.

(i) If the individual has not submitted a written statement of disagreement, the covered entity must
include the individual's request for amendment and its denial, or an accurate summary of such
information, with any subsequent disclosure of the protected health information only if the individual
has requested such action in accordance with paragraph (d)(1)(iii) of this section.

(iii) When a subsequent disclosure described in paragraph (d)(5)(i) or (ii) of this section is made
using a standard transaction under part 162 of this subchapter that does not permit the additional
material to be included with the disclosure, the covered entity may separately transmit the material

required by paragraph (d)(5)(i) or (ii) of this section, as applicable, to the recipient of the standard
transaction.

(e) Implementation specification: Actions on notices of amendment. A covered entity that is
informed by another covered entity of an amendment to an individual's protected health information, in
accordance with paragraph (c)(3) of this section, must amend the protected health information in
designated record sets as provided by paragraph (c)(1) of this section.

(f) Implementation specification: Documentation. A covered entity must document the titles of the

persons or offices responsible for receiving and processing requests for amendments by individuals
and retain the documentation as required by § 164.530(j).

=

For questions or comments regarding e-CFR editorial content, features, or design, email ecfr@nara.gov.
For questions concerning e-CFR programming and delivery issues, email webteam@gpo.gov.
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Mitigating Medical Identity Theft

Medical identity theft accounts for 3 percent of identity theft crimes, or 249,000 of the estimated 8.3 mitlion people

who had their identities stolen in 2005, according to the Federal Trade Commission.! But what exactly is medical
identity theft and why does the World Privacy Forum say it is the most difficult of identity theft crimes to correct?

This practice brief explores medical identity theft, its ramifications, and how HIM professionals and others can
work together to prevent, investigate, and mitigate the damages it causes.

Defining Medical Identity Theft

Medical identity theft is the inappropriate or unauthorized misrepresentation of individually identifiable health
information for the purpose of obtaining access to property or services, which may result in long-lasting harm to an
individual interacting with the healthcare continuum.? It “frequently results in erroneous entries being put into
existing medical records, and can involve the creation of fictitious medical records in the victim’s name. Medical
identity theft typically leaves a trail of falsified information in medical records that can plague victims’ medical and
financial lives for years.”i

Examples of medical identity theft include situations wherein an individual accesses medical services in another
individual’s name to:

¢ Obtain benetits or services for which the individual is not eligible
e Obtain services for which the individual will not pay

¢ Perpetrate other fraud or illegal activity (such as erroneous billings or drug-seeking behavior for personal use
or illegal distribution)

“The Cascading Effect of Medical Tdentity Theft,” [below], demonstrates how medical identity theft affects an
individual and his or her healthcare from the initial thett to corrupted health records.
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The Victims and the Implications

Medical identity theft is a lucrative form of identity theft. A stolen Social Security number has an estimated street
value of $1 per identity; the price of stolen medical identity information averages a much higher street value, at an
average of $50 per iclentity.f-‘-

The primary victim of medical identity theft is usually an individual—a patient, potential patient, health plan
member, or healthcare consumer. Individuals who are particularly vulnerable include those with developmental or
intellectual disabilities, minors, newborns, the elderly, and persons whose information may be included on public
registries (e.g., cancer registry). Thieves often target the recently deceased.

Secondary victims include, but are not limited to, parties who generate, manage, use, or transfer individually
identifiable health information. Examples include healthcare providers, health plans, and society as a whole,

Individuals

There have been numerous cases where individuals have been the primary victims of medical identity theft. In one
case, an individual recetved a $44,000 bill for a surgery he never had.® In a second case, a victim was told her
children would be taken away from her because her newborn haby tested positive for methamphetamines. The
victim hadn’t recently delivered a baby. In yet a third case, a victim was almost arrested when she went (o a
pharmacy (o have a prescription filled and a well-meaning clerk noticed the identity theft flag on her records and
called the police.”

Medical identity theft can be difficult to discover. An individual may have no idea he or she is a victim of a crime
as it often remains hidden in complex payment systems, databases, and medical records. Unfortunately it may not
be detected until much fater, when a victim has some reason to scrutinize his or her records and discovers
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information that does not belong.

Individuals who report medical identity theft to the police may find it treated as a property crime and not a high
priority for limited law enforcement resources. Some victims may even find themselves having to convince police
they are indeed victims and not the offenders responsible for the crime.

One victim hired an attorney to sort out the damage to her records. She avoided the hospital where the identity thief
was treated, because of the inaccuracies in her health record as a result of the medical identity theft. Eventually, she
was seen in a different hospital. Unfortunately, the inaccurate records of the thief’s diagnosis and treatment had
circulated and intermingled with her own records, causing her concerns about her healthcare because she has a

serious blood-clotting disorder and the wrong medication could be life-threatening.

There is no single place individuals can go to locate and correct inaccurate medical information. Individuals must
identify all parties who received incorrect health information in their name and convince the custodians of such
information to correct the information. This may prove challenging as the custodian may not allow access to
information that has been identified as belonging to the identity thief and not the victim. Until such time as all
records are corrected, medical identity theft victims may receive incorrect or even cleaclly treatment.

Providers and Plans

Healthcare providers and health plans may be secondary victims of medical identity theft. A provider who
incorrectly bills the victim of identity theft may find it necessary to write off all its healthcare expenses related to
treatment of the identity thief. Tn addition, the provider may experience difficulty in rescinding claims that were
made prior to the determination of the theft. Both the provider and the plan may also incur significant expense as
they work with the victim to correct records and mitigate further risk.

A provider or plan that is unaware of the identity theft may disclose inaccurate information to others or render or
sponsor services to the individual that are inappropriate to that individual. Common law is not yet clear on legal
actions that can be taken against a provider or plan related to negligence, malpractice, or other legal action.

Providers may unknowingly submit incorrect precertification or claims and accompany ing health information to
health plans to justify treatment or payment for the health services rendered. The health plan may preapprove and
pay the claim and apply the amount paid against the individual’s annual or lifetime benefit allowance.

In addition, the health plan may maintain the inaccurate information in its database and may share the information
with the MIB Group, Inc. This corporation, owned by insurance companies, maintains a database for members to
exchange confidential information about individuals who apply for health and other types of insurance benefits.

Additionally, until such time as all third-party payer records are corrected, victims could be denied payment for
health services rendered or be denied additional health, disability, or life insurance coverage should it be sought.

Healthcare providers and health plans may suffer permanent damage to their reputations, which may result in
irreversible business consequences.

Society

The impact of medical identity theft on society is significant as well. Private-pay patients may find themselves
paying more to healthcare providers to offset write-offs for medical identity theft. Purchasers of insurance may see
increased rates to offset losses insurance companies may incur. Tax payers may pay additional taxes for
government-provided henefits to offset the cost of undiscovered or unrecovered claims.

Tax payers also pay for increased federal and state law enforcement services to cover investigation, prosecution,
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incarceration, and enforcement with regard to medical identity theft. Tax payers might even be subsidizing
drug-seeking behaviors when the stolen identification is used (o obtain narcotics and pain-killers under false
pretenses.

Preventing and Detecting Medical Identity Theft

The prevention and detection of medica
Responses may inc

identity theft requires diligent monitoring and appropriate response.

ude a variety of administrative, technical, or physical safeguards. HIM professionals (as well as
privacy and securily officers and other organizational leaders), individuals, healthcare organizations, health plans,
and other stakehalders who may he affected must work in cooperation to establish prevention and detection
programs.

The first line of defense may well rest with the individual. Individuals are encouraged to practice the same
preventive measures for medical identity theft as they would for financial identity theft. Common preventive
measures include:

e Sharing personal and health insurance information only with trusted providers.

o Monitoring the explanation of benefits received from insurers and obtaining a summary each year of all the
benefits paid in the patient’s or guarantor’s name.

» Contacting the insurer and provider about charges for care that was not received, even when there is no
money owed.

* Maintaining copies of healthcare records.

e Checking personal credit history for medical liens.

e Demanding that providers and insurance companies correct errors or append and amend medical records to
alert a user to inappropriate content.

¢ Questioning “free” medical services or treatments (sometimes illicit entities use the lure of “free” services to
obtain names and insurance information for use in fraudulent claim submissions). Individuals should always
question what is being offered and who is paying the cost. If not satisfied with the answers, they should
decline the offer.

e Protecting health insurance information. Individuals should safeguard insurance cards, explanation of
benefits, and health plan correspondence in the same way they would safeguard credit cards.

- _ o 8.9
e Refusing to provide insurance numbers to telephone marketers or door-to-coor solicitors.™

In addition, AHIMA recommends obtaining and maintaining personal health records that include copies of
significant health information from each healthcare provider.

IT research and consulting company Gartner, Inc., offers health insurers the following recommendations to mitigate
risk of medical identity theft:

¢ Empower consumers to avoid being victimized. Incorporate specialized consumer education on Web sites or
direct mail. Educate consumers to closely monitor their explanations of benefits and treat their insurance
cards as securely as their credit cards.

e Provide more frequent summaries of services to allow consumers more proactive viewing of their past
treatments (o identify early signs of fraud.

e Educate providers about medical identity theft and encourage them to ask fora photo identification before
trealing patients.

e Make benefit cards more secure by incorporating the member’s photo directly on the 1D card.

¢ Deploy pattern-recognition technology. By integrating a variety of data sources, payers can compare analyses
of customary claims experience and repeatable fraudulent patterns against current claims information.

o Address security gaps for all health information exchanges before trust erodes.

¢ lnstitute sophisticated security monitoring measures and implement a broadly accepted, executive-supported
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information security charter for effective security policy and governance. ™

A risk analysis is the foundation of any sound privacy and security program for a healthcare provider or health plan;
it is also a requirement of the HIPAA security rule. From the perspective of medical iclentity theft prevention, the
risk analysis process is an appropriate method of identifying threats and vulnerabilities to medical information and
determining if existing privacy and security controls are sufficient to prevent medical identity theft.

A proper risk analysis includes:

e Asset inventory and prioritization

Threat and vulnerability identification

Examination of existing security controls associated with addressing identified threats and vuinerabilities
e Determining the likelihood of exposure to identified threats and vulnerabilities

Determining the impact (fiscal, workilow, etc.) associated with the exercise of a threat or vulnerability
exploitation

Determining, prioritizing, and mitigating identified risks

o

The risk analysis should address three areas clearly articulated in the HIPAA security rule: administrative, physical,
and technical safeguards. 1t should be noted that the primary cause of security breaches is related to the people or
business side of an organization’s operations. The most extensive section on safeguards in the HIPAA security rule
does not focus on technology. It focuses on administration.

HIM professionals can guide their organizations in establishing the following measures to prevent and detect
medical identity theft:

¢ Ensure appropriate background checks of employees and business associates, both prior to hiring and in
high-risk areas, as well as periodically after hiring. Consider minimizing the use of noncredentialed or
nonlicensed individuals in temporary positions if they are not bound by professional codes of conduct or
ethics.

e Establish patient verification processes that may include obtaining and storing photo IDs or other means of
identity verification or authentication if utilizing e-mail or Internet access. Make sure that the initial process
is thorough, as determinations will be relied upon by subsequent users. The entire verification process and
any data collected must be protected in accordance with the HIPAA security rule.

e Minimize the use of Social Security numbers for identification. Avoid displaying the number on any
document, screen, or data collection field. Where possible the entire Social Security number should be
suppressed, and where it is absolutely necessary only the last four or six digits should be visible.

¢ Store individually identifiable health information in a secure manner and ensure that administrative,
technical, and physical safeguards are in place, such as restricted access and locks.

¢ Consider securing a release of liability to cover the entity against possible claims by any individual who may
choose not to use the secure storage provided.

¢ Implement and comply with organizational policies for the appropriate disposal, destruction, and reuse of any
media used to collect and store individually identifiable health information.

¢ Implement and comply with organizational policies and procedures that provide safeguards to ensure the

security and privacy of individually identitiable health information collected, maintained, and transmitted
electronically:

o}

Limit access to electronic individually identifiable health information to a minimum necessary basis.
Establish minimum necessary access controls.

Require unique user identification and password controls.

Implement encryption practices for transmitting individually identifiable health information.

Install appropriate hardware and software protective mechanisms such as firewalls and protected
networks.

¢ o o ¢

(o)

Audit routinely to determine appropriate access to information, including access 1o individually
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identifiable health information by staff with a newly assigned user 1D.

o [Eliminate open network jacks in unsecured areas that could provide unauthorized access.

o Create an “alert” process for medical records where identity verification may be required upon patient
admission.
¢ Develop a proactive identity theft response plan or policy that clearly outlines the response process:

o Identify current and evolving federal and state laws applicable to identity theft, reporting, and
disclosure. ‘

o Complete a preemption analysis addressing FIPAA’s permitted disclosures to law enforcement
(§164.512(2)(5)) versus state law, determining when there is a need for court order, subpoena, or
patient authorization. "

o ldentify the organization’s obligations to report or disclose to law enforcement or government agencies
information related to medical identity theft.

e Develop ongoing stafl training programs to ensure work force understanding of organizational policies and
practices developed to provide protection and appropriate use and disclosure of individually identifiable
health information.

Medical Identity Theft Response Checklist for Consumers

Consumer awareness is critical for timely detection of and thorough response to a medical identity
theft incident. Consumers may follow this checklist for proactive guidance and quick action.

[printable version of checklist]

v When
{Task
Complete |

1. Explore the resource “Tools for Victims” provided by the Federal Trade Commission
|(available online at www.fte.gov/bep/edu/microsites/idtheft/tools.html). Consider
completmg the umvel sal aff lC|dVll to submit to creditor:

'; 2. Revlew cxecht reports, correct them ancl pl'lce a “qud Alel t” on lhem

3. If a Social Security number is suspeclecl of being used inappropriately, LOI]Ist lh(,
%nc;al Sccun |1y Aclmmlstlatmn ﬁaucl hotlme at (80()) 769 0721

4. In the case of stolen or mlsdnected mail, contact the US Pmlal Sel vice at (800) !
i 775 8777 to ohtam the number of the Iocal us Poshl Inspector.

IlS. l“0| slolen passports, contact the US Depal tment of State af (877) 487 7778 or
: Illlp //u Avvl \lnle 20V,

16. 1f the thief has stolen checks contact both check ver lﬁcatmn compam(,s T(,k,chu,k
|([800] 366-2425) and the international Check Services Company ([800] 526-5380) to
Iplace a fraud alert on the account to ensure that counterfeit checks will be refused.

7. Contact the health information manager or the privacy officer at the provider
organization or the antifraud hotline at the health plan where the medical identity theft
appears to have oceur red.

18. Request an accounting of chsclmmes H lhe ])IO\/IdeI or p!an 1efuse< access to medlcal_
records, file a complaint with the Office for Civil Rights at Health and Human Services
at (866) 627-7748 or www.hhs.gov/ocr/privacyhowtofile htm.
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19. Take detailed notes of all conversations related to the medical identity theft. Write
{cdown the clate, name, and contact information of everyone contacted, as well as the
|content of the conversation.

o MaI\e copies of any Ielte;s reports, documenls ancl e- ma:l sent or le(,elved
|regarding the 1clenmy theft.

111, Work with the OIgamzatlon where the mechcal lC|el'llll)’ lheﬂ occurr ed to slop lhe
low of the incorrect information, correct the existing inaccurate health record entries,
‘land determine where incorrect information was sent,

112. File a police report and send copies with correct information to insurers, providers,
|and credit bureaus once the identity theft has been confirmed.

13. File a complaint with the attorney general in the state where the |c|ent|1y 1he11 ;
occurred. The National Association of Attorneys General provides state-by-state | |
information at www.naag.ora/atiorneys_general.php.

14. Check with state authorities for resources. Many states provide consumer protection
and education related to insurance and accept online complaints. To determine if a state
has a state insurance department for online complaints, visit the National Association of
Insurance Commlssmners at wy aic.or

¢ and file a complaint as appropriate.

15. File a complaint with the Identity Theft Data Clearinghouse, operated by 1he Fede1 a]
Trade Commission and the Internet Crime Complaml Center. Information available for
filing a complaint can be found at htlpq'//n\ fic.govipls/dod
:\\uhpub!‘l; smrtup“’z ORG CODE=PL

16. Contact the Office of the Inspector Genel al, HHS TlPS l—lot]me at (800) 447-8477 or
by e-mail at HHSTipstoit.hhs.cov for suspected Medicare or Medicaid fraud. [note:
mfox ma110n updated Decembel 7008]

17. Review health records to make sure they have been coneclecl prior to seekm\: :
heallhcale »

18. Change a]l pelsonal lclenuﬁcmon numbels and msqwmdq fOl pr otected accounts,
sites, access points, etc. Choose unique personal identification numbers and complex
passwords rather than common ones (e.g., mother’s maiden name, birth date, or pet _
name). .

Respending to Medical Identity Theft Incidents

Effectively responding to incidents of medical identity theft requires the collaborative efforts of inclivi fual victims,
HIM professionals, privacy and security officers, other organizational leaders, and other external stakeholders.

Individuals may be the first to Jearn about an incident of identity theft involving their health information. Should
they become aware of medical identity theft they are encouraged to:

o Contact the health information manager or privacy officer at the provider organization or antifraud hotline at
the health plan where the medical identity theft appears to have occurred.

e Request an accounting of disclosures from the relevant healthcare providers or health plans.

¢ Take detailed notes of conversations. Write down the clate, name, and contact nformation of everyone
contacted as well as the content of the conversation.

e Make copies of any letters or e-mail sent or received regarding the identity theft.

e Work with the organization where the medical identity theft occurred o stop the flow of incorrect
information. correct the health record entries, and determine where incorrect information was sent.
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* [File a police report and send copies with correct information to insurers, providers, and credit bureaus once
the identity theft has been confirmed.

e File a complaint with the attorney general in the state where the identity theft occurred. The National
Association of Attorneys General provides state-by-state information at
www. iaa g orgfattorneys_general.p hp.

e File a complaint with the state insurance department, if possible. Many states provide consumer pratection
and education related to insurance fraud and accept online complaints. To determine if a state has a state
insurance department for online complaints, visit the National Association of Insurance Commissioners at
WWW.NAIC.0IE.

o File a complaint with the Identity Theft Data Clearinghouse, operatecl by the Federal Tracle Commission and

a-report.himl,

o Contact the Office of the Inspector General, HHS TIPS Hotline at (800) 447-8477 or by e-mail at
HIFSTipsiooit.hhs.gov for suspected Medicare or Medicaid fraud. [note: information updated December
2008] ‘

e Check and correct credit reports as appropriate.

e Review health records to make sure they have been corrected prior to seeking healthcare.

Every organization that collects, maintains, uses, or transmits individually identifiable health information should
have a policy and procedure and response team for responding to medical identity theft. This process may be
covered under the security incident response. This framework will help the organization implement an efficient,
effective, and comprehensive incident response and stop the continued flow of information that may otherwise
negatively affect the victim and others.

“The Data Breach Investigation and Mitigation Checklist” published in the January 2008 Jowrnal of AHIMA (and
available online in the FORE Library: HIM Body of Knowledge at www,ahima.org) offers organizations guidance
on the steps they should take to address medical identity theft.

HIM professionals can assist victims and their organizations by:

e Coleading the appointment of a medical identity theft response team and working with the team to conduct a
risk analysis, discuss medical identity theft mitigation and response, draft policies and procedures, and
educate leadership.

e Training HIM staff as to appropriate responses to identity theft events.

e Giving victims a free copy of their health information before and after it is corrected.

o Setting up mechanisms to correct inaccurate information. Consider establishing Jane or John Doe records in
which the identity thief”s information is maintained separately from the victims with links to the original
record.

o Implementing Jegal hold policies and procedures.

e Assisting victims in identifying those who may possess inaccurate records by providing a full accounting of
disclosures.

» Supporting victims as they attempt to navigate their way through the complex systems that hold copies of
incorrect information about them.

o Providing victims with a list of resources and contact information (see the checklist on the preceding page).

o Staying abreast of medical identity theft-related legislation that may be drafted at the state and federal level
and providing constructive input and feedback.

Medical identity theft is a complex and evolving crime that can only be dealt with through a concerted effort.
Consumer involvement is paramount to the success of any strategy. HIM professionals collaborating with all
stakehaolders have a unique opportunity to contribute to solutions that will prevent, investigate, and mitigate the
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damages of medical identity theft.

All victims of medical identity theft require and deserve every protection and support that healthcare industry
stakeholders can develop and apply. An effective protective program starts with front-end preventive safeguards
and ends with follow-through that reaches wherever incorrect information has flowed.

AFIMA challenges the healthcare industry and all individuals to organize efforts for proactive steps to stem the
impact of this quietly growing threat. Only by reporting all instances of fraudulent activities can the medical
identity theft be addressed and mitigated.

Notes
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SENATE HUMAN SERVICES COMMITTEE
JUDY LEE, CHAIRMAN
MARCH 19, 2013

TESTIMONY BY
PARRELL D. GROSSMAN
DIRECTOR, CONSUMER PROTECTION AND ANTITRUST DIVISION
OFFICE OF ATTORNEY GENERAL
IN SUPPORT OF
ENGROSSED HOUSE BILL NO. 1435

Chairman Lee and members of the Senate Human Committee. | am Parrell Grossman,
Director of the Attorney General's Consumer Protection and Antitrust Division. | appear
on behalf of the Attorney General in support of Engrossed House Bill No. 1435.

Identity Theft continues to be a priority for the Attorney General and Consumer
Protection Division. The Identity theft problem continues to grow on a national and state
basis. The Consumer Protection Division acts as a clearinghouse for ID theft victims.
We process ID theft complaints and assist consumers when their identities have been
stolen. The Attorney General’s Office has received 112 ID Theft complaints in the
current biennium, since July 1, 2011. The Consumer Protection Division has received
76 ID theft complaints in 2012. D theft was the number two complaint category in the
Attorney General's Top Ten Complaints in 2012. In the last week, the Consumer
Protection Division received several identity theft complaints from ID theft victims who
indicated other individuals had files income tax returns using the victims’ social security
numbers.

The changes to the definition of “personal identifying information” on Page 1, lines 18-
24 and Page 2, line 1, enhance protections for potential identity theft victims. It is
helpful and important to include an individual's health insurance policy or subscriber
identification number, an individual’'s non-driver photo identification card issued by the
Department of Transportation, and an individual’s digitized or other electronic signature
within the information that should be protected for potential identity theft victims. The
theft or unauthorized use of this additional information should constitute identity theft.

The Attorney General also supports the changes and improvements in Section 2
addressing data security breaches. N.D.C.C. chapter 51-30, North Dakota’s Data
Security Breach Law, was drafted by the Attorney General and is enforced by the
Attorney General's Consumer Protection Division. The proposed changes regarding
‘medical information” and “health insurance information” are good changes to this law.

The Attorney General respectfully asks the Senate Human Services Committee give
Engrossed House Bill No.1435 a “Do Pass” recommendation.

Thank you for your time and consideration. | would be pleased to try and answer any
questions.



TESTIMONY BEFORE THE SENATE
HUMAN SERVCIES COMMITTEE
HOUSE BILL 1435
MARCH 19, 2013
Madam Chairman, members of the committee, I am Sheldon Wolf, the ND Health
Information Technology Director. I am here today to provide information on

Section 3 of House Bill 1435 on behalf of the Health information Technology
Office and the Health Information Technology Advisory Committee (HITAC).

HITAC is charged with making recommendations and implementing a statewide
interoperable health information infrastructure that is consistent with emerging
national standards and promotes interoperability of health information systems for
the purpose of improving health care quality, patient safety, and overall efficiency
of health care and public health services. = As part of our work, we try to
coordinate policies and procedures with current state and federal regulations

regarding the protection of an individual’s health information.

Section 3 of the bill was amended by the House to allow alternative compliance for
those entities that are covered by the health insurance portability and accountability
act (HIPAA). Specifically, Part 164.404 of title 45 of the code of federal
regulations requires covered entities to notify each individual whose unsecured
protected health information has been, or is reasonably believed by the covered
entity to have been, accessed, acquired, used, or disclosed as a result of such

breach.



This alternative compliance treats covered entities that are required to report

breaches according to HIPAA similar to the treatment of financial entities at

NDCC 51-30-06.

Thank you, I would be happy to address any questions.
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