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APPENDIX D



Security Updates 
• SOC2 Audit – http://www.nd.gov/auditor/reports/i112_15.pdf  

 

• Multi-Factor Authentication for Privileged Accounts 
 

• Managed Security Services – MS-ISAC 
 

• Cybersecurity Roles and Responsibilities 
 

• Web Server Cyber Attack 

 

 

http://www.nd.gov/auditor/reports/i112_15.pdf


• Six Main Roles and Responsibilities 
• Senior Management   (ITD) 
• Information Security Management   (ITD) 

 
• Information Owner   (State Agencies) 

• Agency Director 
• Agency IT Coordinator 
• Agency Security Officer 

 

• Technology Providers   (ITD or Vendors) 
• Supporting Functions   (Audit, Physical Security, DR) 
• Users   (State Agencies and their Stakeholders) 

 
 

Cybersecurity Roles and Responsibilities 



• Lessons Learned 
• Properly securing and patching third party applications 

• ITD plans to implement more restrictions on the tools 
agencies and their vendors use to administer web sites. 
 

• Application Inventory and Categorization 
• ITD will be reaching out to agencies to complete an 

initial application inventory and categorization exercise. 
• Integrates with the Application Portfolio Management 

role that is part of ITD’s Cloud Broker role. 
 

• Scanning critical applications for vulnerabilities 
• Agencies need to budget for this security analysis. 

 

Web Server Cyber Attack 



• ITD will partner with agencies to manage their 
application portfolio. 

• ITD will serve in a “Cloud Broker” role as agencies 
evaluate cloud services to meet business needs. 

• Aligned with ITD’s hosting responsibilities in NDCC 
54-59-22. 

• Software as a Service (SaaS) solutions hosted in the 
cloud require a waiver from OMB and ITD. 

• ITD will partner with agencies to manage any on-
going contract/relationship with a SaaS vendor. 

Application Portfolio Management and Cloud Services 



• Application inventory for both on-premise and SaaS 
applications. 

• ITD has developed a matrix to help assess and 
categorize the risk associated with applications. 

• Assessment Areas 
• IT Architecture/Vendor Capability 
• Identity 
• Security 
• Data 
• Strategic Impact 
• Cost 

Application Portfolio Management and Cloud Services 



• Contract Management - negotiations and key terms 
and conditions 
• Cost drivers 
• Escalation caps 
• Hosting location 

• Vendor Management 
• Periodic architecture reviews 
• Certification reviews 
• Prior approval of material changes to the cloud 

architecture environment 

Application Portfolio Management and Cloud Services 



• Statewide Inventory of Applications 
• Includes on-premise and cloud based solutions 
• Helps to manage overall enterprise risk 
• Helps to ensure consistent contract terms 

• Documentation of Integration Points 
• Identify key integration points to the state 

infrastructure (e.g. Active Directory) 
• Promote common standards based integration where 

possible 

Application Portfolio Management and Cloud Services 



• On-premise solutions vs. cloud based solutions 
• Near-term, on premise solutions will be preferred to 

maintain economies of scale in the data center and allow 
the state to mature its cloud posture. 

• Costs 
• Reviewing current and future rate structures to cover the 

costs for these activities and infrastructure investments. 
• On-premise solutions embed the costs in existing rates. 
• Cloud based solutions will incur a monthly add-on fee to 

vendor fees. 
• Applied to new approved cloud waivers starting this 

biennium. 
• Legacy cloud waivers – no later than 7/1/2017. 

Application Portfolio Management and Cloud Services 




