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The following security projects are currently underway at NDUS Core Technology Services.
Desktop Management

e Retire user computers
e Place all used computers into managed environment
e Require all computers to be managed for patching and managed full disk encryption

Enterprise Vulnerability Scanning

e Implemented enterprise system within CTS
e Will provide as a service to campuses

Security Training and Awareness Campaign

e Implemented Securing the Human training curriculum for all CTS employees
O 12 topics, one required each month
o0 Will make available for campus pilots in 2015

e Monthly security newsletters

e Security Focused “Lunch and Learns”

Multi-factor Authentication

e Testing phase with a pilot group from CTS
¢ Implementation schedule based on risk assessment

Implemented 90 Day Password Expiration Process
e Implementation underway with all NDUS and campus employees
Governance

e Interconnect Study Group
0 Identify data owners, data consumers and data storage/movement
0 Document current practices, security controls and risk
0 Revalidate, modify and/or develop new interconnect security controls
e New Data Classification Policy Draft
e Endpoint Task Force
e Security Audits

Intrusion Detection/Prevention System

e Fully implemented in NE, SE and NW quadrants
e SW quadrant implementation on November 15, 2014
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